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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3231
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 3
79.178. 229. 60 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets dr op 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
173. 208. 197. 254 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-trafl forward 2
173.208. 197. 251 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 2
173. 208. 197. 251 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forward 2

85. 25. 43. 94 Ger many 147.237. 76. 202 e.halag.idf.il Bl ock_Udp All _Nets_Con_Li mt drop 2

69. 30. 202. 230 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|bl ock-sp-trafl drop 1
94.102. 52. 10 Net her | ands 147.237.76.176 test.ncore.idf.il [Block Np All Net drop 1
5.196. 199. 231 France 147.237. 76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1

71. 6. 165. 200 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Udp All Nets drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1

69. 30. 202. 226 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1

69. 30. 202. 227 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address

| Target Address

Attacker Qountry

|Signature
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il |Tehila - Perl LWP with fake user agent
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
208.115.113.89 |Wited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 77
80. 246. 133. 107 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence i;;e”ansm't with different wndow | o ivor |76
141.0. 14. 128 Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 67
66.240.78. 146 |Uited Sates |147.237.72. 166 |akaict.i1 | €AMNg Engine: TCP Invalid Invalid segnent retransmssion. dr op 66
Ret r ansni ssi on Packet dropped.
66.249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
141.0.14.128  |Europe 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 29
192.243.55.132 |Wited Sates [147.237.77.74 |lawicf.il  |Bad TCP sequence mﬁﬁ]fs;:;ansm wehdifferent | onitor |28
66.249.93. 111 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
66.249.93.119 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
192.243.55.133 |Wited Sates |147.237.77.74 |lawidf.il  [Bad TCP sequence mﬁsgf‘sm wehdifferent | oonitor |22
192.243.55.131 |thited Sates [147.237.77.74 [lawidf.il  [Bad TOP sequence I'nval i d AGK nunber nonitor |21
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
192.243.55.129 |Whited States |147.237.77.74 [lawidi.il  |Bad TCP sequence mﬁ?\;;:;ansm” wehdifferent | onitor |10
192.243.55.133 |thited Sates [147.237.77.74 [lawidf.il  [Bad TOP sequence I'nval i d AGK nunber nonitor |19
172.58.168.198 |lhited Sates [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 18
46.116.56. 126 [l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence I'nval id ACK nunber noni t or 16
192.243.55.131 |Wited Sates [147.237.77.74 |lawicf.il  |Bad TCP sequence mﬁsrc:;ansmt wehdifferent | onitor |16
46.117.169. 121 |Israel 147.237.77. 176 |nat pash. i df .| Streaning Engi ne: TCP Invalid nvalid segnent retransnission. drop 16
Ret r ansni ssi on Packet dropped.
192.243.55.132 |thited Sates [147.237.77.74 [lawidf.il  [Bad TOP sequence I'nval i d AGK nunber nonitor |15
192.243.55.131 |tited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
192.243.55.129 |thited Sates [147.237.77.74 [lawidf.il  [Bad TOP sequence I'nval i d AGK nunber monitor |14
192.243.55.133 |thited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
192.243.55.129 |uited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
192.243.55. 133 |lLhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SN drop 13
109. 253. 215. 2521 srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence f:;;e”ansm't with different wndow | o ivor |12
192.243.55.129 [hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or 12
192.243.55.131 |thited Sates [147.237.77.74 [lawidf.il  [Bad TOP sequence I'nval i d AGK nunber alert 12
192.243.55.133 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert 11
85.75.79. 141 G eece 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
192.243.55.132 |thited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192.243.55.129 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert 10
46.116.56.126 [l srael 147.237.72. 166 |aka.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55.131 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
192.243.55.138 |lhited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55.138 |lWhited States |147.237.77.74 [lawidi.il  |Bad TCP sequence mﬁ?\;;:;a”s”“ wehdifferent | onitor o
192.243.55.129 |thited Sates [147.237.77.74 [lawidf.il  [drop First packet isn't SIN drop 8
192.243.55.134 |lWhited States |147.237.77.74 [lawidi.il  |Bad TCP sequence mﬁsgfmm wthdifferent | onitor |8
192.243.55.138 |thited Sates [147.237.77.74 [lawidf.il  [Bad TOP sequence I'nval i d AGK nunber nonitor |8
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
46.116.56. 126  |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 8
192.243.55.132 |thited Sates [147.237.77.74 [lawidf.il  [Bad TOP sequence I'nval i d AGK nunber aert 8
46. 19. 85. 50 I srael 147.237.76.31 |nakchal.idf.il|Bad TCP sequence Invalid ACK nunber aert 7
46. 19. 85. 50 I srael 147.237.76.31 |nakchal .idf.il|Bad TCP sequence Invalid ACK nunber noni t or 7
46.116.56.126 I srael 147.237.72. 166 |akaidf.il  [Bad TCP sequence ﬁﬁ;ﬁ reansm't wehdifferent | nitor |7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
192.243.55.134 |[lhited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence I'nval id ACK nunber noni t or
192.243.55.134 |thited Sates [147.237.77.74 [lawidf.il  [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55.136 |UWited Sates [147.237.77.74 |lawidf.il  [Bad TCP sequence mﬁsgf‘sm wehdifferent | onitor s
192.243.55.134 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SN drop
46. 19. 85. 50 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 135. 102|I srael 147.237.0.19 |nadimatal . i df. i |Suspici ous Response Code B ock 50
2.53.22.135 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 9
Russi an . . D stributed Lhaut hori zed URL Access on
188.143.234.155|_ 1 ~ 0 147.237.77. 216 |dover . i df . i | voww i df i 1/t enpl at es/ sendt of r{ end B ock 4
Russi an . . D stributed Lhaut horized URL Access on
188.143. 232. 27 Federation 147.237.77. 216 [dover . i df . i | vy i df . i 1/tenpl at es/ sendt of ri end Bl ock 4
185. 32. 179. 164 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
188. 143. 232. 27 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed LRL Access on wan i df.il/error. htm B ock 3
2.53.166. 190 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
109. 253. 138. 1761 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
109. 253. 199. 248l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
188. 143. 234. 155 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Ostributed Uhaut hori zed LRL Access on wanidf.il/error. htm B ock 2
79.177.196. 197 |lsrael 147.237.72. 166 [aka.i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.177. 196. 197 B ock 2
Russi an - - D stributed Lhaut hori zed URL Access on
188. 143. 232. 32 e ot i on 147.237.77. 216 |dover. i df .i | ww i o i 1/t enpl at es/ sendt of i end B ock 2
157.55.39. 213 |lhited Sates  [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/iturimasp/list.asp Bl ock 1
. . D stributed Lhaut horized URL Access on
80. 246. 133. 107 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ r eset . css B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 234 Bl ock 1
46.120. 242 60 |1 srael 147.237.72. 166 |aka. i df .i | Unknown ‘Pare‘irret er ctl 00$ct | 00$_Cpthu n$cphSachar $ct 109 in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. - D stributed Lhaut hori zed URL Access on
109. 253. 215. 252|l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42 styl ef shar ed/ reset . css B ock 1
208.115.111. 71 |Wited Sates |147.237.72.156|anan.i df . il Lhaut hori zed LR Access to list.ips.gov.il/listl. htm B ock 1
77.221.69.168 |Lithuania 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoran/ yoman. asp  |Bl ock 1
2.53.30. 164 | srael 147.237.76.42 |refuah.idf.il Mil tiple Unauthorized URL Access from 2.53.30. 164 B ock 1
157.55.39. 213 [lhited Sates [147.237.72.166|aka. i df .il Uhknown Paraneter catid in aka. idf.il/brothers/skira/default.asp None 1
84.228.226.69 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . D stributed Unaut hori zed URL Access on
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp B ock 1
187. 44.148. 42 |Brazil 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 1
54.86.145.194 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover. i df .i | O stributed PHP At enpt B ock 1
212.76.119.180 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wwu aka.idf.il/giyus/general B ock 1
77.221.69.168 [Lithuania 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il /wp-1 ogin. php Bl ock 1
. ; D stributed Lhaut hori zed URL Access on
66. 249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi i yoman/ yonan. asp B ock 1
157.55.39. 213 |uhited Sates  [147.237.72.166|aka.idf .il Unknown Paraneter catid in aka.idf.il/kanhar/gallery/ None 1
. . D stributed Unauthori zed URL Access on
66.249. 78.246 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp B ock 1
] - . Unaut hori zed URL Access to
199. 16. 156. 125 [lhited Sates  [147.237.77.216|dover.idf . il Wi df i1/ p storagel il es/ 8 si ze220x0/ 16838, | pg B ock 1
187.44.148. 42 |prazil 147.237.72. 166 [aka. i df . i | Dstributed Unauthorized URL Access on wa aka.idf.il/wp-1ogin php |B ock 1
66. 249. 64. 3 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/edi myoman/ yorman. asp B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to v aka. i df . i/ kapaz/ cont act us. asp B ock 1
188. 143. 232. 32 RJSf;;”i o 147.237.77. 216 |dover . i df . i | O stributed Unhaut horized URL Access on wwidf.il/error.htm B ock 1
45. 55, 196. 77 Lhited Sates [147.237.77.74 |lawidf.il Ml tipl e Unauthorized URL Access from 45.55. 196. 77 Bl ock
157.55.39.213 |Uited Sates |147.237.72.166|aka. i df .il Unknown Par anet er pagenumin aka.idf.il/chinuch/gal | ery/ None 1
: . . Uhaut hori zed URL Access to www i df.il/1133-12847-he/ dover. aspx'j’
207.46. 13. 14 Lhited Sates  |147.237.77.216|dover.idf.il - ’ B ock 1
BENi LS ATSEATVEN] o
68.180.220. 241 |United Sates  [147.237.77. 176 |mat pash. i df .| | ameter Type Miolation Pagehumin Bl ock 1
wan cogat . i df . i | / 1038- he/ cogat . aspx
187.44.148.42 |Brazil 147.237.76.86 [navy.idf.il Distributed PHP Atenpt Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 1
157. 55. 39. 37 Lhited Sates |147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
79.177.196.197 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i|/mai n/ gi yus/ general . aspx |Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in ww aka.idf.il/nain/hone/ def aul t. aspx None 1
173.208. 197. 251|lhited Sates [147.237.76.31 |nakchal .idf.i|l [Wauthorized URL Access to ww gegell. com B ock 1
45.55.196. 77 Lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/14-he B ock 1
207.46.13.75  |Wnited Sates |147.237.77.176 natpash.idf.i| [nauthorized LR Access to . Bt ock 1
wan cogat . i df . i |/ coor di nat i ongaza/ of fi cesnap/ pages/ aza. aspx

04-24-2016-07:04:03 to

04-24-2016-08:04:03




