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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6732
37.26. 146. 202 | srael 147.237.0. 34 tikshuv.idf.il TCP handshake vi ol ation, first packet not syn |drop 6367
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 2

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1

69. 30. 202. 228 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
71.6.146. 185 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1




04-24-2016-06:04:09 to 04-24-2016-07:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
82. 165. 24. 123 Ger many 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) B ock 4
84.245. 33. 104 Net her | ands 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
216. 249. 107. 200 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SALECT) B ock 3
216. 249. 102. 198 Lhited Sates 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) B ock 1




04-24-2016-06:04:09 to 04-24-2016-07:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 9
216. 249. 107. 200|147. 237. 77. 74 |Wnited Sates |[lawidf.il SQ Injection - Select From 9
84.245.33.104 |147.237.77.74 |Netherl ands lawidf.il S Injection - Select From 6
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
174.37.194. 144 |147.237.76.31 |Uited States  [nakchal .idf il SERVER APACHE Apache mod_ss| non-SS. connection to SS. port 3
deni al of service attenpt
66.249.78.146 |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
91.201. 236. 158 |147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
13. 82. 25. 17 147.237.77.216|Wited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
174.37.194. 144 |147.237.76.31 |lhited Sates |[nakchal .idf.il ET SCAN NMAP -sS w ndow 4096 1
104.171. 122. 176(147. 237.8.46 |Whited Sates |e.chinuch.idf.il [ET SCAN NVAP -sS w ndow 3072 1
104.171. 122, 176|147.237.8.46 [Wited Sates |e.chinuch.idf.il |[ET SCAN NVAP -f -sS 1
91. 201. 236. 158 |147. 237. 76. 202 |kr ai ne e.halag.idf.il ET SCAN NVAP -f -sS 1
80. 82.78. 38 147.237.0.15 [Netherl ands kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
62.210.189. 248 (147.237.8.14 |France e.orchot.idf.il ET SCAN Potential SSH Scan 1
13.92.245. 177 |147.237.77.212|Uhited Sates [e. dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
13.82.25. 17 147.237.77. 216 |lhited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115.182.17.13  |147.237.76.39 |Chi na nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
104. 171. 122. 176|147.237.8. 46 |Uhited Sates |e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 2048 1




04-24-2016-06:04:09 to 04-24-2016-07:04:09

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
37.26.146.202 |Israel 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 287
Sreaning Engine: TGP Invalid ' i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 57
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
198.58.103. 102 |Whited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
139. 162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
102.243.55.138 |Wnited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence SINWACK retransmt W th monitor |10
di fferent w ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
109. 253. 215. 2521 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo o
wi ndow scal e
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
192.243.55.138 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 8
Russi an R -
188. 143. 234. 155 ration 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
66.102. 6. 191 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 7
192.243.55.138 |Wited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |6
Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
141.8.132.112 | o0 147.237.72. 166 |aka. i df . i | Ret r ansm ssi on Packet dr opped. drop 6
Sreamng Engine: TCP Invalid i i ssi
66.249. 66. 187 |lWited Sates |147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Russi an R L
188. 143. 232. 27 erati on 147. 237. 77. 216 |dover . i df . i drop First packet isn't SWN drop 5
188, 143. 232, 32 |FUSSIan 147.237.77. 216 |dover. i df .i dro First packet isn't SN dro 4
) ) ) Federation ) o o P pac P
62. 210. 226. 9 France 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
97.74. 24. 189 Lhited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 4
192. 243.55.138 |Uhited Sates [147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
91.200.12. 7 Lkr ai ne 147.237. 77. 170 |n@arachot . i df . i drop SAMrul e drop 4
157.55.39.128 |lhited Sates |147.237.76.31 |nakchal .idf.il drop SMMrule drop 4
45, 35. 64. 142 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
: e SYN+ACXK retransnmit wth .
192.243.55.133 |Wited Sates |147.237.77.74 [lawidf.il Bad TCP sequence different vi ndow scal & nonitor |4
46.19.85.0 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 82 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 4
192.243.55.138 |Wited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber aert 4
192.243.55.133 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |4
46. 19. 85. 82 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning Engine: TQP Invalid i i ssi
66. 249. 93. 247  |Europe 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.22.135. 102 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
207.46. 13. 14 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi
66.249.66.190 |Wnited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
5.22.130. 125 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2
157. 55. 39. 37 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
192.243.55.133 |lhited Sates |147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 2
91.200. 12. 106 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 2
192.243.55. 133 |lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SWN drop 2
207.46.13.143 |[Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SWN drop 2
91.200. 12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
Lhi ted s . Geo- | ocati on i nbound
109.72.215.18 | . ngdom 147.237.77. 121 |e. navy. i df . i Geo- | ocati on enf or cement enf or cement drop 1
80. 90. 167. 38 Jor dan 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 72. 215. 18 E?'rf;gom 147.237.77. 234 |hal ag.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 238|Wnited Sates  |147.237.77. 226 "‘f"l"“ chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 91 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Lhi ted e . Geo- | ocati on i nbound
109.72.215.18 | ngdom 147.237.77. 178 |e. mat pash. i df . i | Geo- | ocati on enf or cenent enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
Russi an . . D stributed Uhaut hori zed URL Access on
188. 143. 232. 32 er ati on 147.237.77. 216 |dover.idf . il voww i df i 1/t enpl at es/ sendt of i end B ock 7
188. 143. 232. 32 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Ostributed Uhauthorized URL Access on v idf.il/error. htm B ock 5
Russi an . . D stributed Uhaut hori zed URL Access on
188. 143. 232. 27 er ati on 147.237.77. 216 |dover.idf . il voww i df i 1/t enpl at es/ sendt of i end B ock 5
Russi an . . D stributed Unaut hori zed LRL Access on
188.143. 232. 32 Federati on 147.237.77. 216 [dover . i df . i | wn i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 4
187.44.148. 42 |prazil 147.237.77.74 [lawidf.il PHP Att enpt B ock 2
Russi an . . D stributed Unhaut hori zed LRL Access on
188.143.234. 155 - & 147.237.77.216|dover.idf .i | voww i df i 1/t enpl at es/ sendt of ri end Bl ock 2
66. 102. 6. 191 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 2
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
188. 143. 232. 27 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover. i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
] . . Mil tiple Lhtraceabl e SS. Sessions from174. 37.194. 144 (Pr ot ocol
174.37.194. 144 |United Sates |[147.237.76.31 |nakchal .idf.il viol ation (SS. CONN LI ENT HELLO)) None 1
. . Unaut hori zed URL Access to
82.166.190. 11 |Israel 147.237.77. 176 |nat pash. i df . i | vow cogat i df i 1/si p storagel i1 es/ 9/ 4629. ] pg Bl ock 1
. . D stributed Unhaut hori zed URL Access on
37.26.149.229 |[israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
130. 193. 50. 33 RJF Sﬁ::ﬂ on 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/456-en/ pat zar.aspx.  |B ock 1
208.115.111. 71 |lhited Sates |147.237.72.156|anman. i df.il Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock
. . . S3. Whtraceabl e Gonnection - Protocol violation
174.37.194. 144 |wited Sates |147.237.76.31 |nakchal .idf.il (SSL CONN LI ENT FELLO None 1
107.200.54. 76 |lnited Sates [147.237.72.166|aka.idf .il Ostributed PHP Attenpt B ock 1
66. 102. 6. 131 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 1
187.44.148. 42 |prazil 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/wp-1ogin. php B ock 1
157.55.39. 213 |Uhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/eitan/ nesiratnei da/ None 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 234 B ock 1
216.218.206. 68 |lLhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
Russi an . . D stributed Unhaut hori zed LRL Access on
188.143. 232. 27 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 178. 255, 215. 87 Bl ock 1
: . . D stributed Unhaut hori zed URL Access on
107.200.54.76 [lhited Sates |147.237.72.166 aka. i df .il vow aka. i df . i 1/vp-| ogi n. php Bl ock 1
66. 102. 6. 188 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 1
187.44.148.42 |mazil 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
} . . Uhknown Paraneter catid in
157.55.39. 213 |Uited Sates [147.237.72.166|aka.idf.il aka. i i |/ mai 1V gi yus/ gi yus/ gener al . asp None 1
. . Uhaut hori zed URL Access to
66. 249. 78.240 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi d yoran/ yonan. asp B ock 1
188. 143. 232. 27 RJS|S;$ o 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wwwidf. il /tenpl at es/ sendt of ri end B ock 1
. . Uhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | www. i df . i | / hebr ew news/ kkkkkkk=166321a5kkkkkkk 166321a5 |2 %K !
130. 185. 155. 10 |Sweden 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
187. 44.148. 42 |Brazil 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 187. 44. 148. 42 B ock 1
157. 55. 39. 213 Lhited Sates 147.237.72.166 |aka. i df . i | Uhknown Paraneter catid in aka idf.il/main/iturinmituri maspx None 1
. . Unaut hori zed URL Access to
5.102.252.140 |lsrael 147.237.77. 176 [nat pash. i df . i | vaw cogat i df i 1/t enpl at es/ nevs/ nobi | e Bl ock 1
Russi an . . Uhaut hori zed URL Access to
188.143. 232. 27 Federati on 147.237.77. 216 [dover . i df . i | ww i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
187.44.148.42 |Brazil 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 187. 44. 148. 42 B ock
130. 185. 155. 10 |Sweden 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin. php B ock
207. 46. 13. 87 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/general . aspx B ock 1
m ny- kosher - kravi . i ing - % i
66. 249. 64. 137 |l srael 147.237.0. 17 ny |llegal Parameter Encoding j.e[ 8l 25 LRSS, *SzzuM&VR in o 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
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