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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
5.196. 199. 231 France 147.237.76. 30 hi nush. i df . i | Bock Np Al Net drop 1
111.3.108. 197 Chi na 147.237.76. 44 e.refuah.idf.il [Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

get Address

Devi ce Action |Count |

158. 85. 253. 245 Lhited Sates 147.237.76. 31 nakchal .idf.il [6134 HITP. SQ Injection Variabl e Decl aration Evasi on Bl ock 8
66.76.174.2 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECI) B ock 4
184.173.233.226 [lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
94.73.150. 148 Tur key 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
184.173.233.226 |Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
158. 85. 253. 245 Lhited Sates 147.237.76. 31 nakchal .idf.il |[3808: HITP. SQ Injection Variabl e Decl aration Evasi on Bl ock 4
158. 85. 253. 245 Lhited Sates 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 3
23.91.70.94 Lhited Sates 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 3
23.91.70. 94 Lhited Sates 147.237.76.86  [navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 1
64.31.44.6 Lhited Sates 147.237.77.176 |nat pash.idf.il |3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 1




04-24-2016-05:04:06 to 04-24-2016-06:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
158. 85. 253. 245 |147.237.76.31 |Wnited Sates nakchal .i df .il S Injection - Select From 16
66.76.174. 2 147.237.77.74 |Wited Sates lawidf.il S Injection - Select Fom 12
184. 173. 233. 226|147. 237. 77. 233 |Whited Sates atal.idf.il S Injection - Select Fom 10
23.91.70.94 147.237.76.86 |lLhited Sates navy. i df.il QA Injection - Select From 10
158. 85. 253. 245 [147.237.77.216|Wited Sates dover.idf.il S Injection - Select Fom 6
66. 135. 63. 82 147.237.77.74 |lhited Sates lawidf.il S Injection - Select Fom 6
64.31.44. 6 147.237.77. 176 |Lhited Sates nat pash. i df . i | QA Injection - Select From 6
94.73.150. 148  |147.237.77.74 |Turkey lawidf.il S Injection - Select Fom 6
195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
125.89.246.51  |147.237. 77. 212 [Chi na e. dover.idf.il ET SCAN Potential SSH Scan 2
58.218. 204. 211 |147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.31 |China nakchal . i df il ET SCAN Potential WNC Scan 5900- 5920 1
125. 89. 246.51  |147.237.76.34 |China yohal an.i df . i1 ET SCAN Potential SSH Scan 1
37.187.61. 4 147.237.0.15 |France kosher-kravi idr il o0 Ve APACHE Apache med_ssl non- SS. connection to SSL |,
port denial of service attenpt
183. 60. 48. 25 147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
125. 89. 246.51  [147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
13.92.178.142 |147.237.8.50 |lhited Sates e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
109.72.215.18 |147.237.0.16 |United Kingdom |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
13.92.178.142 |147.237.8.50 |Lhited States e tikshuv.idf.il ET SCAN NVAP -f -sS 1
125. 89.246.51  |147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
91. 99. 30. 39 147, 237. 76,31 |13 Islamc nakehal . i df . i1 ET SOAN Behavi oral Uhusual l'y fast inbound Tel net 1
Republ i ¢ of Gonnections, Potential Scan or Brute Force

125.89.246.51  |147. 237. 77. 205 [Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
81.169.215.81 |147.237.72.14 |Ger many dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
125.89.246.51 |147.237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
125.89.246.51 |147.237.77.19 |China | awforumidf.il ET SCAN Potential SSH Scan 1
125. 89. 246.51  |147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na ggcent er . aka. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
125. 89.246.51 |147.237.76.38 [China eeneitav.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.30 [China hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
125. 89.246.51  |147.237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
158. 255. 5. 147  |147.237. 77. 170 |Russi an Federation |naarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 20. 41. 62 147.237.0.35 |9 ngapore akavs. i df i | ET SCAN NVAP -sS w ndow 1024 1
13.92.178.142 |147.237.8.50 |lhited Sates e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
81.169.215.81 |147.237.72.14 |Ger many dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
125. 89.246.51  |147.237. 77. 178 |Chi na e. natpash.idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125.89.246.51 |147.237.77.61 [China e.cogat.idf.il ET SCAN Potential SSH Scan 1
125. 89. 246.51  |147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
58.218.204. 211 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
125.89.246.51 |147.237.76.39 [China nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
38.111.147.88 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 80
66.249.78.146 |lnited Sates  |147.237.72. 166 |aka i df il Streamng Engine: TCP Invalid - invalid segnent retramsmission. | 57
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
198.58.103. 115 |ULhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
109. 253. 215. 2521 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence md;it’rsacn;rzt Wth different moni tor  [11
192.243.55.137 |Wited Sates  [147.237.77.74 [lawidt.il Bad TCP sequence mﬁsﬁf‘sm wehdifferent |onitor |10
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
109. 160. 176. 43 | srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid imvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55.135 |Wited Sates  [147.237.77.74 [lawidt.il Bad TCP sequence mﬁsﬁf‘sm wehdifferent | onitor |6
192.243.55.137 |Wited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
192.243.55.137 |Wited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |4
192.243.55.134 |Wited Sates [|147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192.243.55.134 |Wited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence monitor |4
192.243.55.134 |Wited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence SO relLransmt wehdifferent | onitor |4
37.187.165.74 |France 147.237.72. 217 |e i df .i | Geo- | ocati on enf or cenent Sﬁ?;ggi'ﬂf” I nbound drop 4
192.243.55.134 |Wited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
8.37.227.70 thited Sates  [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpli ant Response out of state nonitor |4
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
192.243.55.136 [Lhited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence mﬁﬁfsrcztlfnsm wthdifferent | oior |3
66.249.66.100 |uited Sares [147.237.0.34 |tikshwidr.il |2 S@M NG Engine: TP Invalid - finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
192.243.55.135 |Wited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
8.37.227.69 thited Sates  [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpli ant Response out of state nonitor (3
192.243.55.134 |Wited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
50. 245. 63. 203 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
85.93.91. 84 Ger many 147, 237.76. 200 |ei tan. akaich i1 | €M NG Engi ne: TP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
192.243.55. 137 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
192.243.55. 134 |Uited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2
197.114.9.169 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
8.37.227.68 Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HITP Non Conpl i ant Response out of state monitor |2
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
91.200.12.106 |kraine 147.237.0.34 |tikshuv.idf.il dr op SAMrule drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192.243.55.131 |Wited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
91.200.12.106 |kraine 147.237.77. 216 |dover.idf .il dr op SAMrule drop 2
192.243.55. 135 |Uhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence nmoni t or 2
192.243.55.131 |Wited Sates [|147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 2
141.8.132.78 gz:;;r: on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
208.115.111.73 |Whited Sates  |147.237.72. 166 |aka idf . il Streaning Engine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
95.87.233.210 |Rulgaria 147.237.0.35 |akavs.idf.il drop drop
70.39.186.218 |Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HITP Non Conpl i ant Response out of state noni t or
184. 105. 247. 246|Wnited Sates  |147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocati on enf or cenent S‘;?O'rggz;fn I nbound drop 1
8.37.227.81 Lhited Sates  |147.237.77.216 |dover.idf.il Bl ock HITP Non Conpl i ant Response out of state noni t or
109.72.215.18 |United Ki ngdom|147.237.77.176 |nat pash.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
192.243.55.138 |Wited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence mﬁsrc:rj”sm wehdifferent |onitor |1
192.243.55. 135 |Uhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
91. 200. 12. 85 Wkrai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 91.200. 12. 85 B ock 42
91. 200. 12. 85 Wrai ne 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 21
91. 200. 12. 85 kr ai ne 147.237.77.74 [lawidf.il PHP Attenpt B ock

91. 200. 12. 85 Wkrai ne 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 91.200. 12. 85 B ock

91. 200. 12. 85 Wrai ne 147.237.72. 156 |anan. i df . i | Mul ti pl e Unaut hori zed URL Access from 91. 200. 12. 85 B ock

91. 200. 12. 85 Wkrai ne 147.237.77. 226 V\:V\:W chamat z. aka. i df Ml tiple Uhauthorized URL Access from 91. 200. 12. 85 B ock 3
91.200.12.85  |lkraine 147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 91.200. 12. 85 Bl ock 3
91. 200. 12. 85 kr ai ne 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 91.200. 12. 85 B ock 3
91. 200. 12. 85 kr ai ne 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 91.200. 12. 85 B ock 3
66. 102. 6. 191 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 3
91. 200. 12. 85 kr ai ne 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df.il/xmrpc. php B ock 2
91. 200. 12. 85 kr ai ne 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unauthorized URL Access from 91.200. 12. 85 B ock 2
91. 200. 12. 85 kr ai ne 147.237.77.233|atal .idf.il Mil ti pl e Lhaut horized URL Access from 91. 200. 12. 85 B ock 2
91.200.12.85  |kraine 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 2
91. 200. 12. 85 Wrai ne 147.237.76.200|ei tan. aka. i df .i | PHP At tenpt B ock 1
91.200.12.85  |kraine 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
187. 44.148. 42 |Brazil 147.237.77. 170 [maar achot . i df . i | Ostributed PHP At tenpt B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; popl d in waw aka. i df.il/| ondi mitochen/ |None 1
91. 200. 12. 85 kr ai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/xmrpc. php B ock 1
78.46.23.198  |Ger many 147.237.72. 166 |aka. i df . i | Whaut hori zed Met hod HEAD f or B ock 1

v aka. i df . i |/ brot hers/ skira/ def aul t. asp
Lhaut hori zed URL Access to

66. 249.64. 34 I srael 147.237.76.42 [refuah.idf.il wwy refua. atal .idf.il/tenpl ates/shared/ usercontrol s/ header upper/ Bl ock !
109. 253. 215. 252|I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
187. 44.148. 42 |Brazil 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php B ock 1
66.249.78.234 |israel 147.237.72. 166 |aka. i df . i | thaut hori zed URL Access to B ock 1

147.237. 72. 166/ mai n/ horre/ pni ot . aspx

P . S Uhtraceabl e Gonnection - Protocol violation
37.187.61.4 France 147.237.0.15 |kosher-kravi.idf.il (SSL CONN LI ENT FELLO None 1

Unaut hori zed URL Access to

66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st or agel 11 es/ 0/ si ze100x0/ 3120, pg B ock 1

157.55.39.215 |thited Sates [147.237.77.233|atal.idf.il Uhaut hori zed URL Access to 147.237.77. 233/ B ock 1

91. 200. 12. 85 kr ai ne 147.237.72. 156 |anan. i df . i | PHP Attenpt B ock 1
-kosher-kravi .idf.i

207.46.13.164 |lhited Sates |[147.237.0.16 ny Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1

Uhaut hori zed URL Access to

66. 249. 78.240 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi  yoran/ yonan. asp B ock 1
38.111.147.88 |Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
91. 200. 12. 85 Wrai ne 147. 237.77. 226 \A:V\:W chamat z. aka. i df PHP At t enpt B ock 1
91. 200. 12. 85 Wkrai ne 147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
91. 200. 12. 85 kr ai ne 147.237.0.15 |kosher-kravi.idf.il PHP Att enpt B ock 1
187. 44.148. 42 |Brazil 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 1
66.249. 65. 223  [Israel 147.237.77.216|dover.i df .i | Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
91. 200. 12. 85 kr ai ne 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
68.180.230.45 |[Wnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.102. 6. 131 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
187. 44.148. 42 |Brazil 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il /wp- 1 ogin. php B ock 1
66.249. 78.146 | srael 147.237.72. 166 |aka. i df . i | mngrg Iﬁr?ﬁi;d?;pn:x/ popld in None 1
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNimin Bl ock 1

wan i df . i | /1393- en/ dover . aspx
91. 200. 12. 85 kr ai ne 147.237.77.233|atal .idf .il PHP Attenpt B ock 1
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