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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 17144
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 507
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 11
74.91.17.178 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
74.91.17. 180 Lhited Sates 147.237.76. 200 eitan. aka. idf.il bl ock-sp-traf1 forvward 2

173. 208. 197. 254 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forvard 2

192. 243. 55. 136 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 1

69. 30. 202. 229 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 1

173. 208. 197. 250 Lhited Sates 147.237.77. 226 wwn chanmat z. aka. i df . i | |bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
158. 255. 5. 147  |147.237. 77. 235 |Russi an Federation |[sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.29.86.129 |147.237. 76. 201 [Thai | and e.ata.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125.89.246.51 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
201.7.216. 31 147.237.77.74 |Brazl lawidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
13. 82. 25. 17 147.237.77. 74 |Wnited Sates lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
187.22.53.254 |147.237.0.35 |Bazil akaws. i df i BT SN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
185. 130. 5. 99 147.237.76.31 |Lithuania nakchal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0.16 |Lithuania ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
159. 226. 208. 108|147.237.8.46  [China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
159. 226. 208. 108(147. 237.8.27 |China e.madi matal .idf.il ET SCAN Potential SSH Scan 1
159. 226. 208. 108|147. 237. 8. 14 |Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
125. 89.246.51 |147.237.0.35 [China akavs. i df . il ET SCAN Potential SSH Scan 1
202.29.86.129 |147.237.76. 200 |Thai | and eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.218.188.199 |[147.237.0.15 |[lIsrael kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.178.160.57  |147.237.8.14 |/ Islamc e.orchot. i df . il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Republ i ¢ of Gonnections, Potential Scan or Brute Force
185. 130. 5. 99 147. 237. 77. 121 |Li thuani a e.navy.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0.33 |Lithuania idf.il ET SCAN Potential SSH Scan 1
185. 85.190. 98  |147. 237. 72. 156 |Tur key aman.idf.il ET SCAN Potential SSH Scan 1
159. 226. 208. 108|147. 237.8.28 |Chi na e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
159. 226. 208. 108|147. 237.8.24 |Chi na elifestyle idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
66.249.76.146 |Uited Sates |147. 237, 72. 166 |akaicf. i1 |2 €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 69
Ret ransni ssi on Packet dr opped.
99.197.182.194 |Lhited States [147.237.77.216 [dover.idf.il|dr op First packet isn't SYN drop 31
107.167. 108. 144|thited Sates |[147.237.77. 216 |dover.idf.i1|SYN At t ack SYN - > SYN-ACK -> RST rej ect 23
192.243.55.135 |Wited Sates |147.237.77.74 [lawidf.il [Bad TOP sequence SINACC relransmt wehdifferent | onitor |22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df . il [dr op SAMrul e drop 20
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 20
192.243.55.129 |Wited Sates [147.237.77.74 [lawidf.il [Bad TOP sequence mﬁsgreansm wehdifferent | onitor |18
192.243.55.130 |[Uhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 17
192.243.55.131 |thited Sates |147.237.77.74 [lawidf.il [Bad TCOP sequence I'nval i d ACK nunber noni t or 17
192.243.55.136 |UWited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁﬁsggansm wehdifferent | onitor |17
192.243.55.132 |thited Sates |147.237.77.74 [lawidf.il [Bad TOP sequence I'nval i d ACK nunber noni t or 17
41.33.231.90 Egypt 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 16
192.243.55.132 |Whited States [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁefsrc‘;;a”smt wehdifferent | onitor |16
192. 243.55.136 |lhited Sates |147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
192.243.55.129 [hited Sates [147.237.77.74 [lawidf.il [drop First packet isn't SYN drop 16
192.243.55.129 |[Uhited Sates [147.237.77.74 |[lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 16
192.243.55.136 |lhited Sates |147.237.77.74 [lawidf.il [Bad TOP sequence I'nval i d ACK nunber noni t or 15
192.243.55. 137 [nited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber moni t or 15
192.243.55.130 |lhited States [147.237.77.74 [lawidf.il |Bad TCOP sequence mﬁ;;ﬁ;ansm wthdifterent —fonitor 15
192.243.55.135 [lhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 15
192.243.55.137 |Whited States [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁsrc‘;ﬁ;ansm wehdifferent | onitor |15
192.243.55.134 |Wited Sates |147.237.77.74 [lawidf.il [Bad TOP sequence SINACC relransmt wehdifferent | onitor |15
27.47.10.61 Chi na 147.237.77. 216 |dover.i df .i| [dr op drop 15
192.243.55.131 |Wited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁsrczt;ansm wehdifferent | onitor |15
192.243.55.135 [lhited Sates [147.237.77.74 [lawidf.il [drop First packet isn't SYN drop 13
192.243.55.133 |lhited States [147.237.77.74 [lawidf.il |Bad TOP sequence ﬁﬁ;&tf‘sm wthditterent —fonitor |13
192.243.55. 135 |Lhited Sates [147.237.77.74 [lawidf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
27.47.10.61 Chi na 147.237.77. 216 |dover.idf.il[Bad TCP sequence Inval i d ACK nunber alert 12
27.47.10.61 Chi na 147.237.77. 216 |dover.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 12
192.243.55. 131 |thited Sates [147.237.77.74 [lawidf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
192. 243.55. 130 |thited Sates [147.237.77.74 [lawidf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
192.243.55. 137 |lhited Sates |147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
192.243.55.136 [hited Sates [147.237.77.74 [lawidf.il [drop Frst packet isn't SYN drop 11
192.243.55.129 |thited Sates [147.237.77.74 [lawidf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192.243.55.136 |lhited Sates |147.237.77.74 [lawidf.il [Bad TCP sequence noni t or 10
192.243.55.132 [nited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence I'nval i d ACK nunber alert 10
192.243.55.130 |[Lhited Sates [147.237.77.74 |[lawidf.il |dr op Frst packet isn't SYN drop 10
192.243.55.136 |lhited Sates |147.237.77.74 [lawidf.il [Bad TOP sequence I'nval i d ACK nunber alert 10
192.243.55. 137 [lhited Sates [147.237.77.74 [lawidf.il [drop Frst packet isn't SYN drop 10
192.243.55.130 [nited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber alert 10
192.243.55.132 |lhited Sates |147.237.77.74 |lawidf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 9
109. 253. 224. 2031 sr ael 147, 237. 7. 243 bl e, i o || SAM NG Engi ne: TGP I nval i d Invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dr opped.

192.243.55.131 |thited Sates |147.237.77.74 [lawidf.il [Bad TCP sequence I'nval i d ACK nunber alert 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 9
192.243.55.132 [hited Sates [147.237.77.74 [lawidf.il [drop First packet isn't SYN drop 9
192.243.55.135 |thited Sates |147.237.77.74 [lawidf.il [Bad TCP sequence I'nval i d ACK nunber alert 9
192.243.55.129 |thited Sates |147.237.77.74 [lawidf.il [Bad TOP sequence I'nvalid ACK nunber alert 9
192. 243.55. 134 |thited Sates [147.237.77.74 [lawidf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
208.115.111. 73 |lhited States [147.237.77.216 [dover.idf.il|dr op Frst packet isn't SN drop 9
192.243.55.131 |[Uhited Sates [147.237.77.74 |[lawidf.il |dr op Frst packet isn't SN drop 8




04-24-2016-04:04:03 to 04-24-2016-05:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
66.102. 6. 131 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
. . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | Wi cogat i o i /i p storagelfi1 es/ O/ si 2e220x0/ 3410.  pg. St Bl ock 3
109. 253. 224. 205| sr ael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
208.115.111. 73 |lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 208. 115. 111. 73 B ock 2
66. 102. 6. 191 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wa i df.il/error. htm B ock 2
157. 55. 39. 37 Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
66. 249. 65. 224 |l srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 2
66.249.78.199 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/giyus/ge B ock 1
173. 208. 197. 254|lnited Sates [147.237.76. 147 |chi nuch. aka. i df . il Unaut hori zed URL Access to wwwv gegell. cond B ock 1
76.14. 125. 44 Lhited Sates |147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Gpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
113.23.132.198 |Mil aysia 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on 147.237.77. 216/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ r ecr i t| ane. aspx Bl ock 1
66. 102. 6. 188 Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
198.58.102. 156 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/1294-he/ wan idf.il B ock
: . . S Lhtraceabl e Gonnection - Protocol violation
76. 14. 125. 44 Uited Sates |147.237.77.216|dover.idf.il (SSL OONN LI ENT HELLO) None 1
66.249.78.146 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . i|/giyus/index/ Bl ock 1
208.115.111. 73 |hited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/atal 1/izkor/ nai n. asp B ock 1
113. 80. 208. 142 [Chi na 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized URL Access from 113.80. 208. 142 Bl ock 1
69. 63.188. 197 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
199.30.24.195 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
91. 223. 89. 54 kr ai ne 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er anp; catld in v aka. i df.il/| ondi i pni ot/ None 1
. . . Unaut hori zed URL Access to
113. 80. 208. 142 [Chi na 147.237.77. 176 [nat pash. i df . i | v cogat . i df i 1/ shar ed/ user cont r ol s/ header upper / Bl ock 1
74.82.47.3 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il [Wauthorized URL Access to 147.237.76.39/ B ock 1
. . ] Unaut hori zed URL Access to
66. 249. 64. 70 I srael 147.237.76.200|ei tan. aka. i df . i | vy ei tan. aka. i df i 1/t enpl at es/ neve/ {"key": " Bl ock 1
199. 30. 25. 28 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
91. 223. 89. 54 kr ai ne 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on 147.237.77. 216/ Bl ock 1
. . D stributed Uhauthori zed URL Access on
66.249.78.154 |lIsrael 147.237.76.86 |navy.idf.il navy. i df i 1/ gi yus/ f or und asp/ showf or um asp B ock 1
WWW. chamat z. aka. i d Uhaut hori zed URL Access to
51. 255.65. 4 France 147.237.77. 226 L ) ) waw chanat z. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper |B ock 1
foil
: /
74.91.17. 180 Lhited Sates [147.237.76.200|eitan. aka.idf.il Unaut hori zed URL Access to waw gegel. comd Bl ock 1
207.46.13.146 |lLnited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawnidf.il/error. htm Bl ock 1
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