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|Top Attackers | n DDoS- Def ence |

04-24-2016-03:04:03 to 04-24-2016-04:04:03

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 9536
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4184
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 13

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 2
71.6.135. 131 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Bock Wdp All Nets drop 1

74.91. 23. 108 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf1 drop 1

173. 208. 197. 251 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 38 e.e.neitav.idf.il |[Block Udp All Nets drop 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1




04-24-2016-03:04:03 to 04-24-2016-04:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site

|Sgnature

87.106.179. 116 |Ger many 147.237.77.226 |www chanat z. aka. i df .i| |[5670: HITP. SQ Injection (SELECT) B ock 4
87.106.179.116 |Ger many 147.237.77.226 |ww chamat z. aka. i df . i| |6134 HITP. SQ Injection Variabl e Declaration Evasion  |Bl ock 4
204.12.168.26 |lLhited Sates 147.237.0. 34 tikshuv.idf.il 5670: HITP. SQ | njection (SALECT) B ock 4
37.205. 0. 49 Tur key 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
213. 8. 145. 99 I srael 147.237.77.74 |lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
82.165.24.123 |Ger many 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4




04-24-2016-03:04:03 to 04-24-2016-04:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Sl'te |Signature |Count |
213.8.145. 99 147.237.77. 74 I 'srael lawidf.il SQ Injection - Select From 12
212.67.221.136 147.237.77. 216 Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP wth fake user agent 10
87.106. 179. 116 147. 237.77. 226 Ger many W chanat z. aka. i df . i | QA Injection - Select From 10
212. 67.221.136 147. 237.77. 176 Uhi ted Ki ngdom nat pash. i df . i | Tehila - Perl LWP wth fake user agent 10
82. 165. 24. 123 147.237.72. 166 Ger many aka.idf.il QA Injection - Select From 6
204.12. 168. 26 147.237. 0. 34 Lhited Sates tikshuv.idf.il S Injection - Select From 6
37.205.0. 49 147.237.77. 74 Tur key lawidf.il QA Injection - Select From 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66. 249. 78. 146 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
185. 130. 5. 99 147. 237.76. 147 Li t huani a chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.8. 46 Li t huani a e. chinuch. i df .i ET SCAN Potential SSH Scan 1
112. 124. 10. 141 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
111. 68. 104. 195 147. 237.77. 179 Paki st an e.mazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
23. 96. 109. 87 147.237.76. 34 Lhited Sates yohal an.i df .i | ET SCAN NVAP -sS wi ndow 3072 1
13.92. 122, 143 147.237.77.19 Lhited Sates | awforumidf.il ET SCAN NMAP -sS wi ndow 4096 1
185. 130. 5. 99 147.237.77. 212 Li t huani a e.dover.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76. 44 Li t huani a e.refuah. idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0. 34 Li t huani a tikshuv.idf.il ET SCAN Potential SSH Scan 1
111. 68. 104. 195 147. 237.77. 179 Paki st an e.mazi.idf.il ET SCAN NMAP -sS w ndow 4096 1
23.102. 168. 255 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sS wi ndow 3072 1
23. 96. 109. 87 147. 237.76. 34 Lhited Sates yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

66.249.78.146 |lhited Sates [147.237.72.166 |aka.idf.il Ret r ansm ssi on Packet dr opped. drop 108
83.130. 101. 137 |israel 147.237.77. 216 |dover.icf il |Bad TCP sequence mdgirsa:;nlt wth dfferent monitor |55
83.130. 101. 137 |Israel 147.237.76.31 |nakchal .icf.il |Bad TOP sequence mdrc)?/tvrsacnaslmet wth dfferent moni tor |43
76.108. 165. 174 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
141.0.15.35 Nor way 147.237.77. 176 |natpash.idf .il  |dr op Frst packet isn't SN drop 28
192.243.55.132 |Wited Sates |147.237.77.74 |lawidi.il Bad TCP sequence mﬁsrc‘;t;ansmt wehdifferent Joonitor |18
192.243.55.133 |Wited Sates |147.237.77.74 |lawidi.il Bad TCP sequence mﬁsgfnsm wehdifferent Jopnitor |18
192, 243.55. 138 |Uited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 17
192.243.55. 133 |Uited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 16
192.243.55.138 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Vﬁﬁslzt;ansm wehdifferent Joonitor |16
181. 141.72.35 |Col onbi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
192.243.55.133 |Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14
70.199.225.43 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
192.243.55.132 |lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 13
50. 116.28.209 |lLhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
192.243.55.138 |Wnited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
198.58.103. 102 |Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
139. 162. 216. 112|Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
192.243.55.133 |lhited Sates [147.237.77.74 [lawidf.il dr op First packet isn't SYN drop 12
162.243.99. 146 |Wited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
192.243.55.138 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber alert 10
192.243.55.133 |lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 9
192.243.55.132 |Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
192.243.55.138 |[Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 9
192.243.55.135 |lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 8
66.249.93.119 |Europe 147.237.77. 216 |dover.idf .il drop drop 8
192.243.55.135 |[lLhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 8
192.243.55.129 |Whited States |147.237.77.74 |lawidf.il Bad TCP sequence mﬁsgfmm wthdifferent Joonitor s
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 7
192. 243.55.135 |Uhited States |147.237.77.74 |lawidf.il Bad TCP sequence mﬁsrc‘;t;ansmt wthdifferent Jooitor |7
192.243.55.132 |Wited Sates [147.237.77.74 |[lawidf.il Bad TCP sequence I'nval i d AGK nunber alert
79.177.100. 243 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
66.249.60.88  |United Sares |147.237.0.19 |adimatal icr. i[> SN N9 Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
192, 243.55. 132 |Uited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
46.19.86.163  |israel 147. 237. 72. 166 |aka. i o . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55.129 |lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
192.243.55.135 |Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
192.243.55.132 (lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 6
192.243.55. 138 |Uited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
192.243.55.134 |Wited Sates |147.237.77.74 |lawidi.il Bad TCP sequence mﬁsgfnsm wehdifferent Jopnitor o
198.58.103. 115 |Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
66.249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il drop drop
192.243.55.130 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Vﬁﬁslzt;ansm wehdifferent Joonitor |6
192.243.55.131 |Whited States |147.237.77.74 |lawidf.il Bad TCP sequence mﬁsgfmm wthdifferent Joonitor |5
197.34.13. 132 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
66.249.93.119 |Europe 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or




04-24-2016-03:04:03 to 04-24-2016-04:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
212.67.221.136 |United Ki ngdom [147.237.77.176 |nat pash. i df.il Ml tipl e Unaut hori zed URL Access from 212.67.221. 136 B ock 12
212.67.221.136 |United Ki ngdom |147.237.77.216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from 212. 67.221. 136 B ock 11
212.67.221.136 |hited Kingdom |147.237.77.176 |nat pash.idf.il Dstributed PHP Attenpt B ock 10
212.67.221.136 |Wited Kingdom |147.237.77.216|dover.idf.il Dstributed PHP Attenpt Bl ock 10
157. 55. 39. 69 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 157.55. 39. 69 B ock
199. 30.24. 109 |Uited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
199. 30. 25. 27 Lhited Sates 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to wawidf.il/error.htm B ock
. - Distributed Uhaut hori zed URL Access on
66.249.78.154 |lIsrael 147.237.76.86 |navy.idf.il navy. i df i 1/ gi yus/ f or ur asp/ showf or Um asp B ock 2
’ . . Unhaut hori zed URL Access to
199. 16. 156. 124 |Wnited Sates  |147.237.77.216|dover.idf.i | v i of i /i p storagel i1 es/ 8/ si e220x0/ 16838 | pg B ock 1
5.151. 198. 27 United Kingdom |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/dover/site/ mai npage. asp |B ock 1
. - Unaut hori zed URL Access to
66.249.78.137 |Israel 147.237.76.86 |[navy.idf.il v navy. i o . i 1/ navy/ navy/ gener al . aspx Bl ock 1
40.77.167.25 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka idf.il/main/ituriniturimaspx None 1
157.55.39.215 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter cat_id in aka.idf.il/iturinfasp/vars. asp None 1
. . Unhaut hori zed URL Access to
83. 130. 101. 137 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p. stor agel {1 | es/ 8/ 1668. doc B ock 1
40.77.167. 25 Lhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paranet er sQpenLinkin in aka. idf.il/giyus/ main/ None 1
. . URL is Above Root Directory
37.48.81. 27 Net her | ands 147.237.77. 216 [dover. i df . il Wi of i1/ / shared/cl i entscri pts/j query/j auery-1.4.2.nin. | s B ock 1
; . . Unaut hori zed URL Access to
157. 55. 39. 69 Lhited Sates 147.237.72. 166 |aka. i df . i | aka. i o i1/ i n/ gi yus/ ki oski general . aspx B ock 1
. - Distributed Uhaut hori zed URL Access on
66.249.78.147 |Israel 147.237.76.86 |[navy.idf.il navy. i df . i 1/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
] . . Unknown Paraneter docid in
40.77. 167. 25 Lhited Sates 147.237.72. 166 |aka. i df .i | aka. i df . i |/ mai n/ sachar / popups/ popup. aspx None 1
157.55.39. 215 [uwited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka.idf.il/tiznoret/news/ None 1
. . . Unaut hori zed URL Access to
94.154.239.69 |kraine 147.237.77. 216 |dover . i df .il v i dff i 1/ 1283 13885- en/ dover . aspx B ock 1
66.102. 6. 191 Lhited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
40.77.167. 25 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in aka.idf.il/brothers/skira/default.asp |None 1
157. 55. 39. 215 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil tiple Whaut horized URL Access from 157.55. 39. 215 B ock 1
40.77. 167. 25 Lhited Sates 147.237.72. 166 |aka. i df . i | Unknown Par anet er pagenumin aka.idf.il/chinuch/gal | ery/ None 1
5.29.150. 118 I srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to wan | awidf.il/tenpl ates/fag/ nobile |[B ock 1
157.55.39. 215 |Uhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter catld in aka.idf.il/yohal an/ i n/ nai n. asp None 1
Russi an . . Unaut hori zed URL Access to
109.167.200. 251 1o - 147.237.72. 166 |aka. i df . i | vaw aka, i o . i |/ 1044 he/ | shur i m aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 254 |l srael 147.237.77.233|atal .idf.il atal .icf.il/tenpl at es/ shar ed user cont rol s/ header upper/ B ock 1
- kosher - kravi . i df . i
207.46.13.164 |Uited Sates  |147.237.0.16 |7 Wnauit hori zed LR Access to B ock 1
il vy ny- kosher -kravi . i df .il/robots. txt
40.77.167.25 Lhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in aka.idf.il/eitan/ nesiratnei da/ None 1
157.55.39. 215 |lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giyus/ general B ock 1
. - Unaut hori zed URL Access to
66.249.78.161 |Israel 147.237.76.86 |[navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
40.77.167. 25 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter pagenumin aka.idf.il/kamar/gal | ery/ None 1
102.243.55.133 |Whited Sates  |147.237.77.74 |lawidf.il Wnauthori zed UR. Access to Bl ock 1
waw | aw i df . i1/ consol e/ core/ doc_ngr/doc_ngr. asp
5.29.179. 244 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
157. 55. 2. 147 Lhited Sates 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 1
. - Paraneter Type Molation DoclDin
66.249.78.130 |Israel 147.237.76.86 |[navy.idf.il v navy. i o i |/ navy/ general . asp Bl ock 1
208.115.113.82 |lhited Sates 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/site/unsel ecatbl e.aspx |B ock 1
] . . Unknown Paraneter catid in
40.77.167.25 Lhited Sates 147.237.72. 166 |aka. i df . i | aka. i o i |/ mai 1V gi yus/ gi yus/ gener al . asp None 1
157.55.39.215 |Uhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp;catld in aka.idf.il/rights/asp/info.asp None 1
] . . Paraneter Type M ol ati on PageNumin
68.180. 230. 108 |Uhited States  |147.237.76.31 |nakchal .idf.il ww nakhal i df i 1/1073- hef nakhal . aspx B ock 1
40.77.167. 25 Lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Par aneter pagenumin aka.idf.il/tiznoret/gallery/ None 1
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