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|Top Attackers | n DDoS- Def ence |

04-24-2016-01:04:11 to 04-24-2016-02:04:11

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9713
69. 30. 202. 229 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2
173. 208. 197. 250 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
216. 176. 185. 42 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock Udp All Nets drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5-Var1l  |dest-reset 1
173. 208. 197. 252 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1

69. 30. 202. 230 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
5.196. 199. 231 France 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 148 ggcenter. aka.idf.il B ock Wp Al Nets drop 1
94.102. 52. 10 Net her | ands 147. 237. 76. 201 e.atal.idf.il Block Np All Net drop 1

69. 30. 202. 228 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 202 e halag.idf.il ock Wdp Al _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
173. 208. 197. 252 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il |bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature

46.161.9.8 Russi an Federation [147.237.77.216 |dover.i df.i[19813: HITP. WrdPress Thene Divi Drectory Traversal Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
58.218.204. 211 [147.237.76. 196 |hi na esvivaidf.il ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147. 237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
222.186.34.195 |147.237.76.201|Chi na eatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58.218.204.211 [147.237.0.35 |thina akavs. i df i | ET SCAN Potential SSH Scan 1
222.186.34.195 |147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
5.196.199. 232 |147.237.76.44 |France e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
201 173. 152, 155|147 237 0. 34 |vexi Cikshov.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. Xl CO 1 KShuv. | N .
Potential Scan or Brute Force
113.59. 33. 61 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
113.59. 33. 61 147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN NVAP -f -sS 1
109. 72. 215.18  |147.237.0. 15 LK?';gegom kosher -kravi .i df .| ET SCAN NVAP -sS wi ndow 1024 1
58.218. 204. 211 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
58.218.204. 211 [147.237.76.176|i na test.ncore.idf.il ET SCAN Potential SSH Scan 1
58.218.204.211 [147.237.76.34 |thina yohal an. i df . il ET SCAN Potential SSH Scan 1
222.186.34.195 |147.237.76.86 |China navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
46.151.52.139 |147. 237. 76. 147 |Ur ai ne chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
210.117.121. 60 |147.237.76. 177 Okfrea' Republic) e idf il ET SCAN NVAP -sS wi ndow 4096 1
113. 59. 33. 61 147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN NVAP -sS w ndow 2048 1
109. 72.215. 18  |147. 237. 76. 147 LK?';gegom chi nuch. aka. i df .i ET SCAN NVAP -sS wi ndow 1024 1
72.13.164. 90 147.237.8.45 |Canada eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Target Address ‘ dte

‘Signature

Count ry

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Ret r ansm ssi on

Packet dropped.

66.249.78.146 [Wnited Sates [147.237.72.166 |aka.idf.il - dro| 90
Ret r ansni ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
192. 243.55. 137 |Lhited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 18
75.126.221.55 |[lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SWN drop 18
192. 243.55. 137 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TOP sequence SINRAK retransmt with different ooy |17
w ndow scal e
85.65.126.11 |Israel 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
87.70.0.20 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
192. 243.55. 135 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TOP sequence SNeAK retransmt with different o000 |1g
w ndow scal e
192. 243.55. 137 |Lnited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
192.243.55. 137 |Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SYN drop 12
37.237.186.59 |[Irag 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
79.183.154. 65 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
192. 243.55. 134 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TOP sequence SNeAK retransmt with different o000 |11
w ndow scal e
192. 243.55. 134 |Lnited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
192.243.55. 137 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 10
128.242.249. 10 |Wnited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 10
! . . SYNPAXK retransmt with different .
192.243.55.136 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence wi ndow scal e noni t or 10
192.243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreanming Engine: TCP Invalid i i SSi
2.53.180.100 |l srael 147.237.77. 243 |nobi 1 e. i df . i1 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
192.243.55. 134 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 8
192. 243.55. 134 |Lhited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243.55. 135 [Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192.243.55. 136 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 7
185. 32. 179. 155 |I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence SAXK retransmt with different | onvor |
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
84.95.208.20 |Israel 147.237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 136 |Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
46.19.86.133 |l srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192.243.55. 134 |Lhited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence nmoni t or 6
192.243.55.136 |Whited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
40.77.167.89 |lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 5
192.243.55. 135 |Lhited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
95. 86.104. 41  |Israel 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
192. 243.55. 134 [Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SWN drop 4
192.243.55. 131 [Lnited Sates [147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
192. 0. 116. 18 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 4
208.115. 111. 73 [Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SWN drop 4
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
192. 243.55. 137 |Lhited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence nmoni t or 4
Sreanming Engine: TCP Invalid i i SSi
37.142.208.84 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
192.243.55. 136 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber alert
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
91.200. 12. 136 |Wkrai ne 147.237.0.34 |tikshuv.idf.il |dr op SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
46.19.85.90  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
37.114.146.42 |Azerbaijan  |147.237.72. 166 |aka.idf il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
46.19.85.228 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66. 249. 66. 187 |Wited Sates |147.237.0.34 |tikshuv.idf.il 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i SSi
46.19.86.111 [Israel 147.237.77. 243 |nobi 1 e. i df . i1 9 =g nval i d segnent retransmssi on. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.180. 124. 175 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 167
37.26.148.157 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
2.53.15. 147 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 85. 90 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.117.181.134 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
199. 30. 25. 95 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 2
85. 65.126. 11 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from85.65.126. 11 (Qpen Mde) |None 2
] . . S Untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Uited Sates |147.237.76.42 |refuah.idf.il (SSL OONN LI ENT FELLO) None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to waw kosher-kravi.idf.il/default.aspx |B ock 1
. . Uhaut hori zed URL Access to
66.249.64.9 | srael 147.237.77. 176 [mat pash. i df . i | ww cogat . i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
208.54.80.155 |lnited Sates |147. 237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /i 1/ kapat 2/ /1es#012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
. . Uhaut hori zed URL Access to
87.71.125. 201 I srael 147.237.72.166|aka. i df . i | vy aka. i of i1/ mai v sachar/ undefi ned Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ i / smal i nd showbi g. aspx B ock 1
m ny- kosher - kr avi . i
173.208. 197. 252|lhited Sates 147.237.0. 17 ny Unaut hori zed URL Access to wwv gegell. comi B ock 1
df.il
. . . Paraneter Type Molation f in
85. 26. 63. 207 Bel gi um 147.237.77.216|dover. i df .i | voww i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
: . . Uhaut hori zed URL Access to
208.115.111. 73 |Lhited Sates |147.237.77.216|dover.idf.il voww i df i 1/t enpl at es/ t enpl at econt r ol s/ gener i o/ B ock 1
. . Uhaut hori zed URL Access to
95. 86. 66. 60 | sr ael 147.237.77. 216 dover . i df . i | wwy i df . i|/tenpl at es/ depar t nent sl obby/ nobi | e B ock !
69.30.202.229 |nited Sates |[147.237.76.200|eitan. aka.idf.il Unaut hori zed URL Access to www gegell. com B ock
199. 30. 24. 84 Lhited Sates 147.237.77.216|dover.i df . il DO stributed Lhauthorized URL Access on wawn idf.il/error. htm Bl ock
. . . Paraneter Type Mol ation | in
85. 26. 63. 207 Bel gi um 147.237.77. 216 |dover . i df . i | Wi df i 1/t enpl at es/ sendt of ri end/ sendt of i end. aspx Bl ock 1
66. 249. 65.224 |l srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waww i df.il/error.htm B ock 1
] . . Uhknown Paranet er anp; docld in
8.18.121. 192 Uited Sates |147.237.72.166|aka.idf.il v aka i o i1/ ri ght's/ aspli nf 0. asp None 1
wwwv, chanat z. aka. i d )

150. 70. 173. 55  |Japan 147.237.77. 226 £l Uhaut hori zed URL Access to 147.237.77. 226/ B ock 1
69.30.202.230 |lhited Sates [147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to ww gegell. cond B ock 1
wawv. chanat z. aka. i d Uhaut hori zed URL Access to
66. 249. 66. 17 I srael 147.237.77. 226 ¢ I- ) ’ wan chanat z. aka. i df . i 1/t enpl at es/ shar ed/ user cont r ol s/ header uppe [B ock 1

: r/
: . . Uhaut hori zed URL Access to
17.142.156. 109 |Wnited Sates |147.237.77.216|dover. i df.il voww i df i |/ appl e- app- Si t e- associ at | on B ock 1
] . ] S Untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Uited Sates |147.237.76.31 |nakchal .idf.il (SSL OONN LI ENT FELLO) None 1
: . . Uhaut hori zed URL Access to
50.116.28.209 |Lhited Sates |147.237.77.216|dover.idf.il vow i of i /1294 en/ i o . i 1/ engl i sh B ock 1
204.236. 235. 245|lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
85. 65. 126. 11 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
Russi an ] . Uhaut hori zed URL Access to
37.9.122.203 er ati on 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1283- 17748- en/ dover . aspx. Bl ock 1

04-24-2016-01:04:11 to 04-24-2016-02:04:11




