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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
2.53.16.119 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 6167
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1922
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 26
74.91.17.178 Lhited Sates 147.237.76. 30 hi nush. i df.il bl ock-sp-traf 1 forward

89. 138. 52. 186 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset

2
69. 30. 202. 230 Lhited Sates 147.237.77.170 naarachot . i df.il |bl ock-sp-trafl drop 1
1
1




04-24-2016-00:04:01 to 04-24-2016-01:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
80. 82.78. 38 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.77.19 Lhited Sates | awforumidf.il ET DRCP Dshield B ock Listed Source 1
179. 43. 144. 43 147.237.0. 34 Shitzerl and tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
149. 78. 154. 69 147.237.77.216  |israel dover . i df.il portscan: TCQP DO stributed Portscan 1
123.57. 150. 125 147. 237. 76. 147 Chi na chi nuch. aka. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
123.57. 150. 125 147. 237.0. 33 Chi na idf.il ET SCAN Potential WNC Scan 5900- 5920 1
98. 126. 197. 186 147.237.76.197  |wnited Sates e himsh.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147. 237.76. 30 Net her | ands hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
158. 255. 5. 147 147.237.76. 31 Russi an Feder ati on nakchal . i df i ET SCAN NMAP -sS wi ndow 1024 1
123.57. 150. 125 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
123.57. 150. 125 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
123.57. 150. 125 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address ‘S’te ‘Signature Action ‘Count
79.177. 187. 193 |I srael 147.237.0.34  |tikshuvir. i1 [ 7 €AM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 38
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 28
95.232.144. 121 (Italy 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
185.3.147.180 |Israel 147.237.72. 166 |akaicr. i1 | AMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 21
Ret ransni ssi on Packet dr opped.
192. 243.55.138 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence m’;ﬁ(sg;a”sm wehdifferent 1 oonitor |18
192.243.55. 133 |Wnited Sates [147.237.77.74 |lawicf.il  |Bad TOP sequence SO relransmt wehdifferent  Joonitor |18
94.77.196. 82 Sudi Arabia [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 17
192.243.55.132 |Wnited Qates [147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁsrc‘;;a”sm wehdifferent  Jopnitor |17
192. 243. 55,136 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgfnsm wehdifferent  Joonitor |16
192.243.55.129 |Wnited Qates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;a”sm wehdifferent  Jopnitor |16
192. 243.55. 129 [Lhited Sates [147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 15
192. 243.55.131 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgfnsm wthdifterent  Joonitor |15
192.243.55. 136 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 15
192. 243.55.130 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence m’gﬁsg;ﬁ”mt wehdifferent | onitor |14
192.243.55. 137 |Wnited Sates [147.237.77.74 |lawicf.il  |Bad TOP sequence mﬁsg;ﬁmm wehdifferent  Joonitor |14
192. 243.55. 132 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 12
192.243.55. 138 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192.243.55. 133 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 12
198.58.102.95 |Whited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 12
198.58. 103. 115 |Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 12
84.110.109. 77 |Israel 147, 237, 76. 200 |eitan. aka i of | .| 2 NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
192.243.55. 138 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 12
192. 243.55.129 |Wited Sates |147.237.77.74 [lawidi.il  |drop First packet isn't SIN drop 12
192. 243. 55,135 |Wnited Qates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgfnsm wehdifferent  Joonitor |12
192.243.55. 136 |Whited Sates |147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
192.243.55.136 |Lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 11
192.243.55.133 |Lhited Sates |147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
208.115.111. 68 |Wited Sates |147.237.77.74 [lawidi.il  |drop First packet isn't SN drop 11
192.243.55.131 |Lhited Sates [147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
192.243.55. 129 |Wited Sates |147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192.243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 10
192. 243.55. 131 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
84.111.78.87 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
2.53.148.53  |Israel 147, 237. 77, 243 |mobi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
95.86.104. 64  |Israel 147.237.72. 166 |aka idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout alert 9
95. 86. 104. 64 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
83.93.170.48 |Denmark 147.237.77. 216 |dover.idf.il |Bad TCOP sequence monitor |9
192.243.55. 134 |Wited Sates [147.237.77.74 |lawicf.il  |Bad TOP sequence mﬁsg;ﬁmm wehdifferent  Joonitor  |o
2.55. 61. 23 I srael 147.237.76.86 |nawy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
95.86.104. 64  |Israel 147.237.72. 156 lanan.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
192.243.55. 129 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 8
192. 243.55. 137 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 8
192. 243.55.136 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence Invalid ACK nunber alert 8
109. 67. 145. 254 |1 srael 147, 237. 76. 200 |ei tan. aka i of .| 2 NG Egine: TCP Invalid nval i d segnent retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.
95.86. 104. 64 |l srael 147.237.72. 156 lanan.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout alert 8
192. 243.55.138 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence Invalid ACK nunber alert 7
192.243.55. 135 |Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 7
192. 243.55.133 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence Inval i d ACK nunber alert 7
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|Top Attackers In V\AF|

Devi ce

At acker .
Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 207. 78 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 73
37.236.132.112 |iraq 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 37.236.132. 112 B ock 19
109. 65. 17. 116 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
79. 180. 200. 179 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
66. 249. 64. 61 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9687- he/ r ef uah. aspx Bl ock
i ted Unaut hori zed URL Access to
192.243.55. 131 |q o oo 147.237.77.74 |law i df.il wan law i df.il/tenpl ates/ getfil el getfile. aspx?fil ename=xgf 5b3nol wvy3ncdgh |B ock 1
pa2f cdhphdn t xdeznj i uzg9j & nf ocent eri t en¥t r ue
84.109.241.53 |[Israel 147.237.77.216|dover . i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
41.251.167.195 [Morocco 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
200. 49.206. 193 |Argentina  |147.237.77.216|dover.idf.i | Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
176.13.5. 29 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
66.249. 64.108 |lIsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_storage/ fi | es/ 2/ 302. pdf B ock 1
i ted Unaut hori zed URL Access to
192.243.55.133 (o 147.237.77.74 |lawidf.il wan law i df.il/tenpl ates/ getfil el getfile. aspx?fil enane=xgf 5b3nol wvy3ncdgh |B ock 1
pa2f cdhphdni t xdcOns5kb2n¥&i nf ocent eri t en¥t r ue
94.159. 153. 142 |[Israel 147.237.77.216|dover.idf . il O stributed Unhauthorized URL Access on wwwvidf.il/https:/vnidf.il/ B ock 1
65. 55. 210. 139 gﬁ;ttg: 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1
208.115. 111. 72 Lsh'mt:: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ show orum asp Bl ock 1
176.13.5.91 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 1
66.249. 64. 118 [l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
i ted Unaut hori zed URL Access to
192. 243.55. 137 Sates 147.237.77.74 |lawidf.il ww | aw i df.il/tenpl ates/tenpl at econtrol s/ news/ si p_storage/fil es/ 7/ 1437. pd |B ock 1
fl
65. 55. 210. 163 g‘;tt:: 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
189. 175. 128. 203|Mexi co 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock
5.248.253.133 |lkraine 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df.il/1556-en/ B ock
199. 30. 24. 83 gﬁ;ttg: 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1
65. 55. 210. 241 ;h;:ee: 147.237.77. 216 |dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
189. 175. 128. 203|Mexi co 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php Bl ock 1
84.109.241.53 |[Israel 147.237.77. 216 |dover . i df .i | Mil tiple Untraceabl e SSL Sessions from84.109. 241. 53 (Qpen Mde) None 1
199. 30. 24. 217 g];::: 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
128. 238. 182. 61 LSthlatt:sd 147.237.72. 166 [aka. i df . i | Unhknown Paranet er anp; catid in vww aka.idf.il/rights/asp/info.asp None 1
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