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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3132
2.53.16.119 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2697
79.178. 147. 23 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

69. 30. 202. 229 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.illbl ock-sp-trafl forward 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
46.116. 171. 208 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185. 130. 5. 99 Li t huani a 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
185. 130. 5. 99 Li t huani a 147.237.76. 201 e atal .idf.il Bock Np All _Net drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 1
185. 130. 5. 99 Li t huani a 147.237.76. 44 e.refuah.idf.il Bock Np All _Net drop 1
74.91.17.179 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forvard 1
94.102. 52. 10 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
185. 130. 5. 99 Li t huani a 147. 237. 76. 147 chinuch.aka.idf.il |Block Np Al Net drop 1
74.91. 23. 106 Lhited Sates 147.237.77. 234 hal ag.idf .il bl ock-sp-traf 1 drop 1
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195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
31 42130 72 |147 237 77 233 sreel atal idh il ET DO5 Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 3
attack
66.249.66.18  [147.237.77.170|thited Sates  |mmarachot.idf.il|ET SCAN NVAP -sA (2) 2
23.96.109.87 [147.237.8.46 |lhited Sates |e.chinuch.idf.il[ET SCAN NVAP -sS w ndow 2048 1
5.196.199. 232 |147.237.77. 216 |France dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.20.69.74 [147.237.77.233|Wited Sates atal.idf.il ET DRP Dshiel d B ock Listed Source 1
23.96.109.87 [147.237.8.46 |lhited Sates [e.chinuch.idf.il[ET SCAN NVAP -sS w ndow 3072 1
23.96.109.87 [147.237.8.46 |[wnited Sates |e chinuch.idf.il|[ET SCAN NVAP -f -sS 1
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188. 161. 41. 123 glcisgii:;a” Territony.\1 47, 237.77. 216 dover. i df . il drop Frst packet isn't SWN drop 60
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
77.125.80.185 | srael 147, 237. 76. 200 |eitan aka. i o i1 | @M NG Engine: TCP Invalid |invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid invalid segnent retransmission drop 21
Ret ransni ssi on Packet dropped.
136.243.5.203 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
89. 13.123. 96 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
192. 243.55.133 |United Sates 147.237.77.74 |lawidf il Bad TCP sequence ﬁﬁﬁﬁ?ﬂcﬂth moni tor |16
192. 243.55. 133 |[Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
192. 243.55.132 |UWhited Sates 147.237.77.74 |lawidf il Bad TCP sequence ;ﬂ'\fﬁtﬁxgzz&gth moni tor |12
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
192. 243.55. 132 |[lhited Sates 147.237.77. 74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 10
192.243.55. 132 |Uited Sates 147.237.77.74 [lawidf.il Bad TCP sequence Inval id ACK nunber noni t or
192.243.55. 133 |United Sates 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject
46.19. 85. 47 I srael 147 237, 72. 167 i shurimaka. i i [ @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
192.243.55.130 |Lhited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |8
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
192.243.55.133 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 8
192.243.55. 133 |Uhited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 7
192.243.55.130 |Uited Sates 147.237.77.74 |lawidf il Bad TCP sequence ﬂﬁrﬁﬁgﬁégth moni tor |7
212.179. 212. 215|l srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Inval id ACK nunber noni t or 7
212.179. 214. 113|l srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber aert 7
212.179. 214. 113l srael 147.237. 72. 156 [anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243.55. 138 |Uited Sates 147.237.77.74 [lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 7
66.249.66.47  |ited Sates 147.237.0.34 |tikshv.icr it |2 " €@MNg Engine: TGP | nvalid invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
192.243.55.132 |Uhited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence monitor |6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
5.102.254. 174 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval id ACK nunber noni t or 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
192.243.55.132 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 6
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
207. 241. 231. 194|Uhited Sates 147. 237. 72. 166 |aka.i df .i 1 drop SAMrule drop 5
192.243.55.138 |Uited Sates 147.237.77.74 |lawidf il Bad TCP sequence ﬂﬁrﬁﬁgﬁégth moni tor |5
188. 120. 154. 58 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
149.78. 35. 12 I srael 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
66. 102. 9. 91 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.121.25.122  |Israel 147.237.77. 243 |evi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 4
Ret ransni ssi on Packet dropped.
192.243.55.129 |Uited Sates 147.237.77.74 |lawidf il Bad TCP sequence ﬂﬁrﬁﬁgﬁégth moni tor |4
192.243.55. 138 |lLhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
188. 120. 154. 168|l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
192.243.55. 132 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
79.181.29.134 |Israel 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 4
141.0.12. 26 Nor way 147.237.77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
185. 19. 221. 209 glcisgiig;a” Territory.l1 47, 237. 7. 216 |dover. i f . i1 drop Frst packet isn't SIN drop 4
196. 217. 244. 191 |NMor occo 147.237.76.86 |navy.idf.il drop drop 4
79.182.26.194  |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence nonitor |4
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149. 88. 135. 213 [l srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 62
37.236.132.112 [Iraq 147.237.77. 216 |dover . i df . i | Mil ti pl e Unauthori zed URL Access from 37.236.132. 112 B ock 14
2.53.166.108 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 7
109. 253. 207. 78 |l srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 3
66.102.7.233 |Uited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waw idf.il/error.htm Bl ock 2
109. 64.86.92 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
79.182.21.157 |Israel 147.237.77.216|dover . i df .i | Paraneter Type M ol ation SearchText in wwidf.il/1065-he/ dover.aspx |B ock 1
149.88.79.78  |Israel 147.237.72. 166 |aka. i df . i | m“;;: A d?.eidl /'\f;jhnc;dgi%} gu\fh;fzrl S — Bl ock 1
2.55.137.243 |lIsrael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
95.86.97.116  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
69.30.202.229 |lhited Sates [147.237.76.39 Im)b' le.nei tav. i df. Unaut hori zed URL Access to www. gegell. cord B ock 1
207.46.13.162 |Uhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
37.236.132.112 [Iraq 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/tenpl ates/article/ nobile B ock 1
109. 67. 141. 82 |Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
80.246.130.78 |l srael 147.237.72. 166 [aka. i df . i | mu;:;ril c?fe(f Itﬁ;—aipnifzi?antu?/ resour ces/ i nages/ i cons/ f avi con. png Bl ock !
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | llﬂ?“;g?r;;efﬁ\% gfgf(ffa;; {11 es/ 1 69051 pel Bl ock 1
5.1.106. 123 Iraq 147.237.77.216|dover. i df .i | PHP Attenpt Bl ock 1
107.170. 20. 192 |Uhited Sates [147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 107. 170. 20. 192 B ock 1
74.91.17.179 |Uited Sates [147.237.0.19 |madimatal.idf.il |Wauthorized URL Access to wmu gegel. cont B ock 1
38.111.147.83 |[lLhited Sates |147.237.77.216|dover.idf.il O stributed Unaut horized LRL Access on v i df . i|/894-he B ock 1
208.115.113. 82 [Lhited Sates [147.237.0.34 |[ti kshuv.idf.il Mil ti pl e Unauthori zed URL Access from 208. 115. 113. 82 B ock 1
80. 246. 136. 246 |l srael 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 65. 223 I srael 147. 237.77. 216 |dover . i df . i | e e e/ it adover . asp Bl ock 1
157.55.39. 135 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-he B ock
5.1.106. 123 Irag 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw i df.il/ar/login. php B ock
107.170.20. 192 |Lhited Sates [147.237.77.74 |lawidf.il Unhaut hori zed URL Access to v nag. i df.il/14-he B ock
77.237.138. 202 gpi‘gric 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to / B ock 1
46. 19. 85. 98 | srael 147.237.77.216|dover. i df .i | Uhaut hori zed LRL Access to waw i df.il/tenpl ates/article/ nobile Bl ock 1
212. 76. 103. 209 [l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to v i df.il/tenpl ates/ newsf| ash/ nobi | e B ock 1
141.0.15. 21 Nor way 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to vww i df.il/aman/ B ock 1
84.109.1.219 |Israel 147.237.77.216|dover.i df .i | Dstributed Lhaut hori zed URL Access on wwidf.il/https:/wwnidf.il/ |B ock 1
66. 249. 78. 234 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237.72. 166/ mai n/ hone/ def aul t . aspx |B ock 1
169.229.3.91 |Wited Sates |[147.237.72. 156 |anan.idf.i| %&gﬁfgt;ﬁiﬁﬁg Frotocol violation None 1
31.44.139.72 |israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ reset . css B ock 1
109. 64.16.14  |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.177.126. 45 |l srael 147.237.77.216|dover.idf .i | O stributed Unaut hori zed LRL Access on waw idf.il/https:/wanidf.il/ [B ock 1
52.16.137.212 |ireland 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to / B ock 1
149.50. 7. 54 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
2.55.137.243 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter ct in vww aka.idf.il/nain/sachar/ None 1
85. 65.109.18 |Israel 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm B ock 1
68.180.230. 45 |lhited Sates [147.237.77.74 |lawidf.il m“tr;‘g”: Zfe‘_ji ﬁ;oﬁ‘;‘;ff;cto‘r’e/ doc._mur/ doc. gt . asp Bl ock 1
188. 120. 134. 13 [l srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
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