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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Country | Target Address |veb Ste | gnature | Devi ce Action |count |
46.19. 85. 204 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 531
109. 66. 201. 146 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
220. 181. 108. 160 Chi na 147.237.76. 42 refuah.idf.il |TGP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste

|Nama

|Davi ce Action|Count|

46.137.134. 188 |Irel and 147.237.72. 156 |anan.i df .i | DVRep_P- N 40- 59 Perni t 10
46.137.134. 188 |Irel and 147.237.72.166 |aka.idf.il DVRep_P- N _40- 59 Per nit 10
84.109. 9. 69 | srael 147.237.76.86 |navy.idf.il 7120; TP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 4
71.6.165. 200 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep B-N 60 100 B ock 2
84.109. 165. 72 |l srael 147.237.72. 166 |aka.i df .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 2
71.6.167. 142 Lhited Sates 147.237.76.202 |e.hal ag.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 CGer nany 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237. 0. 33 idf.il DVRep_B-N 60_100 B ock 1
198. 20.70. 114 |lhited Sates 147.237.76.200 |eitan. aka.idf.il DVRep B-N 60 100 Bl ock 1
79.179.146.81 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
46. 19. 85. 36 | srael 147.237.72. 166 |aka.i df .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
85. 25. 103. 50 Ger nany 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77.178 |e. nat pash.i df .i | DVRep_B-N 60_100 B ock 1
198.20.70.114 |lhited Sates 147.237.77.234 |[hal ag.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
150. 210. 231. 30 |Lhited Sates 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
71.6.167. 142 Lhited Sates 147.237.72.217 |e.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
179. 43.148.66 |Switzerl and 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

Atacker Address |Attacker Country |Target Address |Ste | Name | count |
66. 249. 65. 152 Lhited Sates 147.237.77.170 |na@arachot.idf.il ET SCAN NVAP -sA (2) 12
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 3
109. 67.177. 217 |lsrael 147.237.0. 34 tikshuv.idf.il ET DO5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 3
66. 249. 65. 156 Lhited Sates 147.237.77.170 |naarachot.idf.il ET SCAN NVAP -sA (2) 2
46. 120. 84. 189 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
213.41.72.13 France 147.237.77.176 [natpash.idf.il GPL SCAN nmap TCP 2
109. 67. 168. 146 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 73. 219 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 64 Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.132. 118 |Russian Federation [147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240.144.64 |China 147.237.72.166 |aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249.78.147 |Lhited Sates 147.237. 0. 34 tikshuv.idf.il LOCAL RULES DOS attack 01/2012 1
61. 16. 232. 231 India 147.237.76.176 |test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 67 Chi na 147.237.77.235 |sviva.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
194. 78. 216. 163 |Bel gi um 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
61.240.144. 67 |China 147.237.76.176 |test.ncore.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
109. 67.177. 217 |lsrael 147.237.77.216 |dover.idf.il ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkill er2 DDos attack 1
61.240. 144. 67 |China 147.237.76.86 |navy.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 65 Chi na 147.237.8. 27 e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.132. 118 |Russian Federation |147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77.121 |e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.224.132. 118 |Russian Federation [147.237.72.166 |aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240.144.64 |China 147.237.72.217 |e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144. 64 |China 147.237. 8. 45 e.etanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 16. 232. 231 India 147.237.76.176 |test.ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 67 Chi na 147.237.76.202 |e.halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
194. 78. 216. 163 |Bel gi um 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240.144. 67 |China 147.237. 76. 147 |chi nuch. aka.i df .il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 67 |China 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential VNC Scan 5800- 5820 1
91.224.132. 118 |Russian Federation |147.237.76.197 |e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 226 |ww chanatz. aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91. 224, 132.118 |Russian Federation |147.237.76.31 |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1




04-24-2015-17:03:03 to 04-24-2015-18:03:03

|Top Attackers In FW |

A tacker

Attacker Address Target Address |dte
Country
2.54.15.12 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 572
95. 86. 82. 132 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 302
79.181. 200. 199 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 122
2.54.0.229 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 100
2.54.43. 200 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 67
62. 61.165. 108 |Oman 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 21
2.52.26.76 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 20
109. 253. 130. 251 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 19
109. 253. 136. 57 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 15
46.116.211. 238 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 13
176.12. 151. 124 |Israel 147. 237.77. 216 |dover.i df . i | Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
66.249.67.96  |Uited Sates |147.237.77.234|halag.idf. il Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 10
Packet dropped. Ret r ansni ssi on
46.19.85.214  |israel 147. 237.77. 226 :“:"‘W chanatz. aka. idf. o § A nunber Bad TCP sequence monitor |9
74.65.20.117 Lhited Sates |147.237.77.216|dover.idf.il FHrst packet isn't SN drop drop 8
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SWN dr op drop 5
87.69. 17. 55 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 5
109. 253. 146. 69 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
50. 87. 144. 145 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 5
84.109. 9. 69 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 5
66.249.93.164 |lhited Sates |147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 4
66.46. 11. 218 Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 4
66. 249. 79. 74 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 4
2.54.21.72 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
81.32.104. 10 Spai n 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 3
79.176.224.219 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
77.126. 234. 26 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
212.179.46.21 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 3
85. 130. 241. 93 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
84.228.243. 239 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
46.19. 86. 175 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
109. 253. 57. 144 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
5.29. 125. 250 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
77.127.203. 110 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 3
213.41.72.26 France 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
54.72.73.168 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 3
149. 88.104. 114 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 3
80. 246. 130. 21 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
109. 67.177. 217 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
93.172.34.126 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 3
31.210.186.211 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
79.176.114.9 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
109. 64. 112. 248 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
84. 228. 46. 146 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
109. 90. 233. 147 |Ger many 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
93.173.142.88 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 2
85. 64.218. 114 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
164. 138. 127. 129|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
37.142.2.197 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
109. 66. 6. 39 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
84.228.189. 172 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Jte ‘Count

Country Action
. D stributed Unhauthori zed URL Access on
109. 64. 113. 4 | srael 147.237.72. 166 |aka. i df.il o aka i df i1 // mai v har edi m vebr esour ce. axd B ock 5
77.126.174. 31 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
46.121. 105. 176 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
66. 249. 79. 74 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 79. 74 B ock 2
Lhi ted . . Unaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 navy.idf. il wav navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 2
87.68.79.9 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
190. 201. 166. 199|Venezuel a  |147. 237. 77. 176 |nat pash.i df .i| D stributed Unknown HTTP Request Met hod B ock 1
46.120.55. 143 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Lhi ted . D stributed Unhauthori zed URL Access on
149. 78. 149. 184 Sates 147.237.72. 166 |aka. i df.il vow aka i df i 1// it t ps: /v aka i of i 1/ B ock 1
95. 86. 118. 207 | srael 147.237.77. 170 |naarachot . i df . i | CQVE- 2011- 3192: Apache httpd Renote Deni al of Service ME B ock 1
79. 182. 207. 40 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
212.66.34.134 |kraine 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
171. 96. 183. 156 |Thai l and 147.237.72. 166 |aka.idf.il Uhknown Paraneter docid in ww aka.idf.il/kamar/klali/default.asp None 1
66. 249. 78. 148 | srael 147.237.76.30 |[hinush.idf.il Unknown Paraneter |ang i n waw chi nush. atal .idf.il/994-he/ hi nush. aspx |None 1
D stributed Lhaut hori zed URL Access on
5.29.164. 40 | srael 147.237.72. 166 |aka.idf. il wwy aka. i df . il //sites/resources/ chi nuch/ styl es/inport/bottonmavi gat on. as |B ock 1
p
109. 67. 162. 50 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
89. 138.192. 72 | srael 147.237.0.17 | kosher -kravi . i df .| SS. Uhtraceabl e Gonnection - Lhknown Server Certificate None 1

s D stributed Unaut hori zed URL Access on
77.126. 200. 143 [l srael 147.237.72. 166 |aka.idf .il ww aka, i df i 1//htt ps: / vew aka i o i1/ Bl ock 1

Unknown HTTP Request Method COK in URL

194. 44, 127. 201 |krai ne 147.237.77. 176 |nat pash. i df .i | W cogat . i df . i | / 894- en/ at pash. aspx B ock 1
149. 88. 77. 229 LSthlatt:sd 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
213.57.51.209 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79. 183. 140. 232 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
185. 58. 14. 75 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwidf.il/ar/. php.id=12 B ock 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/irag/french/facts.stm B ock 1
31.134.105.26 |Wkraine 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
D stributed Unaut hori zed URL Access on
109. 186. 38. 50 | srael 147.237.72. 166 |aka.idf.il wwy aka. i df . i |//sites/resources/ chi nuch/ styl es/inport/bottonmavi gat on. as |B ock 1
p
. ) D stributed Unaut hori zed URL Access on
89.139. 15. 2 | srael 147.237.72. 166 |aka.i df . il v aka. i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 1
79.177.3.161 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to www idf.il/https:/wwidf.il/ B ock 1
Lhi ted S SQ injection on paraneter docld in
204. 12. 204. 154 Sates 147.237.72. 166 |aka.idf . il ww aka, i df . i 1/ chi nuch/ ki al i/ def aul t . asp Bl ock 1
157.55.39. 8 g‘;tt:: 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to ww aka. i df .il/giyus/asp/ gi yus. asp B ock 1
66. 249. 65. 18 | srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 65. 168. 178 | srael 147. 237. 72. 166 |aka. i df .| Paraneter Read Qily Molation in . None 1
wan aka. i df . i |/ mai n/ sachar / popups/ nar ki vsachar . aspx
213.57.239. 248 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
s S Uhtraceabl e Gonnection - Protocol violation
85. 250. 100. 107 |l srael 147.237.72. 166 |aka.idf.il (SSL_CONN APPLI CATI ON_DATA EXCHANGE) None 1
188. 165. 15. 94 France 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 1
. . D stributed Unaut hori zed URL Access on
46.19.86.21 I srael 147.237.72. 166 |aka. i df .11 aka.idf.il//sites/resources/ chi nuch/styl es/i nport/bottommavi gat on. asp Bl ock !
109. 186. 184. 230|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
93.172. 186. 242 |Israel 147.237.77.74 |lawidf. il Wnauthori zed LRL Access to Bock |1

wan | aw i df . i |/ consol ef core/ doc_ngr/ doc_ngr. asp

e Unaut hori zed URL Access to

79.178.53.90 I srael 147.237.72. 166 |aka. i df .11 ww aka. i df .il/nai n/ giyus/ aut henti cati onservi ce. asnx/ get userdetai | s Bl ock !

Ui ted Uhaut hori zed URL Access to wwwn aka.idf.il/edimifund/ x3G &3 A G acs

207. 46. 13. 116 Saes 147.237.72. 166 |aka.idf .il G AL aesC Ayxs & AP A (3 A€3C AL AE5CP Ay Agxs & /B> A (3 A€3 B ock 1
G AL A Avas B P A (3 a5 A (P AESCR A,

Lhi ted

157. 55. 39. 12 Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
66. 249. 65. 72 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
A Unhaut hori zed URL Access to
109.67.39. 130 |l srael 147.237.77. 243 |mbil e. T df .1 nobi | e. i df . i1/ cat egorytenpl at es/ | i stchi | ddocunent s/ 1362 Bock |1
s D stributed Lhaut hori zed URL Access on
87.68.60. 78 I srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 1
190. 42. 152. 243 |Peru 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
46. 120. 24. 190 | srael 147.237.76. 31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
149. 78.112. 34 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed UR. Access to wwv aka. idf.il/https:/ww aka.idf.il/ B ock 1
95. 86. 98. 23 I'sr ael 147.237.72. 166 |aka.i df . Distributed Lhaut horized LR Access on Bock |1
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
79.182.115.27 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
207. 46. 13. 135 Lshlalt:: 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1244- he/ at al . aspx B ock 1
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