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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | gnature | Devi ce Action |count |
82.102. 141. 248 | srael 147.237.72. 167 i shurimaka.idf.il Invalid TGP H ags drop 1
117.85.198. 142 Chi na 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
2.52.134. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
124.232.142. 220 Chi na 147.237.76. 38 e.eneitav.idf.il ock Udp Al _Nets drop 1
77.127.210. 181 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

get Address

dte

128.242.249.12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Per mt 24
104. 199. 136. 202 147.237.77.74 |lawidf.il 13375: HITP. Joom a Conponent JCE BOT for JCE B ock 8
104. 199. 136. 202 147.237.77.74 |lawid.il 13248: HITP. Jooma JCE File Lpload Remote Code Execution B ock 8
Wl nerability
46. 19. 85. 193 | srael 147.237.72. 166 |aka.idf .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
198. 20.70.114 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 234 |hal ag.i df .il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 CGer many 147.237.0.16 [ny-kosher-kravi.idf.il |DVRep B-N 60_100 B ock 1
218.30.103.52 |Chi na 147.237.72. 166 |aka.idf . il Cl03: HITP: User Agent Sogou+web+spi der B ock 1
71.6.167. 142 Lhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il |DVRep_B-N 60_100 B ock 1
198.20.70.114 |Uhited Sates  [147.237.72. 156 |anan.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147. 237. 77. 178 |e. mat pash. i df . i | DVRep B-N 60 100 B ock 1
144.76.137. 226 |CGer many 147.237.77. 216 |dover.idf.il C1000106: HITP: maj estic bot B ock 1
71.6.167. 142 Lhited Sates 147.237. 76. 199 |e. nakchal .i df .i | DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 72. 167 |i shuri maka.idf . il DVRep_B-N 60_100 B ock 1
85. 250. 44. 19 | srael 147.237.72. 156 |anan.i df .i | 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0.19 |nadimatal .idf.il DVRep_B-N 60 _100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 200 |ei tan. aka.i df . il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
66.240. 192. 138 |Lhited Sates 147.237.77. 226 [wwn chanat z. aka. i df . il |[DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates [147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60 100 B ock 1
76.91. 203. 162 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country

|Target Address |Ste

| Narme

|Count
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
66. 249. 65. 156 Lhited Sates 147.237.77. 170 |n@ar achot . i df . i | ET SCAN NVAP -sA (2) 2
104. 199. 136. 202 147.237.77.74 |lawidf.il Tehila - Perl LW wth fake user agent 2
66. 249. 73. 219 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
62.221. 99 118 Mbl dova, Republic 147. 237. 72. 166 |aka i df i1 SER\/ER-APAO-E Apache nod_ssl non-SSL connection to SSL port denial of 2
of servi ce attenpt
101. 226. 2. 99 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 4096 1
211.154.83.77 |China 147.237.0.17 |[mny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
199. 101. 186. 200|Lhited Sates 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
220.128. 241. 152|Tai wan 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 3072 1
122.228.207. 76 |Chi na 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.128. 241. 152|Tai wan 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -f -sS 1
122.228.207. 76 |Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
58.253.96.122 |China 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
218.77.79. 43 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237. 8. 50 e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
218.77.79. 43 Chi na 147.237.0.16 |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
212.47.236.90 |Fance 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.154.83.77 |China 147.237.0.35 |akaws.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
101. 226. 2. 99 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 200|Lhited Sates 147.237.76.30 |hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
199. 101. 186. 200|Lhited Sates 147.237.76.30 |hinush.idf.il ET SCAN NVAP -f -sS 1
124.234. 13. 254 |Chi na 147.237.76. 196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
220.128. 241. 152|Tai wan 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
122.228.207. 76 |Chi na 147.237.76. 201 |e. atal .idf.il ET SCAN Potential SSH Scan 1
61.183.128.6 Chi na 147.237.76.31 |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
58.253.96.122 |China 147.237.72. 14 |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
218.77.79. 43 Chi na 147.237.0. 35 akaws. i df.i | ET SCAN Potential SSH Scan 1
122.228.207. 76 |Chi na 147.237.8.46 |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
212.47.236. 90 F ance 147.237.77. 226 |ww chanat z. aka. i df . il |[ET SCAN NVAP -sS w ndow 1024 1
122.228.207.76 |Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
211.154.83.77 |China 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Country |Target Address |Ste | Message | Name | Devi ce Action |Count |
91.223.85.8 Dennar k 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 10
46.19. 85. 17 | srael 147.237.77.216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 10
79.180. 210. 7 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 5
80. 246. 137. 119 |l srael 147.237.72. 167 |ishurimaka.idf.il]l nval i d ACK nunber Bad TCP sequence alert 2
109. 186. 9. 235 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
141.212.122.87 |lhited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf orcenent |dr op 1
93. 172. 64. 254 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
46. 19. 85. 65 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
192. 249. 64.249 |lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
85. 76. 112. 242 F nl and 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 1
103. 10. 199. 37 Hong Kong 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1
46.19. 86. 5 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
199. 203. 170. 141 |l srael 147.237.77.233 |atal .idf.il SWNretransmt wth different wndowscal e |Bad TCP sequence noni t or 1
85. 130. 134. 138 |l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence alert 1
37.26.147. 175 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
46.19. 86. 11 | srael 147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 1
85. 250. 238. 54 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1
41. 33. 232. 65 Egypt 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
109. 253. 156. 60 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘ Target Address

01

Devi ce

‘Count

Country

Action

aka.idf.il/sites/resources/chi nuch/styl es/i nport/bottonmavi gat on. asp

157.55.39.225 |lhited Sates |147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 157. 55. 39. 225 B ock 6
157. 55. 39. 81 Lhited Sates |147.237.76.86 |navy.idf.il Mil tiple Uhauthorized URL Access from 157.55. 39. 81 B ock 5
178.137.85.64 |lkraine 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwu lawidf.il/tenpl ates/getfil e/ B ock 3
157.55.39.166 |lhited Sates |147.237.76.86 |navy.idf.il Mil tipl e Uhaut hori zed URL Access from 157. 55. 39. 166 B ock 2
104. 199. 136. 202 147.237.77.74 |lawidf.il PHP At t enpt B ock 2
; R Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il wan navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
66.249.73.211 | srael 147.237.77.74 |lawidf.il llegal Paraneter Encoding searchifext in None |1
wwn | aw i df . i |/ 275- he/ pat zar . aspx
188. 73. 128. 158 :Z:::Inl on 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1240- he/ at al . aspx B ock 1
Mol dova, s Mil tipl e Lhtraceabl e SS. Sessi ons from62. 221. 99. 118 (Pr ot ocol
62.221.99. 118 Republ i ¢ of 147.237.72. 166 |aka.idf . il viol ation (SSL GO QLI ENT FELLO) None 1
s Uhaut hori zed URL Access to
66. 249. 79. 112 | srael 147.237.77. 216 |dover.idf.il 147, 237. 77. 216/ t enpl at econt r ol s/t ags/ t ags. aspx B ock 1
66. 249. 65. 72 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
46.19. 86. 61 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
157. 55. 39. 243 Lhited Sates 147.237.77. 176 [nat pash.i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
66. 249. 73.229 |l srael 147.237.77. 226 |[ww chanat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx B ock 1
199. 203. 170. 141 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
Mol dova, . . S Untraceabl e Gonnection - Protocol violation
62.221.99. 118 Republ i ¢ of 147.237.72. 166 |aka. i df . il (SSL CONN CLI ENT HELLO) None 1
157.55.39. 166 |lhited Sates |147.237.76.86 |navy.idf.il Wnaut hori zed LRL Access to . Bock |1
waw navy. i df . i1/ consol e/ core/ doc_ngr/ undef i ned
s O stributed Unaut hori zed URL Access on
66. 249. 81. 131 | srael 147.237.77.233|atal .idf.il 147. 237. 77. 233/ | 1240- hel at al . aspx B ock 1
Lo D stributed Lhaut hori zed URL Access on
66. 249. 65. 74 | srael 147.237.76. 42 |refuah.idf.il 147. 237. 76. 42/ | 938- he r ef uah. aspx B ock 1
46. 161. 41. 199 g;z:;nl on 147.237.72. 166 |aka. i df . il Abnornal |y Long Request request version B ock 1
176.12.141. 125 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
149.78.188. 151 |lLhited Sates [147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 78. 197 | srael 147.237.77. 176 [nat pash. i df . i | Mil tiple Uhaut horized URL Access from 66.249. 78. 197 B ock 1
Unaut hori zed URL Access to waw. i df.il/1116- he/ Af AATAE™Af
207. 46. 13. 35 Uhited Sates [147.237.77.216|dover.idf.il AcAcacsA-Aca,~A?Af EACA,-Aj AfacsA Al Af EATAE™AFACACAES Bl ock 1
A-Aca,-A?Af A ACAfAcAca,-A; AA-AfacsA A?
64.19. 78. 240 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.54.185. 94 | srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157.55.39.210 |lLhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il/A¢ca-Avs B ock 1
66. 249. 81. 167 | srael 147.237.76.30 |hinush.idf.il LR is Above Root Drectory chinush.atal.idf.il/../favicon.ico B ock 1
66. 249. 65. 148 |l srael 147.237.77. 170 |n@arachot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/nobile/ B ock 1
46.161. 41. 199 :Z:;:t”i o 147.237.72. 166 |aka. i df . i I11egal HITP Version A AdCA & HITP/ 1.1 Bock |1
e Unaut hori zed URL Access to
66. 249.78. 197 I srael 147.237.77. 176 |mat pash. i df . 1 wane cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
66. 249. 65. 41 | srael 147.237.72. 166 |aka.i df .i | Lhknown Paraneter d in ww aka.idf.il/brothers/skira/defaul t.asp None 1
31.44.142.125 |israel 147.237.72. 166 |aka. i df . i Distributed Whaut hori zed LRL Access on Bock |1
ww aka. i df.il// mai n/ har edi i webr esour ce. axd
66. 249. 65. 178 | srael 147.237.77.74 |lawidf.il D stributed Waut hori zed URL Access on 147.237.77.74// B ock 1
184. 105. 247. 195|lhited Sates 147.237. 72. 167 |i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
S Uhaut hori zed URL Access to
62.210. 114. 129 |Fance 147.237.76.42 |refuah.idf.il ww refua atal i of.i1/si p_storagelfiles/ & 3198. pdf/ t r ackback/ B ock 1
157. 55. 39. 81 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wawn navy. i df.il/70344.] pg B ock 1
66. 249. 79. 74 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/print text.asp B ock 1
66. 249. 65. 43 | srael 147.237.72. 166 |aka.i df .i | Lhknown Paraneter s12 in ww aka.idf.il/brothers/skira/defaul t.asp None 1
46.19.85.193  |Israel 147.237.72. 166 |aka. i df . i Unknown Paranet er ct | 00ct | 00Scphei n$cphSachar $et 1 50.y i None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
157.55.39.225 |lLhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df. il /capt cha. ashx B ock 1
81.218. 251. 250 |Israel 147. 237.72. 166 |aka i df . i | Wnaut hori zed URL Access to Bock |1
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