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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action  |Count |
220.181.108. 109 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 392
79.179. 52. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6

192. 168. 14. 185 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 5

118. 71. 224. 70 \i et nam 147.237.76. 196 e.sviva.idf.il ock Wp Al _Nets drop 2

124, 232.142. 220 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ock_Udp All _Nets dr op 1
141.138. 156. 16 France 147.237. 76. 202 e halag.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country\Target Address |Ste

|NarTe

|mvi ce Acti 0n|Count |

71. 6. 165. 200 Lhited Sates 147.237.0. 35 akaws. i df . i DVRep_B-N 60_100 B ock 2
66. 240. 192, 138 |Lhited Sates 147.237.77. 226 |ww chamat z. aka. i df .i| |DVRep_B- N 60_100 B ock 1
198.20. 70. 114 |lhited Sates 147.237.77.179 |e.nazi .idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76.201 |e.atal .idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 28 e.nobi | e-ks.idf.il DVRep B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.77. 227 |e. hanaz.i df .i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 76. 199 |e. nakchal .idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60 100 B ock 1
82.102.169. 113 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |[B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0.200 |ndu.idf.il DVRep B-N 60_100 B ock 1
93. 120. 27. 62 Ronani a 147.237.76.42 |refuah.idf.il DVRep B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.86 |navy.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72. 167 |ishurimaka.i df.il DVRep_B-N 60 100 B ock 1
114. 32.178. 177 |Tai wan 147.237.77. 216 |dover.idf.il Cl000108: HITP:. Trying to | ocate existing FCKedit or B ock 1
71.6.167.142 Lhited Sates 147.237.76.201 |e. atal .idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 235 |sviva.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.76.34 |yohalan.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il |[DVRep B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep B-N 60_100 B ock 1




04-24-2015-06:03:08 to 04-24-2015-07:03:08

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 12
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 65. 173 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 26 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
190. 210. 182. 225 Argentina 147.237.0.16 ny- kosher-kravi .i df.il ET SCAN Potential SSH Scan 1
99. 244. 135. 30 Canada 147.237.72. 217 e.idf.il ET SCAN NVAP -sS wi ndow 4096 1
91. 224, 132.118 Russi an Federation 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 183. 128. 6 Chi na 147.237.72. 167 i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
212. 47.236. 90 Fance 147.237.77. 19 lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
190. 210. 182. 225 Argentina 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91.224.132. 118 Russi an Federation 147.237.77.235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 196 e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.183. 128. 6 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
207.46.13. 114 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
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|Top Attackers In FW |

Attacker Address

‘At tacker Qountry

‘Tar get Address ([Ste

Devi ce

‘Count

Action

149. 78. 254. 240 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1903
72.229.50.212 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 17
66.249.79.66  |Lited Sates 147. 237. 77. 216 |dover . i of . i Invalid segnent retransmssion. Streaning Bngine: TP Imvalid o ) 6
Packet dropped. Ret r ansni ssi on
166. 170. 14. 119 |[Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 5
66.249.79.58  |uwited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Bngine: TP Imvalid o ) 4
Packet dropped. Ret r ansn ssi on
46.19. 86. 236 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
79.179. 52. 84 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence aert 4
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
103. 21. 246. 171 |Hong Kong 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
46. 19. 85. 32 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 2
157.55.39. 252 |United Sates 147. 237.72. 166 |aka.i df .1 Invalid segnent retransmssion. Streaning Bngine: TP Imvalid o o 2
Packet dropped. Ret r ansni ssi on
114.32.178. 177 |Tai wan 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2
37.26.146. 231 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
188. 165. 15.13 |Fance 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 1
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 1
146. 185. 239. 104 |Russi an Federation 147.237. 76. 148 |ggcent er. aka. i df . i | drop drop 1
80. 246. 130. 254 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
66. 249. 79. 66 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
80. 246. 133. 66 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
207.244.89. 108 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 1
114.32.178. 177 |Tai wan 147.237.77. 176 [nat pash. i df .i | SAMrul e drop dr op 1
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46. 19. 86. 236 | srael 147.237.76.86 |navy.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
216.145.95. 125 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
85. 114. 106. 243 glcis;ilgéan Territory, 147.237.77. 216 |dover.idf.il First packet isn't SWN drop drop 1
118. 241. 234. 224|Japan 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

Devi ce

Attacker CQountry ‘Target Addr ess ‘Ste

Action

‘Count

188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 188. 165. 15. 13 Bl ock 2
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 66. 249. 79. 58 Bl ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il |Uhauthorized URL Access to wwu navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
66.249. 73. 222 |l srael 147.237.72. 156 |anan.idf.il |Dstributed Lhaut hori zed URL Access on ww anan.idf.il//ni B ock 2
157.55.39.179 |Uhited Sates 147.237.72. 166 |aka icf.i|  [1AUthorized UL Access to . Bl ock 1
wawv aka. i df . il/mlui i conmon/ i ncl udes/ bi gnewswnd. asp
66. 249. 79. 112 | srael 147.237.77. 216 |dover.idf.il |Whaut horized URL Access to 147.237.77.216/ Bl ock 1
66. 249. 65. 72 | srael 147.237.76.42 |refuah.idf.il|Uaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
46.119. 113. 155 |lkrai ne 147.237.72. 156 |anan.idf.il |Lhauthorized LR Access to list.ips.gov.il/ Bl ock 1
Unaut hori zed URL Access to
157.55.39.7 Lhited Sates 147.237.72.166 |aka. i df .il wwy, aka. i df . i1/ mai n/ smal i nl &a=u&ei =zqgsut j f xmn- f opdm pkb& ed=0cauqfj |B ock 1
aa&usg=af gj cnf 2apehywz9apusaqdzaz5 j kf q7g
66. 249. 65. 39 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
157.55.39.252 |Lhited Sates 147.237.72. 166 |aka.idf .il Suspi ci ous Response Code Qust om Tenpor ary B ock 1
68. 180.228. 117 |lhited Sates 147.237.77.216 |dover.idf.il |Miltiple Unauthorized URL Access from 68. 180.228. 117 B ock 1
66. 249. 65. 153 | srael 147.237.77.233|ata .idf.il |Dstributed Uhaut horized URL Access on 147.237.77.233// Bl ock 1
63.143.47.102 |Whited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
192. 187. 111. 114|Lhited Sates 147.237.77.74 |lawidf.il D stributed PHP At enpt B ock 1
157.55.30.59  [Uhited Sates 147. 237, 77. 216 |dover i of .| [BUthori zed LRL Access to Bock |1
wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper /
66. 249. 79. 66 | srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 66. 249. 79. 66 Bl ock 1
66. 249. 65. 43 | srael 147.237.72. 166 |aka.idf.il Mil tiple Uhauthorized URL Access from 66. 249. 65. 43 Bl ock 1
180. 76. 4. 143 Chi na 147.237.0.34 |tikshuv.idf.i|Uaut horized URL Access to 147.237.0. 34/ B ock 1
66. 249. 73. 203 | srael 147.237.77.74 |lawidf.il Dstributed |11 egal Paraneter Encoding None 1
66. 249. 65. 13 | srael 147.237.76.31 |nakchal .idf.i|Whaut hori zed URL Access to 147.237.76. 31/ B ock 1
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover.idf.il |D stributed Suspici ous Response Gode Bl ock 1
157. 55. 39. 82 Lhited Sates 147.237.0.34 |tikshuv.idf.i|Uhaut hori zed UR. Access to tikshuv.idf.il/captcha. ashx Bl ock 1
. ., |Wauthorized URL Access to
66. 249. 79. 66 | srael 147.237.77. 216 |dover.idf.il waw i df i 1/ hebrew i df i n pict ur es/ 2003/ j une/ 13. st m B ock 1
66. 249. 65. 43 | srael 147.237.72. 166 |aka.idf .il Unknown Paranet er newsltemin ww aka. i df.il/negurininews/ None 1
184.105. 139. 68 |Lhited Sates 147.237.77. 243 |nobi | e.i df . i | |[Uhaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
85. 65. 202. 65 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed UR. Access to waw aka. idf.il/https:/ww aka.idf.il/ Bl ock 1
66. 249. 65. 18 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ enl ar ge. asp Bl ock 1
207.46. 13. 35 Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized UR. Access from 207.46. 13. 35 B ock 1
157.55.39. 115 |lLhited Sates 147.237.77.233|atal .idf.il |Wauthorized URL Access to 147.237.77.233/ B ock 1
66. 249. 79. 74 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwwidf.il/irag/french/facts.stm Bl ock 1
66. 249. 65. 58 | srael 147.237.76.86 |[navy.idf.il |Whauthorized UL Access to 147.237.76. 86/ Bl ock 1
2.54.49.76 | srael 147.237.76.42 |refuah.idf.il|Waut horized URL Access to 147.237. 76. 42/ 894- he/ r ef uah. aspx Bl ock 1
185. 61. 138. 244 147.237.77.235|sviva.idf.il |SSL Uhtraceabl e Gonnection - Protocol violation (SSLGONN LI ENT HHLO None 1
85.113. 111. 27 Pl e_st| nan . 147.237.77. 216 |dover.idf.il |Wauthorized URL Access to waw idf.il/qr/ Bl ock 1
Territory, Gcupied
66. 249. 73. 230 |l srael 147.237.72. 156 |anan.idf.il |Waut horized URL Access to www anan.idf.il/ni B ock 1
207. 46. 13. 35 Lhited Sates 147.237.77. 216 |dover.idf.il |Whauthorized URL Access to waw i df.il/navy/htnm/tool fs.asp Bl ock 1
66. 249. 65. 20 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
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