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|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature |Device Action |Count |
220.181. 108. 154 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 492
70. 39. 184. 132 Satellite Provi der 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il B ock Np Al _Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al Net dr op 2
46.29. 155. 177 Russi an Federation 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
23. 95. 84. 186 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
109. 66. 142. 202 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
46. 19. 86. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
141.138. 156. 16 France 147.237.76. 201 e atal.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |Ste |Name |Devi ce Action |Count
184.173. 183. 172 Lhited Sates 147.237.76.42 refuah.idf.il DVRep_P- N _40- 59 Per mt 576
71.6.165. 200 Lhited Sates 147.237.77. 227 e hanaz.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.121 e.navy.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer nany 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237. 76. 202 e halag.idf.il DVRep_B- N _60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 212 e. dover.idf.il DVRep_B-N _60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72. 217 eidf.il DVRep_B- N _60_100 Bl ock 1
85. 25. 103. 50 Cer nany 147.237.77.121 e.navy.idf.il DVRep_B-N 60 _100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 227 e. hanaz.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77. 176 nat pash. i df . i | DVRep_B- N _60_100 B ock 1
93. 120. 27. 62 Ronani a 147.237.77. 227 e. hanaz. i df.il DVRep_B-N _60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 32
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 78. 190 Lhited Sates 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sA (2) 2
66. 249. 65. 36 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 73. 203 Lhited Sates 147.237.77.74 lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
212. 47.239. 220 Fance 147.237.72. 167 ishurimaka idf.il ET SCAN NVAP -sS w ndow 1024 1
119. 97. 231. 102 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
101. 226. 2. 99 Chi na 147.237.76. 147 chi nuch. aka. i df.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 Chi na 147.237.0. 35 akaws. i df.il ET SCAN NVAP -sS wi ndow 1024 1
61.183. 128. 6 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.69. 94, 13 Chi na 147.237.8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 3072 1
199. 101. 186. 200 Lhited Sates 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
162. 253. 66. 6 Lhited Sates 147.237.76. 201 e atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
101. 226. 2. 99 Chi na 147.237.76. 147 chi nuch. aka. i df.il ET SCAN NVAP -sS wi ndow 3072 1
82.117.208. 243 147.237.0. 35 akaws. i df.il ET SCAN NVAP -sS wi ndow 1024 1




04-24-2015-05:03:04 to 04-24-2015-06:03:04

|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S te ‘ Message
Country
70.39. 184. 132 ?03: 'd'etre 147.237.77. 216 |dover.idf.il |First packet isnt SN drop drop 167
108.51.136.191 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 16
17.142.152.86 |Lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SYN drop drop 12
85.64.7.97 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SYN drop drop 11
66.249.79.66  |United Qates |147.237.77. 216 |dover.idr.i1 | M@ d segnent retransmssion. Packet |Streaming Engine: T(P Invalid drop 8
dr opped. Ret r ansni ssi on
17.142.152.94 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 8
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
109. 66. 142. 202 |l srael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
17.142.152.68 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 6
109. 253. 145.30 |Israel 147.237.77. 216 |dover. i of i1 |\[VA 1d segnent retransmission. Packet |Sreaning Engine: TCP Invalid dr op 6
dr opped. Ret r ansni ssi on
66.249.79.58  |United Qates |147.237.77. 216 |dover.idr.i1 | VA d segnent retransmssion. Packet |Streaming Engine: T(P Invalid drop 6
dr opped. Ret r ansni ssi on
17.142.152.81 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 6
17.142.152.85 |lLhited Sates |147.237.77.216 |dover.idf.il First packet isn't SN dr op drop 4
71.1.98.161 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 3
43.245.56.241 |Japan 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
17.142.145. 3 Lhited Sates 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
46.19. 86. 140 | srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
94.187.110. 130 |Lebanon 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
65.55.219.119 |lhited Sates |147.237.77.216|dover.idf.il First packet isn't SN dr op dr op 2
17.142.152.72 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 2
108. 54. 214. 254 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
109. 253. 142. 248|l srael 147.237.76.30 |hinush.idf.il |lInvalid ACK nunber Bad TCP sequence noni t or 1
71.1.98.161 Lhited Sates |147.237.77.216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
198.48.92.104 |lhited Sates |147.237.76.201|e.atal.idf.il [Geo-location inbound enforcenent Geo- | ocati on enf or cenent drop 1
109. 253. 145. 30 |l srael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 1
109. 66. 142. 202 |l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
109. 253. 133. 66 |l srael 147.237.76.30 |hinush.idf.il |lnvalid ACK nunber Bad TCP sequence noni t or 1
71.1.98.161 Lhited Sates |147.237.77.216 |dover.idf.il Inval id ACK nunber Bad TCP seguence alert 1
17.142.152.111 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 1
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
109. 253. 142. 248l srael 147.237.76.30 |hinush.idf.il |lInvalid ACK nunber Bad TCP sequence alert 1
71.1.98.161 Lhited Sates |147.237.77.216|dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
198.48.92.104 |lLhited Sates |147.237.76.197 |e. hinush.i df.il|Geo-| ocation i nbound enf or cenent Geo-| ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address Action ‘Count
104. 32.162. 117 147.237.77.74 |lawidf.il PHP At t enpt B ock 8
104. 32. 162. 117 147.237.77.74 |lawidf.il Mil tiple Uhaut hori zed URL Access from 104. 32. 162. 117 B ock 7
195. 242. 218. 133|lkrai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww lawidf.il/tenpl ates/getfil e/ B ock 3
; s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df i |/ 994 8613- he/ navy. aspx. aspx B ock 2
188. 165. 15. 108 |Fance 147.237.77.176 [natpash.idf.il |Uhaut hori zed URL Access to waww cogat . i df.il/arabi c/ pages/ def aul t. aspx B ock 1
151. 236.57. 199 |United Kingdom |147.237.72.166 |aka.idf.il Uhknown Paraneter hl in wwy aka.idf.il/brothers/skira/ defaul t.asp None 1
66.249. 78. 120 |l srael 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to v ti kshuv.idf.il/m B ock 1
Russi an R
176. 215. 65. 50 Feder ati on 147.237.77. 176 [nat pash. i df . il PHP Att enpt B ock 1
Russi an s Unknown HTTP Request Method COK in URL
37.18.73.131 Feder ati on 147.237.77.74 |(lawidf.il waw | aw i df . i 1/ 14- en/ pat zar . aspx B ock 1
151. 236.57.199 |United Kingdom |147.237.72.166|aka.idf.il Lhknown Paraneter sa in ww aka.idf.il/brothers/skira/ defaul t.asp None 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 79. 58 B ock 1
184. 105. 247. 195|lhited Sates 147.237.0.19 nadi matal .idf.i|Uaut hori zed URL Access to 147.237.0. 19/ B ock 1
66.249.65.43  |israel 147.237.72. 166 |aka.i df . tnaut hori zed URL Access to B ock 1
wa aka. i df . i | / sachar/ f or ns/ downl oadf or m asp
151. 236.57.199 |United Kingdom |147.237.72.166|aka.idf.il Lhknown Parangter ved in www aka.idf.il/brothers/skira/ defaul t.asp None 1
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0625-1.stm B ock 1
188. 165. 15.13  |Fance 147.237.77.216 |dover.idf.il Suspi ci ous Response Code B ock 1
104. 32. 162. 117 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw nag. i df.il/540-en/text/javascri pt B ock 1
66. 249. 65. 60 | srael 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ 1178- he/ navy. aspx B ock 1
157.55. 39. 8 Lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1030.stm B ock 1
] s Unaut hori zed Met hod PCST for
109. 253. 142. 248l srael 147.237.76.30 |hinush.idf.il wan chi mush. atal . i df . i 1/ 1340- he/ hi mush. aspx None 1
66.249.73.211 | srael 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchifext in None 1
wan | aw i df . i |/ 275- hel pat zar . aspx
Russi an S . .
176. 215. 65. 50 Feder ati on 147.237.77. 176 |natpash.idf.il |Adm n B ocki ng B ock 1
77.237.138.202 |Czech Republic 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to / B ock 1
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