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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
68.180. 228. 117 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 818
220.181.108. 154 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 396
204. 42. 253. 2 Lhited Sates 147. 237. 76. 30 hi nush. i df .i | Block Np Al Net drop 2
212.224. 87. 250 Ger many 147. 237. 76. 147 chi nuch. aka.idf.il B ock_Wp Al _Nets drop 1
23.95. 84. 186 Lhited Sates 147.237.76.176 test.ncore.idf.il B ock Np All _Net dr op 1
23.95. 84. 186 Lhited Sates 147.237.76. 31 nakchal .idf.il Bock Np Al Net drop 1




|Top Attackers In IPS|
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Attacker Address |Attacker Gount ry |Target Address |Ste |Narre |Davi ce Action |Oount |
184.173. 183. 172 Lhited Sates 147.237.77. 216 dover.idf.il DVRep_P- N _40- 59 Per mt 134

71. 6. 165. 200 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) DVRep_B- N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 202 e halag.idf.il DVRep B-N 60 100 B ock 1
187.95.34.3 Brazil 147.237.77.216 dover.idf.il DVRep_B- N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.170 naar achot . i df . i | DVRep_B-N _60_100 B ock 1

198. 20. 69. 98 Lhited Sates 147.237.0. 35 akaws. i df.il DVRep_B- N _60_100 B ock 1

85. 25. 43. 94 Cer many 147.237.77.176 nat pash. i df . | DVRep_B- N _60_100 B ock 1

71. 6. 165. 200 Lhited Sates 147.237.0. 200 ndu. i df il DVRep_B-N 60_100 B ock 1

85. 25. 103. 50 Ger nany 147.237.0. 34 tikshuv.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
54.147. 46. 79 Lhited Sates 147.237.77.176 nat pash. i df.il Tehila - Perl LV wth fake user agent 2
168. 187. 246. 41 Kuwai t 147.237.72. 167 ishurimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
43. 255. 191. 161 Japan 147.237.76. 30 hi nush.idf.il ET SCAN Potential SSH Scan 1
118. 71.243. 177 \i et nam 147.237.72.217 e.idf.il ET SCAN NVAP -sS w ndow 2048 1
43.255. 191. 161 Japan 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
82.166. 91. 43 | srael 147.237.77.178 e.natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
212. 47. 236. 90 France 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77.121 e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.51.56. 174 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
43. 255. 191. 161 Japan 147.237.77.170 naarachot . i df . il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 Russi an Federation 147.237.76. 197 e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 161 Japan 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
168. 187. 246. 41 Kuvai t 147.237.72. 167 ishurimaka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
43.255. 191. 161 Japan 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
168. 187. 246. 41 Kuwai t 147.237.72. 167 ishurimaka.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 161 Japan 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
118.71.243. 177 \i et nam 147.237.72. 217 eidf.il ET SCAN NVAP -f -sS 1
43.255. 191. 161 Japan 147.237.0. 17 mny- kosher -kravi .idf . il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212. 47.236. 90 F ance 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.51.56. 174 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 161 Japan 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 Russi an Federation 147.237.76. 197 e. hinush.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
43. 255. 191. 161 Japan 147.237.76. 34 yohal an. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’ te ‘ Message

176.58.108.28 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 15
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 14
66.249.79.74  |Uited Sates 147.237.77. 216 |dover. i of .1 |' V@ 1d segnent retransmssi on. Streaning Engi ne: TGP Inval i d dr op 6

Packet dropped. Ret r ansni ssi on

149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
37.216.30.246 |Saudi Arabia 147.237.77. 216 |dover.idf.il |lInvalid ACK nunber Bad TCP sequence noni t or 3
174.129. 237. 157|Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 2
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
176. 65. 5. 130 (F;ajcisgi';'ja” Territory, {147 237.77. 216 |dover. i of i1 |First packet isnt SN drop drop 2
157. 55. 39. 59 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
31.13.100.116 |lreland 147.237.77. 176 |nat pash. i df .il|H rst packet isn't SYN drop dr op 2
104. 32.162. 117 147.237.77. 176 |natpash.idf.il|l nval i d ACK nunber Bad TCP sequence alert 1
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 1
123.125.71.12 |China 147.237.77. 176 |natpash. i df .il|H rst packet isn't SYN drop drop 1
62.210.69.5 France 147.237.77. 216 |dover.idf.il |directory traversal overflow Drectory Traversal noni t or 1
182.118. 22. 208 |Chi na 147.237.77. 176 |natpash.idf.il|H rst packet isn't SYN drop drop 1
192.99.170.80 |Canada 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop dr op 1
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] s Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- hel navy. aspx. aspx Bl ock 2
104.171.124. 74 147.237.77. 216 |dover.idf.il el | Hboardi ng Bl ock 1
66. 249. 73. 136 | srael 147.237.77. 170 |n@arachot . i df .i | Uhaut hori zed URL Access to 147.237.77.170/ Bl ock 1
203. 133. 168. 163 E;Jrea Republ i c 147.237. 77. 226 [wwn chanat z. aka. i df . i | [Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx Bl ock 1
66. 249. 65. 18 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39.5 Lhited Sates 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 79. 58 B ock 1
222.239.162.7 Okfre& RepUDI I C 1147, 237, 77. 216 |dover. i df i1 Too Many Gookies in a Request - 105 cooki es B ock 1
104. 32.162. 117 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
66.249.65.41  |Israel 147. 237.72. 166 |aka i of . i | Wnaut hori zed URL Access to B ock 1
waw aka. i df . i1/ sachar/f or ns/ downl oadf or m asp
157.55.39.210 |lhited Sates 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/sachar Bl ock 1
66. 249. 79. 66 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 79. 66 Bl ock 1
104. 32. 162. 117 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www nag. i df.il/640-en/text/javascri pt B ock 1
66. 249. 65. 70 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx Bl ock 1
C e URL is Above Root Drectory
171. 25. 193. 20 Sweden 147.237. 77. 216 |dover.idf.il Wi df i1/, . /shared/ ol i entscripts/j querylj query-1.4.2.nin.j s Bl ock 1
: s Unhaut hori zed URL Access to
68.180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il vwy i o i | /1 enpl at e/ shar ed user cont rol s/t raj ect or/ B ock 1
66. 249. 65. 13 | srael 147.237.76. 31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
104.171.124. 74 147.237.77. 216 |dover.idf.il Enail collector robots 14 Bl ock 1
66. 249. 65. 152 | srael 147.237. 77. 170 |na@arachot . i df .i | Lhaut hori zed URL Access to naarachot.idf.il/nobil e/ Bl ock 1
188. 165. 15. 13 |Fance 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 188. 165. 15. 13 Bl ock 1
68.180.220.36 |lhited Sates [147.237.77.74 |lawidf.il tnaut hori zed LR Access to Bl ock 1
WA, mag. i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
66.249.65.14  |Israel 147. 237. 77. 226 |ww chanat z. aka. i df .| 13Ut hori zed URL Access to Bl ock 1
wan chanat z. aka. i df . i |/t enpl at es/ cont act us/ cont act us. aspx
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