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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181. 108. 92 Chi na 147.237. 76. 42 refuah.idf.il TCP handshake vi ol ation, first packet not syn drop 971
185. 32. 176.9 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y-TLS-renegoti ati on-d i dest - r eset 81

185. 32. 176. 183 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-A i dest - r eset 81

66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 36
10.0.0.5 147.237.77. 233 atal.idf.il Invalid TGP H ags dr op 19
62.0.34.177 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 9
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

141. 138. 156. 16 France 147.237.76. 177 ncore.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address \ Attacker Qountry

|Target Address |Ste |NarTe |mvi ce Action \Ooum |
198. 20. 69. 98 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237. 77. 227 e hanaz.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | Count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 24
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 5
66. 249. 65. 34 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 2
91. 224, 132.118 Russi an Federation 147.237.76. 44 e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147.237.77. 226 W chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
222.69.94.13 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 16. 232. 231 Indi a 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS w ndow 3072 1
198. 20. 69. 74 Lhited Sates 147.237.77. 243 nobi le.idf.il ET DROP Dshi el d B ock Listed Source 1
60. 18. 162. 244 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
193. 107. 16. 206 Russi an Federation 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77. 226 W chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
140. 210. 1. 248 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
140. 210. 1. 248 (hi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -f -sS 1
91. 224, 132. 118 Russi an Federation 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.132.118 Russi an Federation 147.237.72. 156 anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.183.128. 6 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 239.118. 143 Gile 147.237.77. 243 nobi le.idf.il ET SCAN NVAP -sS w ndow 4096 1
61.16.232. 231 Indi a 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
60. 18. 162. 244 (hi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 107. 16. 206 Russi an Federation 147.237. 77. 205 prishaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
140. 210. 1. 248 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
140. 210. 1. 248 Chi na 147.237.77. 226 W chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
176.58.108.28 |Unhited Ki ngdom |147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 25
212.76.127. 111 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
212.76.127.44 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 6
199.30.24.236 |Wited Sates  |147.237.77. 216 |dover.icf.i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid dr op 4
dr opped. Ret r ansn ssi on

54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
212.76.127.212 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
68.180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
184.173.183. 173|lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
108. 54.214. 201 |[Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
220.181.108. 176|Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
82.80.51.141  [israel 147.237.77. 233 |atal .idf. il ?nge”a”smt Wth different wndow g top sequence alert 1
198.48.92.104 |lhited Sates 147.237.76. 200 |ei tan. aka.i df .i | drop drop 1
217.69. 136. 205 gzz;;nl on 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
116. 193. 159. 42 |Hong Kong 147.237. 77. 178 |e. nat pash. i df . i [|Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
203. 127. 96. 219 |9 ngapore 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 1
62.0.34.177 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
220. 181.108. 150|Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Jte ; ‘Count
Country Action
66. 249. 79. 66 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 79. 66 B ock 9
66. 249. 79. 74 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhauthorized URL Access from 66. 249. 79. 74 B ock 8
192. 151. 151. 202|lLhited Sates |147.237.77.74 |lawidf.il Mil ti pl e Adnmin Bl ocking from 192. 151. 151. 202 B ock 7
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 79. 58 B ock 4
’ Do Unhaut hori zed URL Access to
72.9.148.10 Lhited Sates |147.237.76.86 |navy.idf.il wiw navy. i df . i | / 994- 8613 he/ navy. aspx. aspx B ock 2
82.80.51. 141 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66.249. 73. 213 |l srael 147.237.77. 226 |ww chanmat z. aka. i df . i| |Di stributed Unhaut hori zed URL Access on 147.237.77. 226/ / B ock 1
66. 249. 65. 28 | srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww nag. i df.il/993/ pat zar . aspx B ock 1
Do Unhaut hori zed URL Access to
188.165. 15. 222 |France 147.237.76.86 navy.idf. il wan navy. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66. 249. 65. 157 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
Unhaut hori zed URL Access to
157.55.39. 4 Lhited Sates |147.237.72.166 |aka.idf.il vww aka. i df . i1/ sites/resources/ chi nuch/ styl es/i nport/bottomavi gat on. a|B ock 1
Sp
66. 249. 73. 229 | srael 147.237. 77. 226 |wwn chanmat z. aka. i df . i | [Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hamaz. aspx B ock 1
66. 249. 65. 41 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
192.151. 151. 202|lhited Sates |147.237.77.74 |lawidf.il Adm n Bl ocki ng B ock 1
68.180.228. 117 |lhited Sates [147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Code B ock 1
66. 249. 65. 178 | srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
. D stributed Uhauthorized URL Access on
2.54.13. 216 | srael 147.237.77.233|ata .idf.il 147. 237. 77. 233/ / 1134- hel at al . aspx B ock 1
185. 61. 138. 244 147.237.0.19 |nadi matal .idf.il %ﬁmﬂfﬁfﬁcg - Protocol violation None 1
66. 249. 65. 43 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
69.171.227. 112 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249. 65. 181 |l srael 147.237.72. 166 |aka.idf .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.118.119. 63 |lkrai ne 147.237.77. 176 |nat pash.i df . i | PHP Attenpt B ock 1
188. 165. 15.13  |Fance 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waww i df.il/newsite/english/0216-1.stm B ock 1
66. 249. 65. 60 | srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ B ock 1
198. 20. 69. 74 Lhited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
Unaut hori zed URL Access to
66. 249. 73. 203 | srael 147.237.77.74 |lawidf.il waw | aw i df . il /tenpl at es/ tenpl at econtr ol s/ news/ xgex>x2 x'x” X"xzxce B ock 1
x?%"
66. 249. 65. 10 | srael 147.237. 72. 166 |aka.i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
188. 165. 15. 94  |Fance 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to aka.idf.il/iturindasp/list.asp B ock 1
66. 249. 79. 66 | srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ hebrew nain.stm B ock 1
66. 249. 65. 70 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
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