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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | gnature |Device Action  |Count |
199. 190. 46. 214 Satellite Provi der 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 342
220.181. 108. 118 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 107
87. 69. 247. 23 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 6
46.121. 97. 115 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 3
104. 192. 0. 20 147.237.76. 31 nakchal .idf.il ock_Udp All _Nets dr op 1
67.221. 255. 59 Lhited Sates 147.237.77.216 dover.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 1
104.192. 0. 20 147.237.76. 42 refuah.idf.il Bl ock_Udp Al _Nets dr op 1
23. 95. 84. 186 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
93.172. 34. 126 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
213.57.36.8 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |NarTe |Davi ce Action |Oount |
71.6.167. 142 Lhited Sates 147.237.76. 86 navy.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 179 e.nazi.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 Ger nany 147.237.0. 34 tikshuv.idf.il DVRep B-N 60 100 Bl ock 1
198. 20. 70. 114 Lhited Sates 147.237.72. 166 aka.idf.il DVRep_B-N 60 _100 B ock 1
93. 120. 27. 62 Rormani a 147.237.77. 61 e.cogat.idf.il DVRep_B-N_60_100 B ock 1
50. 133. 229. 5 Lhited Sates 147.237.77. 216 dover.idf.il C1000004: HTTP: options nethod (M crosoft) Bl ock 1
109. 201. 154. 140 Net her | ands 147.237.77.178 e. nat pash. i df . i | DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il |DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep B-N 60 100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste [Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 5
66. 249. 65. 28 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
46. 117. 248. 33 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 65. 148 Lhited Sates 147.237.77.170 naar achot . i df .i | ET SCAN NVAP -sA (2) 2
212.47.228.73 France 147.237.77. 179 e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224, 132.118 Russi an Federation 147.237.76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.6.132. 45 Chi na 147.237.77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.47.236. 90 France 147.237.72. 166 aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.47.228.73 France 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
182. 23. 39. 210 | ndonesi a 147.237.8.28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 3072 1
88. 249. 106. 23 Tur key 147.237. 76. 38 eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.183. 128. 6 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77. 179 enazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 6.132. 45 Chi na 147.237.77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
218.6.132. 45 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Tar get Address ([Ste

Devi ce

‘Count

Country

Action

173. 61. 96. 42 Lhited Sates |[147.237.77.216 |dover.idf.il Frst packet isn't SYN drop drop 58
66.249.79.66  |Uited Sates |147.237.77.216 |dover.idf il Invalid segnent retransmssion. Packet |Sreanng Engine: TCPImvalid drop 6
dr opped. Ret r ansni ssi on
212.76.127. 111 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
41, 196. 66. 48 Egypt 147.237. 77. 216 ldover i df i | Invalid segnent retransnission. Packet Sreanimg Et'1gi ne. TGP Invalid drop 4
dr opped. Ret r ansni ssi on
66.249.79.74  |Uited Sates |147.237. 77.216 |dover.idf.il Invalid segnent retransmssion. Packet (Streamng Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on
24.166.2.0 Lhited Sates |[147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 4
80. 110. 98. 41 Austria 147.237.77. 176 [nat pash.idf . il FHrst packet isn't SYN drop drop 4
85. 130. 226. 9 | srael 147.237.0.34 |tikshuv.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
197.32.72.237 |Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
80. 110. 98. 41 Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
41.191.17. 24 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
197. 134. 243. 236 |Eyypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
199. 190. 46. 214 ?tos: 'd'etre 147. 237. 77. 216 |dover. i df . i First packet isn't SN drop drop 2
85. 130. 226. 9 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
207.241.229.97 |Wited Sates [147.237.77. 216 |dover.idf.il Vsﬁ’visfé"ers St ow HITP Denial - of Vb Server Enforcenent Molation  |reject 2
73.149.108. 198 |lhited Sates [147.237.77.216 |dover.idf.il Frst packet isn't SYN drop drop 2
220. 181. 108. 171|chi na 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet (Streamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
192. 249. 64. 249 |lhited Sates |147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 2
54.72.73.168 Lhited Sates |[147.237.77.216 |dover.idf.il FHrst packet isn't SYN drop drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
109. 67.124. 74 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
99. 238. 102. 221 |Canada 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
220.181.108.99 |China 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 1
149. 78.177. 39 Lhited Sates |[147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
99. 238. 102. 221 |Canada 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
220. 181. 108. 166|Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
54.72.0.55 Lhited Sates [147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 1
99. 238. 102. 221 |Canada 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
89. 138. 74. 135 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
212.47.236.90 |Fance 147.237.76. 148 |ggcenter. aka. i df . i | drop drop 1
104. 35. 147. 188 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 1
220.181. 108. 176|Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
99. 100. 17. 22 Lhited Sates [147.237.77.216|dover.idf.il Frst packet isn't SN dr op drop 1
61.135.190.68 |China 147.237.0.33 |idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address ) Count
Country Action
134.249.53. 8 Lkrai ne 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw lawidf.il/tenpl ates/ getfil e/ Bl ock 6
Lhited . . Uhaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 navy.idf.il waw navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
85. 250. 87. 43 | srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwu lawidf.il/inmages/ 1. he/infocenteriteni |B ock 2
87.230. 59. 102 Cer many 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.190 I srael 147.237.77. 176 |mat pash. i df . 1 v cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
Lhi ted R D stributed Lhauthori zed URL Access on
174.129.237. 157 Sates 147.237.77. 216 |dover . i f .| wan i df . i | //tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66.249.79. 74 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 79. 74 Bl ock 1
61.135.190.69 |China 147.237.0.17 l"’”y' kosher-kravi - 10f. 1| ;1o it hor i zed URL Access to 147.237.0. 17/ B ock 1
207. 241. 229. 147 ;ﬂ;ttee: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ novi es/ yassin7. B ock 1
94.189. 228. 203 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/idf gdover. aspx B ock 1
R Uhaut hori zed URL Access to
66. 249.78. 197 I srael 147.237.77. 176 |mat pash. i df . 1 wan cogat . i df . i |/ 1206- en/ cogat . aspxcoor di nati on Bl ock !
178.137. 85. 64 Lkrai ne 147.237. 72. 156 |anan. i df .i | Lhaut hori zed UR. Access to list.ips.gov.il/ B ock 1
61. 135. 190. 72 Chi na 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ Bl ock 1
Uhaut hori zed URL Access to
66.249.79.9 | srael 147.237.0.15 |kosher-kravi.idf.il kosher-kravi.idf.il/tenpl ates/i nagevi deogal | eryl obby/ i nagevi deogal | eryl ob |B ock 1
by. aspx
. . D stributed Unaut hori zed URL Access on
37. 26. 146. 248 | srael 147.237.72. 166 |aka. i df . il v aka, i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 1
R Uhaut hori zed URL Access to
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il waw i df . i 1/ engl i s/ announcenent s/ 2003/ j une/ 20. st m Bl ock 1
80. 110. 98. 41 Austria 147.237.77. 176 [nat pash.i df . i | Uhaut hori zed URL Access to waww cogat . i df.il/894-ar Bl ock 1
66.249.65.71  |Israel 147.237.76.31 |nakchal .idf.i| Wnaut hori zed LRL Access to Bock |1
nakhal . i df.il/consol e/ core/doc_ngr/doc ngr. asp
Unaut hori zed URL Access to
Lhited e w | aw i df il /tenpl ates/ getfil el getfil e aspxxxYAAYY
157.85. 39. 127 Sates 147.237.77.74 Jlawidf. il AcAvi i | ename=xgf 5b3nol wr vy3ncdghpa2f ca2f t enf t xgf 5yt ayl t awrs5wzgy Bl ock !
=& nf ocent eri t en¥true
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 79. 58 B ock 1
. . D stributed Unaut hori zed URL Access on
46.19.123. 125 |France 147.237.77. 216 |dover. i df .| vy i df . i1//tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
194. 72. 238. 241 LKTI;gegom 147. 237.77. 216 |dover. i df . i | Unaut hori zed URL Access to / B ock 1
66. 249. 73. 211 I srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waww | awidf.il/935 Bl ock 1
157. 55. 39. 208 g‘;tt:: 147. 237. 77. 226 |[wwn chamat z. aka. i df . il |Uhaut hori zed URL Access to 147.237.77. 226/ B ock 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waww i df.il/newsite/english/0116-1.stm B ock 1
46.116. 180. 205 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Lhi ted s URL is Above Root Orectory
204. 12.251.37 Sates 147.237.77. 216 |dover. i df .| vww i df . i1 /. ./ shared/ user control s/ header upper/ Bl ock !
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