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04-24-2015-01:03:02 to 04-24-2015-02:03:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | gnature | Devi ce Action |count |
72.219.191. 21 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2017
46.117. 20. 86 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 434
220. 181. 108. 81 Chi na 147.237.76. 42 refuah.idf.il |TGP handshake viol ation, first packet not syn drop 410
220.181.108. 148 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 86
46. 19. 85. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 9

85. 250. 221. 147 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 4
109. 253. 145. 57 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2
41.234.159. 72 Egypt 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
149. 88. 156. 140 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1

95. 86. 80. 47 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1

52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess |S te | Name |Davi ce Action | Count |
105. 98. 10. 127 |Ageria 147.237.77. 216 |dover.idf.il 12634: HITP. JS LA C DDoS Tool (A\LY enabl e when under oS attack) |[B ock 2
66. 240. 192. 138 |Lhited Sates 147.237.77. 170 |n@arachot .idf.il |[DVRep_B-N 60_100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep B-N 60 100 Bl ock 1
198.20.70.114 |lhited Sates 147.237.0.33 |idf.il DVRep_B-N 60_100 B ock 1
84.108.240.70 |lsrael 147.237.77. 216 |dover.idf.il 7120: TQP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 103. 50 Ger nany 147.237. 72. 167 |i shurimaka.i df.i [DVRep_B- N 60_100 Bl ock 1
85. 25. 103. 50 CGer nany 147.237.76.197 [e.hinush.idf.il |DVRep_B-N 60_100 B ock 1




04-24-2015-01:03:02 to 04-24-2015-02:03:02

|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
66. 249. 78. 204 Lhited Sates 147.237.77. 176 [nat pash.i df .i | ET SCAN NVAP -sA (2) 88
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 5
105. 98. 10. 127 |Ageria 147.237.77. 216 |dover.idf.il ET WEB SERVER LA C Javascri pt CDoS | nbound 5
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 5
66. 249. 65. 148 Lhited Sates 147.237.77. 170 |naar achot . i df . i | ET SCAN NVAP -sA (2) 4
85. 104. 233. 220 [Turkey 147. 237. 77. 216 |dover. i df .i | 'Sgﬁ D?TTH? CBFUBCATI N script tag in PCBT parameters - likely cross-site 3
66. 249. 73. 211 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 73. 219 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
58.124. 173. 155 Korea, Republic 147.237.0.16  |ny-kosher-kravi.idf.il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
of Brute Force
208. 39. 68. 33 Lhited Sates 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -f -sS 1
178.239.176. 25 |ltaly 147.237.77. 216 |dover.idf.il SERVER- WEBAPP adni n. php access 1
91.224.132. 118 |58 a1 147.237.8.50  |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
Feder ati on

218. 200. 188. 213|Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.77.61 |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 200. 188. 213|Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 39. 68. 33 Lhited Sates 147.237.76.34 |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 104. 233. 220 |Tur key 147.237.77. 216 |dover.idf.il SERVER- WEBAPP adni n. php access 1
218. 200. 188. 213|Chi na 147.237.76.86 |[navy.idf.il ET SCAN Potential SSH Scan 1
218. 200. 188. 213|Chi na 147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 39. 68. 33 Lhited Sates 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS w ndow 2048 1




04-24-2015-01:03:02 to 04-24-2015-02:03:02

|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address ‘S te ‘I\/bssage
99. 237. 176. 203 |Canada 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 126
79. 182. 206. 49 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 63
105.98.10. 127 |Ageria 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop dr op 50
166. 137.118.36 |lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 23
212.76.103. 76 | srael 147.237.77.216 |dover.idf.il |Frst packet isn't SN drop drop 18
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
109. 67. 175. 158 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 8
31.210.178. 189 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 8
149.78.154.69 |Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop dr op 6
71.104.87. 43 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 6
93.172.10. 132 | srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 5
199. 30.24.113 |Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 5
46. 210. 225. 57 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 5
80. 179. 62. 162 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 4
46.116.161.7 | srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop dr op 4
109. 160. 191. 42 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 4
149. 88. 156. 140 |Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 4
5. 29. 164. 155 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
66. 249. 79. 66 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
85. 65.99. 5 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
93.173.186. 113 |lsrael 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop dr op 3
2.52.170.218 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
209.52.0.111 Canada 147.237.77.216 |dover.idf.il |Frst packet isn't SN drop drop 2
5. 102. 250. 131 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
77.127.114. 82 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
193. 164. 156. 110|F ance 147.237.76. 200 |eitan. aka.idf . i drop drop 2
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop dr op 2
2.54.157. 186 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
66.249.79.66  |Uited Sates 147.237.77. 216 |dover. i of i1 V@1 d segnent retransmssion.  Packet Sreaning Engine: TP Invalid o 2
dr opped. Ret r ansn ssi on
176. 12. 149. 95 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
46.116. 237. 236 |l srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop dr op 2
79.181.211.179 |Israel 147.237.77.216 |dover.idf.il |Hrst packet isn't SWN drop drop 2
52.16.5. 197 Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 2
84.229.198. 237 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
46. 19. 85. 42 | srael 147.237.72. 166 |aka. i df .i | 11egal header formnt_ detected: Nl forned Bl ock HTTP Non Conpl i ant noni t or 2
HTTP protocol nane in response
109. 66. 159. 214 |l srael 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 2
5.29. 135. 244 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
70.210.228.86 |Whited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
80. 178. 146. 180 |l srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop dr op 2
207. 46. 13. 35 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SWN drop drop 2
66. 249. 79. 58 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 2
89. 138. 73. 214 | srael 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 1
37.140.141. 39 |Russian Federation |147.237.77.216|dover.idf.il |Frst packet isn't SYN drop drop 1
80. 179. 62. 162 | srael 147.237.77. 216 |dover.idf.il |lnvalid ACK nunber Bad TCP sequence alert 1
109. 253. 128. 197l srael 147.237.77. 216 |dover.idf.il |lnvalid ACK nunber Bad TCP sequence noni t or 1
5.255.253. 124 |Russian Federation |147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 1
41. 33. 232. 65 Egypt 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 1
5.11. 47. 196 g‘ijcisgi':"ja” Tertitoryly 47 237.77. 216 dover. i df i1 |First packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Qount ry Target Address |dte Action ‘Count
213.57.99.160 |Israel 147. 237. 72. 166 |aka. i df . Distributed Whaut horized LRL Access on B ock 5
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
79.181.34.189 |Israel 147.237.72. 166 |aka. i of .i | Distributed thaut horized LRL Access on B ock 5
wan aka. i df . i | // mai n/ har edi ni webr esour ce. axd
46.19.85.42  |israel 147. 237. 72. 166 |aka. i df .| Distributed haut hori zed LR Access on B ock 3
wawe aka. i df . i | // mai n/ rabanut / webr esour ce. axd
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wwv navy. i df.il/994- 8613- he/ navy. aspx. aspx B ock 2
66.249. 79. 66 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 79. 66 B ock 2
R Uhaut hori zed URL Access to
77.126.151. 104 |l srael 147.237.72. 166 |aka. i df .11 aka.idf.il/sites/resources/ chi nuch/styl es/inport/bottonmavi gat on. asp Bl ock 2
157.55.39.50 |lhited Sates |147.237.77. 216 |dover. idf.il Wnaut hor | zed URL Access to Bock |1
wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper /
5.28.137.133 |Israel 147. 237. 72. 166 |aka. i df . Distributed Whaut hori zed LR Access on B ock 1
waw aka. i df . i |//mai n/ rabanut / webr esour ce. axd
Illegal Byte Code Character in Method AYAfrA° AY@™Ac
84.228. 253. 112 |l srael 147.237.72. 166 |aka.idf .il [ [#2]] e+Ad] [ #21] ] gAZA [ #25] ] ZA%d[ [ #2411 [ [ #4] 1 n[ [#27]] zh[ [ #19] ] AcAS Bl ock 1
A, A" SAYUASAAf A%.0OAE* Al s A-Sy A¥AfA° 3A-A A3 * Af
66. 249. 79. 74 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df . il /shared/ usercontrol s/ header upper/ B ock 1
106.184. 1.4 Japan 147.237.72. 166 |aka. i df .i | PHP Att enpt B ock 1
66. 249. 73. 158 |l srael 147.237.76. 31 |[nakchal .idf.il Lhaut hori zed URL Access to ww nakhal .idf.il/ni B ock 1
157.55.39.127 |wited Sates |147.237.77.74 |lawidf.il Uhaut hori zed LR Access to s , B ock 1
waw | aw i df.il/tenpl ates/tenpl atecontrol s/ news/ Xgex>x@ x'x” X"XZxaex?x
5. 255. 253. 16 ;ﬁ; :I”i o 147.237.77.176 |matpash.icf.il  |Miltiple Unauthori zed UR. Access from5.255. 253, 16 B ock 1
84.228.253. 112 |l srael 147.237.72. 166 |[aka.idf.il Illegal Byte Gode Character in URL [[#25]] X B ock 1
61. 135. 190. 200 |Chi nha 147.237.0. 15 kosher - kravi . i df.i|Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
. . Uhaut hori zed URL Access to
109. 66. 3. 61 | srael 147.237.72. 166 |aka.i df . il v aka. i df i |/ chamat 2/ mi kt zo. . . 95&doci d=39561 Bl ock 1
80. 246. 130. 42 |l srael 147.237.72. 166 |aka. i of .i | Distributed Whaut horized LRL Access on B ock 1
wan aka. i df . i | // mai n/ har edi ni webr esour ce. axd
157.55.39. 178 |lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df . il /banachane/ Bl ock 1
5. 255. 253. 16 23;:3 on 147.237. 77. 176 |nat pash. i df .i | Unhaut hori zed URL Access to waw cogat . idf.il/sip_storage/ B ock 1
84.228.253. 112 |l srael 147.237.72.166 |aka.idf.il Mal formed URL [[#25]] x™ B ock 1
77.93. 58. 250 Lkrai ne 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
66. 249. 65. 11 | srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed URL Access on 147.237.76.31// Bl ock 1
109. 188. 124. 26 RUSS| an 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
Federati on
84.109. 48. 185 |l srael 147.237.72. 166 |aka.i df . i1 Unknown Paranet er Scri pt Minager 1 H ddenfi el d in None 1
wan aka. i df . i |/ mai n/ kapat z/ ci ti zencont act . aspx
. . Uhaut hori zed URL Access to
66. 249.79. 66 I st ael 147.237.77. 216 |dover . i f .| wawv. i df . i |/ hebrew announcenent s/ 2003/ j ul y/ 16z. st m Bl ock !
176.12.148. 82 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
37.142.117. 199 |l srael 147.237.72. 166 |[aka. i df. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
. . S Unhtraceabl e Gonnection - Protocol violation
84. 228. 253. 112 |l srael 147.237.72. 166 |aka.i df . il (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
77.125.30. 166 |l srael 147.237.72. 166 |aka. i of .i | Distributed thaut horized LRL Access on B ock 1
wan aka. i df . i | // mai n/ har edi ni webr esour ce. axd
66. 249. 65. 58 | srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ B ock 1
. . . Uhaut hori zed URL Access to
157.85.39. 54 Uited Sates |147.237.77.74 |lawidf. il wan nag. i df . i 1/t enpl at es/ shar ed/ user cont r ol s/ | obbyi nf ocent eri t ent Bl ock !
84.228.253. 112 |l srael 147.237.72. 166 |aka.idf.il Abnormal |y Long Request et hod B ock 1
66. 249. 79. 74 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 79. 74 B ock 1
180. 76. 5. 26 Chi na 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.236.11.135 |lraq 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/gar/ B ock 1
Unknown HTTP Request Met hod A¥Afr A° AY@A™A( [ #2] ] e+Ax[ [ #21] ] gAZA-
84.228. 253. 112 |l srael 147.237.72. 166 |aka.idf .il [ [#25] ] ZA%[ [ #24] 1 [ [ #4] 1 n[ [#27]] zh[ [ #19] ] ACASA, A" SAYuASA'AfA%.0AE  |B ock 1
* A sSA-SyAYAfA°3A-A A *AT in URL
66. 249. 65. 74 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ 894- hel r ef uah. aspx B ock 1
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