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04-24-2015-00:03:01 to 04-24-2015-01:03:01

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
220.181.108. 83 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 3279
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 2861
10.0.0.3 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 20

89. 139. 170. 127 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 18

79. 6. 156. 128 Italy 147.237.77.216 dover.idf.il |SYNHood unverified cooki e drop 2
31.210.186.176 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 1
46.121. 237. 166 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cookie drop 1




04-24-2015-00:03:01 to 04-24-2015-01:03:01

|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te | Name |mvi ce Action |Count |
89. 138. 55. 238 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
71.6.167. 142 Lhited Sates 147.237.76.200 |eitan. aka.idf.il |DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.176 |test.ncore.idf.il|[DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Cer nany 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer nany 147.237.77.234 |halag.idf.il DVRep_B-N _60_100 B ock 1




04-24-2015-00:03:01 to 04-24-2015-01:03:01

|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 7
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
37.8.4.131 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 2
109. 65. 55. 86 | srael 147.237.0. 34 tikshuv.idf.il |LOCAL_RULES DCS attack 01/2012 2
79.177.112. 168 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
104. 167. 96. 44 147.237.77.234 hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46. 19. 86. 51 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
104. 167. 96. 44 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -f -sS 1




04-24-2015-00:03:01 to 04-24-2015-01:03:01

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S te ‘l\/éssage Action ‘Count
2.52.5.225 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 55
100. 33.60. 225 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 37
80. 246. 130. 28 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 33
109. 64. 13. 26 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 31
212.76.114.56 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 30
166. 137. 244. 109|lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 23
79.183. 109. 235 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 22
46.19.85. 1 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 18
5. 41. 243. 60 Ronani a 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 17
79.179. 19. 34 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 15
2.54.3.140 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 11
197. 83. 230. 214 |South Arica 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
176.12. 144. 224 |Israel 147. 237, 77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet (Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
79.179.48.49  |israel 147.237.72. 166 |aka i of i1 | V3 1d segnent retransmssion. Packet (Streaming Engine: TP Invalid drop 6
dr opped. Ret r ansn ssi on

157. 55. 39. 59 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
109. 253. 132. 123|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
212.76.127.44 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 5
85. 64. 200. 240 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 4
94.101. 4. 225 F nl and 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
85. 65. 11. 33 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
5. 102. 198. 105 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
2.54.1. 26 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
46. 19. 85. 234 | srael 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 4
89. 138. 240. 45 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
46.19. 86. 51 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
212.76.127. 111 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
194. 215. 240. 253|H nl and 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
87.68.214.121 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 3
79. 6. 156. 128 Italy 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
109. 67.194. 209 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
212.150. 214. 90 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
95. 86. 75. 237 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
85. 65. 25. 192 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 3
79.183.112.72 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
2.54.54. 84 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
46.116. 184. 6 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
64.12.253.130 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
46. 19. 86. 76 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 2
79.182.5.9 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 2
80. 246. 133. 221 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 2
2.54.27.76 | srael 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 2
66.249.93.160 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
46.19. 86. 111 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
70.73.229.206 |Canada 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 2
82. 205. 114. 93 glcisgi'géa” Territory, 1147 237.77. 216 |dover. i o .i|First packet isn't SN drop drop 2
2.54.27.76 | srael 147.237.77. 216 [dover.idf.i|l nval i d sequence nunber Bad TCP sequence noni t or 2
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2




04-24-2015-00:03:01 to 04-24-2015-01:03:01

|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

‘Tar get Address ([Ste

Devi ce

Action

‘Count

5.29.184. 33 I srael 147.237.72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 5
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
46.119. 113. 155 |lkrai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wwu lawidf.il/tenpl ates/ getfil e/ B ock 3
128.59.187.171 |lhited Sates 147.237.77.74 |lawidf.il Lhaut hori zed UR. Access to ww lawidf.il/sip storage/files/8/ 638. pdf |B ock 2
: s Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
Dstributed Lhauthorized URL Access on
79. 180. 140. 183 |[Israel 147.237.72.166 |aka.idf .il wan aka. i df . i | //sites/resources/ kanhar/ styl es/i nport/bottommavi gat on. as |B ock 2
p
180. 76. 4. 54 Chi na 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76. 31/ Bl ock 1
82. 205. 114. 93 g‘ilcis;i':éa” Territory, 147 237.77. 176 |mat pash. i df i1 |Distributed Unaut hori zed URL Access on wuw cogat. i df . i | //894-ar B ock 1
66. 249. 65. 20 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66. 249. 79. 104 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
. . DO stributed Unaut hori zed URL Access on
2.54.161. 154 | srael 147.237.72. 166 |aka.idf .il v aka. i df i1 // i/ har edi m vebr esour ce. axd B ock 1
Uhaut hori zed URL Access to
188. 165. 15.87 |Fance 147.237.77.74 |(lawidf.il wan mag. i df . i1/tenpl at es/ tenpl at econtrol s/ news/ si p_storage/ fil es/ 7/ 143 |B ock 1
7. pdf/
R Dstributed Lhauthorized URL Access on
84.109. 188. 47 | srael 147.237.72. 166 |aka.idf .il v aka, i df i 1// @i v har edi mivebr esour ce. axd B ock 1
66. 249. 65. 157 I srael 147.237.77. 233 |atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
157.55. 39. 8 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code_ Qust om Tenpor ary Bl ock 1
5.28.173.146  |Israel 147.237.72. 166 |aka. i df .i Distributed Lhaut horized LR Access on Bl ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
207.46.13. 35 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 207. 46. 13. 35 B ock 1
85. 250. 61. 138 I srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary Bl ock 1
66.249.73.211 | srael 147.237.77.74 |lawidr.il llegal Paraneter Encoding searchText in None 1
wan | aw i df . i |/ 275- hel pat zar . aspx
: C e Uhaut hori zed URL Access to
157.55. 39. 58 Lhited Sates 147.237. 77. 216 |dover.idf.il wiw i dff . i |/ hebr ew or gani zat i on/ ar nor ed hat i vaz/ cl al i . stm Bl ock 1
. . Uhaut hori zed URL Access to
212. 252. 167. 214|Tur key 147.237.77. 216 |dover.idf.il vt i o . i 1/ engl i shY or gari zat | on/ honef ront / eart h. stm B ock 1
109. 65. 222. 237 |l srael 147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
66. 249. 73. 219 | srael 147.237.77.74 |lawidf.il Ostributed |11 egal Paraneter Encodi ng None 1
166. 172. 189. 153|lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
82. 205. 112. 74 g‘cf;i'gc'ja” Tertitory, {147 237.77. 176 |nat pash. i df i1 |Distributed Unaut hori zed URL Access on wuwt cogat . i df . i | //894-ar B ock 1
109. 186. 54. 101 |l srael 147.237.72. 156 |anan.idf . il Uhaut hori zed URL Access to www anan.idf.il/https:/ww anan.idf.il/ B ock 1
66. 249. 73. 240 I srael 147.237.77. 170 |n@ar achot . i df . i [|Unaut hori zed URL Access to 147.237.77.170/ B ock 1
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