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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7638
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7561
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 200
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- S owl ori s- DO5- Var 1 dest - r eset 4
123.59. 59. 52 Chi na 147.237.76. 39 nobi | e. nei tav. i df.il|bl ock-sp-trafl forvard 4
180. 153. 91. 183 Chi na 147.237.76. 30 hi nush. i df . i | B ock Wp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
74.91.17.182 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
174.59. 23. 134 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
104. 238. 135. 152 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 1
185. 130. 5. 99 Li t huani a 147. 237. 76. 200 eitan. aka.idf.il B ock Np Al _Net drop 1
74.91. 23. 107 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl drop 1
93.174. 93. 50 Net her | ands 147.237. 76. 200 eitan. aka. idf.il B ock_UWp Al _Nets drop 1
185. 130. 5. 99 Li t huani a 147.237.76. 30 hi nush. i df . i | Bock Np All _Net drop 1
173.208. 197. 254 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ock Np Al Net drop 1
185. 130. 5. 99 Li t huani a 147. 237. 76. 148 gacenter.aka. idf.il |B ock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

94. 245, 88. 135 Uni ted Ki ngdom 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 146 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 165 147.237.77. 74 Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
198. 20. 69. 98 147.237.76. 44 Lhited Sates e.refuah.idf.il ET DRCP Dshield B ock Listed Source 1
188. 14. 242. 67 147.237.8. 14 Italy e.orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
183. 61. 109. 189 147. 237. 8. 46 Chi na e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173. 65. 154. 27 147. 237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
109. 72. 215. 18 147.237.8. 46 Uhi ted Ki ngdom e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
40. 114. 42.13 147. 237.0. 35 Lhited Sates akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
183. 61. 109. 189 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
183. 60. 48. 25 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
162. 221. 204. 132 147.237.77. 74 Canada lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
80. 82. 78. 38 147.237.0. 16 Net her | ands ny- kosher -kravi .i df . i ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
Sreamng Engine: TCP Invalid i i ssi
176.13.21. 227 |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 36
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y, 33
Ret ransm ssi on Packet dr opped.
46. 32. 213. 218 (F;ajcis;i';'ja” Territoryds 47, 237. 77. 176 |natpash.if il |dr op First packet ismt SWN drop 27
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
Sreanming Engine: TCP Invalid i i ssi
85. 130. 237. 234 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109.65.99.51  |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 24
Ret ransm ssi on Packet dropped.
94.217.189.82 |Ger many 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SW drop 22
R SYNretransmt wth different .
79.179.231. 180 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndow scal e monitor |22
207. 241. 231. 194|Lhited Sates 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 19
141.0.14.74 Eur ope 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 18
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |15
192. 243.55.135 |Uited Sates 147.237.77.74 |lawidf il Bad TCP sequence SINFACK retransmt wth monitor |13
different w ndow scal e
85. 130. 237. 234 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |10
192. 243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
. ) SYNtAXK retransmt with )
79.177.179. 246 |lsrael 147.237.72.166 |aka. i df . il Bad TCP sequence di fferent w ndow scal e noni t or 8
Sreaning Engine: TGP Invalid i i sSi
68.65.164.38  |lited Sates 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 8
Ret ransm ssi on Packet dr opped.
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i f .i | drop First packet isn't SW drop
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert
80. 246.136. 63 I srael 147.237. 7. 216 |dover. i df i Bad TCP sequence SYNACK retransmt with monitor (8
different wndow scal e
79.177.179. 246 |[lIsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout aert
79.177.179. 246 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Timeout [reject
reamn ine: TCP Invali i i Ssi
46. 19. 85. 90 I'srael 147.237.72. 167 |i shurimaka i i | | SAM NG Engine: TCP I nval i inval i d segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.94.114.184 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
109. 64. 162. 127 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
66.249.66.50  |Lited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
87.70.52.243  |israel 147. 237.72. 166 |aka i of .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
95. 86. 104. 64 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 6
Sreaning BEngine: TQP Invalid i i SSi
109. 64.170.95  |Israel 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.199 |Uhited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
79.180. 106. 113 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
109. 66. 8. 165 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
105. 208. 143. 65 [South Africa 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SYNACK retransmt with monitor  [5
different wndow scal e
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 5
85. 130. 237. 234 [l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
157.55. 39. 37 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
5. 34, 165. 73 ga:lcis;i':éa” Territorys 47, 237. 77. 216 |dover. i df .1 drop First packet isn't SN drop 5
63.251.215.25 |Lhited States 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject
85. 130. 237. 234 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
192. 243.55. 137 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence SINWACK retransmt with monitor |4
different wndow scal e
C e SWNretransnmit wth different .
109. 64. 162. 127 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence “i ndow scal monitor |4
192. 243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
85. 130. 237. 234 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber aert
: o SYNtACXK retransmt with .
192.243.55. 134 |[Lnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence different wi ndow scal e monitor |4
141.0.15.23 Nor way 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
105. 208. 143. 65 [South Africa 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
46.19.85.5 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning BEngine: TQP Invalid i i SSi
66.249. 93. 249  |Europe 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3

Ret r ansm ssi on

Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
5.28.130.244  |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 5. 28. 130. 244 B ock 5
109. 64. 170. 95 |l srael 147.237.77.243|nobi l e. i df . i | Ml tiple Uhauthorized URL Access from 109. 64. 170. 95 B ock
. . . Uhaut hori zed URL Access to
109. 64. 170. 95 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 3
149. 88. 55. 207 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
184.94.157.18 |lhited Sates |147.237.77.74 [lawidf.il PHP At t enpt Bl ock
149.78.109.8 |lhited Sates [147.237.0.19 |[nmadimatal .idf.il Distributed Suspicious Response Code Bl ock
. . . Uhaut hori zed URL Access to
79.177.317.254 |l srael 147.237.0.19 nadi matal . idf.il nadi matal .idf.il/shared aj ax/ updat enakat qaunti ty. aspx B ock 2
. . Uhaut hori zed URL Access to
84.109. 113. 216 |l srael 147.237.72. 166 |aka. i df . i | v aka, i of i1/ i 1V gi yus/ ww navy. i df i | B ock 2
84. 111. 102. 209 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css |H ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 190 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ val t amd asp/ per sonal ent r ance. asp B ock 1
17.142.156. 109 |Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df . il/appl e-app-site-associ ation |B ock 1
184.94.157.18 |lhited Sates [147.237.77.74 |lawidf.il Adnin Bl ocki ng B ock 1
123.59.59.52 |China 147.237.76.39 |nobile.neitav.idf.il |Uauthorized URL Access to www ctrip. con 1428-he/ neit av. aspx |B ock 1
79.179. 231. 180 [l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1274-he/ atal . aspx |B ock 1
199. 30. 24. 246 |lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 1
51. 254. 121. 188 |France 147.237.77. 216 |dover.idf . il Unhaut hori zed URL Access to v i df.il/aman-- >N Bl ock 1
157.55.2.151 |Lhited Sates 147.237.77. 216 |dover.i df .i | Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 1
93. 158. 152. 202 RF;:::I“I o 147. 237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to Iist.ips.gov.il/robots. txt B ock 1
P . Uhaut hori zed URL Access to
66. 249. 66. 185 |l srael 147.237.0.15  |kosher-kravi.idf.il | S o of i1/t enpl at es/ cont act us/ cont act Us. aspx Bl ock 1
P . Paraneter Read Qnly Molation in
37.26.149.173 |[Israel 147.237.72. 166 |aka. i df . i | W aka i of i |/ rai 1V sachar/ egi strat i onwi zar d/ regi st er . aspx None 1
184.94.157.18 |lhited Sates |147.237.77.74 [lawidf.il Mil tipl e Unauthori zed URL Access from 184.94. 157. 18 Bl ock 1
. . . Unknown Paraneter anp;catid in
128.238.182. 61 |Lhited Sates |147.237.72.166|aka.idf.i | W aka i o i |/ ght s/ asp i nf 0. asp None 1
80. 246. 133. 141 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |Bl ock 1
Uhaut hori zed URL Access to
208.115.111. 73 |Lhited Sates |147.237.72.166|aka. i df . il wwy aka. i df . i |/ kam ar/ eur| . axd/ f b6bc0383f dbd043abf cf 49f 14d751 |Bl ock 1
c2/
54.210.18.124 |lLhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
) m ny-kosher-kravi . i dmMitip e Untraceabl e SSL Sessions from169. 229. 3. 91 (Prot ocol
169.229.3.91 |Lhited Sates |147.237.0.17 ¢l violation (SSL GOV QLI ENT HELLO)) None 1
105. 107.91. 38 |Ageria 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/sip-staro feldover B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 234 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rai n/ smal i nd showbi g. aspx B ock 1
40.77.167. 89 Lhited Sates 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from40. 77. 167. 89 B ock 1
84.94.169.199 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Lhaut hori zed UR. Access from 84.94. 169. 199 B ock 1
208.115. 111. 73 |Lhited Sates  |147.237.77.216|dover.idf.i | Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
66.249.64.51 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt Bl ock 1
) . . . Lhtraceabl e S3. Sessi ons: Protocol viol ation
169.229.3.91 |lLhited Sates |147.237.76.200(ei tan. aka.idf.il (SSL_OONN LI ENT HELLO) None 1
. . . Uhaut hori zed URL Access to
51.254.121. 188 [France 147.237.76.200 [ei tan. aka. i df . i | v ei tan. aka, i df i |/ 1093- 7963- he/ [Ny 1. aspx Bl ock 1
184.94.157.18 |lhited Sates |147.237.77.74 |[lawidf.il Lhaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
149. 78. 132. 120 |l srael 147.237.72. 166 |aka. i df . i | v aka, i f . |/ mai v sachar/ decl ar at i onexpl anat i on. aspx None 1
208.115.113. 82 |Wited Sates [147.237.0.34 |tikshuv.idf.il Lhauthori zed LRL Access to B ock 1
v ti kshuv. i df . i |/ shar ed/ user contr ol s/ header upper/
. . Uhaut hori zed URL Access to
66.249. 64. 143 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ user det ai | s/ f or got passwor d. aspx Bl ock !
5.28.130.244 |Israel 147.237.76.86 |navy.idf.il thauthori zed LR. Access to N Bl ock 1
v navy. i df . i | /i nages/ shared/ acti ve nenu_i temgif
) . . . S3. Whtraceabl e nnection - Protocol violation
169.229.3.91 |lhited Sates [147.237.77.243|nobile.idf.il (SSL CONN LI ENT HELLO) None 1
79.178.37.197 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ atal . aspx |B ock 1
51. 254, 121. 188 |France 147.237.77. 216 |dover . i df . i | Ml tipl e Unhauthorized URL Access from 51.254. 121. 188 Bl ock
199.30.24.60 |Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock
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