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Wlawidf.il
M dover.idf.il
M aka.idf.il
Meitan aka.idf.il
M nadimatal .idf.i
M hal ag.idf.il
[ aman. i df .il
M navy.idf.il
tikshuv.idf.il
Matal.idf.il

M 167. 114. 156. 16
192. 243. 55. 137
I 192. 243.55. 134
192. 243. 55. 136
Il 192. 243. 55. 138
M 79. 180. 25. 230
[ 192. 243.55. 135
W 208. 69. 40. 101
192. 243. 55. 130
W 41.33.231.90
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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6043
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5095
0.0.0.0 147.237.77.216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 913
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 9
74.91.17. 180 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf1 forvward 2
112.119. 243. 239 Hong Kong 147.237.76. 38 eeneitav.idf.il B ock_ UWp Al _Nets drop 2
104. 238. 135. 152 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 1
123. 59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
94.102. 52. 10 Net her | ands 147.237.76. 197 e hinush.idf.il Bock Np Al Net drop 1
104. 238. 135. 152 Lhited Sates 147. 237.76. 86 navy.idf.il Block Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net drop 1
104. 238. 135. 152 Lhited Sates 147. 237. 76. 199 e. nakchal .idf .i | Block Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1
74.91. 23. 109 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

‘Ste

‘Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 4
08.126.212. 154 |147.237.0.34 [nited Sates |tikshuv.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
40.114.42.13  |147.237.77.179|Whited Sates |enazi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
190. 124. 35. 115 [147. 237. 72. 156 |N caragua anan.idf.il |ET SCAN NVAP -sS w ndow 3072 1
174.37.194. 144 |147.237.77.61 |thited Sates |e.cogat.idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
106. 38, 241, 144 |147. 237 72. 166 i na ke idh il SER\/ER—APAO-E Apache nod_ssl non-SSL connection to SSL port denial of 1
servi ce attenpt
98.126.212. 154 |147.237.0.33 |[lhited Sates |idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 124. 35. 115 |147. 237. 72. 156 |N car agua aman.idf.il |ET SCAN NVAP -sS w ndow 1024 1
174.37.194. 144 |147.237.77.61 |[thited Sates |e.cogat.idf.i|[ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
79.180.25.230 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssi on. drop 45
Ret r ansni ssi on Packet dropped.
208.69.40.101 |Lhited States |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 34
Sreaning Engine: TGP Invalid ' i ssi
66.249.78.146  |Uited Sates |147.237.72. 166 |aka i df il 9 =9 Inval i d segrent retransmssi on. drop 27
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
87.70.52.243  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
207.241.231. 194|Lhited Sates |147.237. 72. 166 |aka.idf.il drop SAMrule drop 18
85.76.17. 197 F nl and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
192.243.55. 134 |UWited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
; . . SYNPAXK retransmit with different .
192.243.55.137 |lLhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 17
192.243.55.134 |Uhited Sates [147.237.77.74 [lawidf.il  [Bad TOP sequence SNeAK retransmt with different oo |17
W ndow scal e
192. 243.55. 137 |Wnited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
89.138.227. 121 |Israel 147.237.77.234|ndl ag.icf.il  [Bad TCP sequence iz;e”ansm't wth different wndowl oivor |16
192.243.55.130 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence SINAXK retransmt wih different o oiior |15
w ndow scal e
192.243.55.136 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 15
192.243.55.136 |Uhited Sates [147.237.77.74 [lawidf.il  [Bad TCP sequence SINAK retransmt with different oo |1g
W ndow scal e
192.243.55.138 |lhited Sates [147.237.77.74 [lawidf.il  |Bad TOP sequence SINAK retransmt with different oo |13
w ndow scal e
192. 243.55. 137 |UWited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
192.243.55. 134 |Wnited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
192.243.55.138 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12
63.153.217. 245 |lLhited States |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
; . . SYNPAXK retransmit with different .
192.243.55.131 |[lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 12
85. 65. 203. 89 | srael 147.237.72. 166 |aka i df . il dr op First packet isn't SYN drop 11
192.243.55.135 |[lLhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 11
192.243.55.137 |[lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 11
192.243.55. 137 |Uited Sates |147.237.77.74 (lawidf.il Bad TCP sequence Inval i d ACK nunber alert 11
Sreaning Engine: TCP Invalid i i SSi
84.108. 121. 163 [l srael 147. 237. 77. 216 |dover.i df . i | 9 =g Inval i d segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dropped.
192.243.55.134 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 10
Sreaning Engine: TCP Invalid i i SSi
46.19. 86. 28 I'sr ael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
192. 243.55. 137 |Wnited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 9
81.57.210.33 France 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 9
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
192. 243.55.138 |Wnited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaning Engine: TCP Invalid i i sSi
77.126.82.2 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
; . . SYNPAXK retransmit with different .
192.243.55.135 |[lLhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 9
102.243.55.132 |Wnited Sates [147.237.77.74 |lawicf.il  |Bad TOP sequence SINeAK retransmt with different o000 g
W ndow scal e
192.243.55. 136 |Lnited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
192.243.55.130 |UWited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi
85.64.16.126  |Israel 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Inval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi
85.250.128.80 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 8
Ret r ansmi ssi on Packet dropped.
192.243.55. 136 |Lnited Sates [|147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 8
198.58.103.28 [lnited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 8
192.243.55. 135 |lLhited Sates |147.237.77.74 |(lawidf.il drop First packet isn't SN drop 8
192.243.55. 138 |[Lnited Sates [|147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 7
87.69. 25. 217 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
192.243.55. 132 |UWited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
192.243.55.135 |Lnited Sates [|147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243.55.132 |Wited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192.243.55. 133 |UWited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
85. 65. 203. 89 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 7
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
2.53.19. 150 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 37
212.76.109.76 |Israel 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 25
. . D stributed Unhaut hori zed LR Access on
47.90.1.211 Canada 147.237.72. 166 |aka. i df . i | vaw aka. i df . 1/ yohal an/ f or uns/ asp/ B ock 3
37.46.41.171 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
5.248.253.133 |kraine 147.237.77.216|dover. i df .il Uhaut hori zed URL Access to ww i df . il /1556-en/ B ock 3
208.54.86.151 [lhited Sates 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 2
199. 30. 25. 92 Lhited Sates 147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
66.249.81.215 |[lIsrael 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on wwww i df.il/error.htm B ock 2
117. 135. 251. 134|Chi na 147. 237. 72. 166 |aka. i df . i | Distributed thaut hori zed UL Access on B ock 2
wwn aka. i df . i |/ yohal an/ f or uns/ asp/
203. 127. 58. 237 |9 ngapore 147.237.77.216|dover . i df . i D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
. . Unaut hori zed URL Access to
109. 186. 2. 168 |l srael 147.237.76.42 |refuah.idf.il vow refua. atal i df i1/ tenpl ates/ general /nobi | e B ock 2
109. 253. 225. 25 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
220. 255. 148. 10 |9 ngapore 147.237.77.216|dover.idf .il Ostributed Wnaut horized URL Access on waw i df.il/error.htm B ock
66. 249. 65. 224 |l srael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on v i df.il/error.htm B ock
] . . Paraneter Type M ol ati on PageNumin
68.180.231.43 |lhited Sates 147.237.77. 216 |dover . i df . i | v i df i 1/ 1361- he/ dover . aspx Bl ock 1
199. 30. 24. 77 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock 1
130.193.50.33 |Russian Federation |147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waww nag. i df.il/261- 6958- Bl ock 1
109. 49. 64. 245  |Fortugal 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/xnrpc. php B ock 1
79.181.245.89 |lIsrael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp Bl ock 1
157.55.39.191 |Uited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/general .aspx |B ock
46.19. 85. 239 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . ] D stributed Unaut hori zed URL Access on
117. 135. 250. 130|Chi na 147.237.72. 166 |aka. i df . i | vw aka. i df . |/ yohal an/ f or uns/ asp/ Bl ock 1
103. 231. 241. 40 |Phili ppi nes 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
. . D stributed Uhaut hori zed URL Access on
2.53.16. 142 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
68.180.231.43 |lnited Sates 147.237.77.216|dover. i df .il Unhaut hori zed URL Access to v i df .il/hebrew an. . B ock 1
141.8.132.78 Russi an Federation [147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 141.8.132.78 B ock 1
] . Mil tiple Uhtraceabl e SSL Sessi ons from62. 219. 227. 44 (Pr ot ocol
62.219.227. 44  |Israel 147.237.77. 216 |dover.i df.il vi ol ation (SSL OONN OLI ENT KEY EXCHANGE)) None 1
. . Unaut hori zed URL Access to
37.142.64.129 |Israel 147.237.77. 216 |dover . i df . i | vow i df i |/t enpl at es/ nevsf | ash/ nobi | e B ock 1
109. 64. 131. 147 |l srael 147.237.77.243|nobi l e.idf . il Uhaut hori zed LR. Access to nobile.idf.il/https:/nobile.idf.il/ B ock 1
. . Unaut hori zed URL Access to
84.109.81.177 [Israel 147.237.77. 216 |dover.idf.i |l voww i df i 1/t enpl at es/ t enpl at econt rol s/ generi ¢/ Bl ock 1
} . . S3. Whtraceabl e Gonnection - Protocol violation
169.229.3.91  [Lhited Sates 147.237.77.234|hal ag. i df . i | (SSL_OONN LI ENT FELLO) None 1
46.19. 86. 22 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
103. 231. 241. 40 |Phili ppines 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwn aka. i df .il/wp-1ogin. php B ock 1
. nobi | e.neitav.idf.i .
74.91.17.180 Lhited Sates 147.237. 76. 39 | Unaut hori zed URL Access to ww gegel. cond B ock 1
. . . . Unaut hori zed URL Access to
141.8.132.78 Russi an Federation |[147.237.77.216|dover.idf.il vow i df i 1/si p storagelfi| es/ 9/ 16919 pef B ock 1
65.55.210. 242 |Lited Sates 147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
40.77.167.65 |wnited Sates 147.237.72. 166 |aka. i df . i | Distributed thaut horized URL Access on Bl ock 1

147. 237. 72. 166/ r obot s. t xt
. . Uhaut hori zed URL Access to
212.76.119. 180 |[lsrael 147.237.77.216|dover. i df .il v i o i1/ el ranisi tel t enpl at es/ control | er. asp B ock 1

Ml tiple Lhtraceabl e SSL Sessi ons from85. 64. 66. 85 (Protocol

85. 64. 66. 85 | srael 147.237.72.166|aka. i df . i | vi ol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
66.249.81.218 |lIsrael 147.237.77.216|dover . i df . il D stributed Whaut hori zed URL Access on v i df.il/error.htm B ock 1
192.243.55.137 |Wited Sates 147.237.77.74 |lawidf.i| Wnaut hori zed LRL Access to B ock 1

wawv | aw i df . i|/327-he/ pat zar . aspx?pagenun¥2

117. 177. 250. 152|chi na 147. 237. 72. 166 |aka. i df . i | Distributed thaut hori zed UL Access on B ock 1
wawn aka. i df . i |/ yohal an/ f or uns/ asp/

Pal estinian Territory

46. 28. 136. 28 Qceupi ed 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 1
. . . SS. Whtraceabl e Gonnection - Protocol violation
106. 38. 241. 144 |Chi na 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
203.127.96.199 |9 ngapore 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
. . Unaut hori zed URL Access to
79.178.53.217 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar edi r eset . css B ock 1
157. 55. 39. 56 Lhited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/misrot.aspx B ock 1
66.249.64. 131 | srael 147.237.72. 166 |aka. i df . i | Wnaut hori zed URL Access to B ock 1

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx

40.77.167.72  |Wwited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to . B ock 1
wwv aka. i df . i |/ nai n/ gi yus/ nei tav@df . gov. i |
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