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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12492
167. 114. 156. 16 Canada 147.237.77.216  |dover.idf il I;]; handshake viol ation, first packet mot |, 3838
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
74.91. 23. 108 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
104. 238. 135. 152 Lhited Sates 147. 237.76. 31 nakchal .i df . il Block Np Al Net drop 1
69. 30. 202. 229 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1
222.228.159. 22 Japan 147.237.76. 42 refuah.idf.il B ock_Udp Al _Nets dr op 1
89. 46. 100. 170 Romani a 147.237. 76. 34 yohal an.idf.il Bock Np Al Net drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
74.91.17.178 Lhited Sates 147.237.0. 17 Im”’" kosher-kravi. i df.i |p o sptraf1 forvard 1
94. 102. 49. 116 Net her | ands 147.237. 76. 39 nobi | e. nei tav.idf.il B ock Np All _Net dr op 1
74.91.17.179 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl drop 1
94, 102. 49. 116 Net her | ands 147. 237. 76. 42 refuah.idf.il Block Np All Nt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

37.26.147.179 [147.237.0.19 |[Israel madimatal .idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
174.37.194. 144 [147.237. 76. 177 |Whited Sates [ncore.idf.il ET SCAN NVAP -sA (2) 2
66.249.64. 191 [147.237.77.74 [lhited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
62.212. 130. 196 [147.237. 76.39 |[Net her| ands nobi | e. nei tav. i df.i|ET SCAN Potential SSH Scan 1
59.56.111. 170 [147.237. 76. 200 [Chi na eitan.akaidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
59.56.111. 170 [147.237. 76. 148 |Chi na gacenter.aka idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
107.210.80.81 |147.237.0.33  |Wbzanbique lidr.i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.56.111. 170 |[147.237.76.31 [China nakchal . i df il ET SCAN Potential VWNC Scan 5900- 5920 1
. . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
178.214.11. 162 |147.237.0.34 |Pol and tikshuv.idf.il . 1
Potential Scan or Brute Force
162. 244. 15. 191 |147.237.77.19 [Wited Sates |lawforumidf.il |ET SCAN NMAP -sS wi ndow 1024 1
115. 29. 197. 215 |147. 237. 77. 179 |Chi na e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.56.111. 170 [147.237. 76. 201 [Chi na eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59.56.111. 170 [147.237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59.56.111.170 |[147.237.76.86 [China navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
174.37.194. 144 |147.237.76. 177 |Uhited Sates |ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
162. 244. 15. 191 |147.237.77.19 |Whited Sates [lawforumidf.il [ET SCAN NVAP -sS w ndow 3072 1
154. 47. 160. 107 |147.237.8.28 |Whited Sates e nobile-ks.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
94.255.224.2 |147.237.72. 156 |Sweden anan. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
Sreamng Engine: TCP Invalid i i ssi

2.53.187.105 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =g Invalid segnent retransmssion. | 66
Ret r ansnm ssi on Packet dr opped.

o SWNretransmit wth different .
149.88.33.105 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal & nonitor |47
79.183.106. 214 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt wth different | oo |38

w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
109. 65. 132. 108 | srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 36
Ret r ansn ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
} s SYNWAXK retransmt with .
192.243.55. 131 |United Sates 147.237.77.74 |lawidf.il Bad TCP sequence different vindow scal e monitor |21
107. 167. 106. 244|Uhited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
207. 241. 231. 194|Uited Sates 147.237.72. 166 |aka i df .i | drop SAMrul e drop 19
Sreaming Engine: TGP Invalid i i ssi
66.249. 78. 146 |Lhited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 18
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
188. 120. 148. 226|1 srael 147.237.77. 243 |nobile. i f . 9 =g Invalid segnent retransmssion. | 18
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
149.78.59.82  |Wited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 18
Ret r ansn ssi on Packet dr opped.
192. 243.55.132 |Uited Sates 147.237.77.74 [lawidt.il Bad TCP sequence SINFACK retransnit Wi th moni tor |17
di fferent w ndow scal e
192.243.55. 131 |Uited Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 15
102.243.55.129 [Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence SINWACK retransmt with monitor |15
di fferent w ndow scal e
192.243.55. 131 |[lnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber nonitor |14
192. 243.55.132 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
192. 243.55.133 |Uited Sates 147.237.77.74 [lawidt.il Bad TCP sequence SINFACK retransnit Wi th moni tor |13
di fferent w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
176.13.21.192  [israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 12
Ret r ansn ssi on Packet dr opped.
192.243.55. 132 |Uhited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject 12
Sreamng Engine: TCP Invalid i i ssi
2.53.39.68 | srael 147.237.72. 167 |i shuri maka. i df . il g _g Inval i d segnent retransnssion. drop 12
Ret r ansn ssi on Packet dr opped.
109. 64. 120. 228 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi
176.13.10.107 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 44 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 12
Ret ransnm ssi on Packet dropped.
192. 243.55. 133 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |11
192.243.55.129 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber monitor |11
192.243.55.132 |lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 11
; . . SYNtAXK retransmt with .
192. 243.55.138 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence di fferent i ndow scal e noni t or 10
: o SYN+ACK retransmt with .
192.243.55.130 |Wnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal monitor |9
Sreamng Engine: TCP Invalid i i ssi
79.179.15.44  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109.65.205.8  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.67.17.150 |l srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dr opped.
192.243.55.129 |Uited Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject
192.243.55. 132 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert
} o SYNWAXK retransmt with .
192. 243.55. 137 |Wited Sates 147.237.77.74 |lawidf.il Bad TCP sequence different vindow scal e monitor |8
46. 120. 40. 92 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 8
192.243.55.131 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 8
192.243.55.130 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber nonitor |8
192.243.55.131 |Wnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 8
; . . SYNtAXK retransmt with .
192.243.55.135 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence di fferent i ndow scal e noni t or 7
192. 243.55.129 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 7
46.120.40.92  |israel 147.237. 77. 216 |dover. i df .i | Bad TCP sequence SYNCACK retransmt wth moni tor |7
di fferent w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
109.65.12.62  |israel 147. 237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
192. 243.55.136 |United Sates 147.237.77.74 [lawidt.il Bad TCP sequence SINFACK retransnit W th moni tor |6
di fferent w ndow scal e
192.243.55.129 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |6
46.18.22. 15 glcis;ilgéan Termitory 47, 237. 77. 176 |nat pash.icf. il |drop First packet ism't SWN drop 6
192.243.55. 133 [lnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber aert
109. 64. 146. 249 |Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.183.25.130 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.146.187 |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 93.182  |Europe 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansnm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count
37.26.147.179 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 170
2.53.15. 162 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 43
2.53.19. 150 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 18
85. 64. 66. 85 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Method from 85. 64. 66. 85 B ock 5
37.26.148. 247 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 5
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Met hod from 85. 64. 66. 85 Bl ock 5
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mil tiple I11egal HITP \ersion from85. 64. 66. 85 B ock 4
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Name from85. 64.66.85 |B ock 4
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Malforned URL from 85. 64. 66. 85 Bl ock 4
85. 64. 66. 85 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal |y Long Header Line from 85. 64. 66. 85 B ock 4
46.119. 127. 129 [tkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tiple Unauthorized URL Access from 46.119. 127. 129 B ock 4
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Ml tiple Abnornal |y Long Request from 85. 64. 66. 85 Bl ock 4
46. 119. 127. 129 [Wkrai ne 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 46. 119. 127. 129 B ock 3
37.26.147.133 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed HITP Header Line from 85.64. 66. 85 Bl ock 3
46.119. 127. 129 |Wkrai ne 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 46.119. 127. 129 B ock 3
185. 27.106. 60 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method HEAD for wwy aka. idf.il/main/giyus/login aspx |B ock 3
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from85. 64. 66. 85 Bl ock 3
2.53.183.180 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mitiple I11egal Byte Qode Character in Header Val ue from85.64.66.85  |B ock 2
72.9.148. 10 g;:: 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed Method for Known URL from 72.9.148. 10 Bl ock 2
46.19.85.188 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mil tiple NLLL Character in Header Nane from 85. 64. 66. 85 Bl ock
5.102.222.86 |Israel 147.237.77.74 |lawidf.il ma"ngge: d?'?? /ﬁ;i_a;éfgaﬁtégiader 13ucteader SearchStxt Search in g o [
37.142.68.70 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
72.9.148.10 |9 147.237.76.86 [navy. i df .il muggs;' e R e navy. aspx. aspX Hock |2
66.249. 65. 191 [l srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wawidf.il/aman B ock 1

i . ———— —

85.64.66.85 |Israel 147.237.72. 166 |aka. i df . i | HLZ??] " ﬁlza; g\ [E[EZS'] ?g/fﬁﬁﬁ@{ﬁgg%ﬁ’&[ 62 B ock 1
46.119. 127. 129 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | PHP At enpt B ock 1
201. 138. 183. 96 |Mexi co 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gen204 B ock 1
38.111. 147. 88 g";tt:: 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to www i df.il/894-he B ock 1
149. 88. 120. 31 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | NULL Character in Header Name at +—+~E-AxRe B ock 1
74.91.17.178 g;:: 147.237.0. 17 g; niyl- kosher - kravi . i D stributed Unhaut horized URL Access on wwv gegel. cond B ock 1

. . S Uhtraceabl e Gonnection - Protocol violation
62.219. 227. 44 |Israel 147.237.77. 216 |dover . i df .i | (SSL CONN CLI ENT KEY EXCHANGE) None 1

Illegal Byte Gode Character in Paraneter Nane nf_...fu7").

85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | H [#27]]1[f Qi} BueU [#31] ]/ 0211 6#[ [ 1] 64 [ @] 42#] [ p&r 1] ] 71#{ [ U=ani Bl ock 1
of

176.13.5.91 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1

80. 246. 130. 197 [l srael 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1

93.173. 44. 137 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1

66. 249. 78. 240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 1

208.115.111. 71 g;:: 147.237.72. 156 |anan. i df . i | O stributed Whauthori zed URL Access on list.ips.gov.il/robots. txt Bl ock 1

85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Mal f ormed HTTP Header Line 1 B ock 1

40.77.167. 32 g‘;:sd 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on aka.idf.il/... B ock 1

157.55.39. 1 ,l;'alt:g 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1

85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod Bl ock 1

74.91.18. 45 g"altgg 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww yun. ph/ B ock 1
NULL Character in Method

85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | RACUb-ASX YUHQIA[ [ #22] | M 2a™ W[ [ #11] ] 20véu[ [ #15] 1 D[ [#0] ] 20&" » |B ock 1
_Ed3«SABnel 190 e O O [ [#21] ] B[ [#16] I xR [[#1]]1 O

65. 55. 210. 70 ;h;::sd 147.237.77.216|dover . i df .i | D stributed Unaut horized LRL Access on waww idf.il/error. htm B ock 1
Illegal Byte (ode Character in Query Sring nf_...3u7).

85. 64. 66. 85 I srael 147.237.72. 166 |aka. i df . i | H [#27]][fQi} BueU [#31] 1T/ 912] ] 6# [ 1] 6#[ [ @] 42#[ [ uEr '] ] 72#[ [ U=ano  [Bl ock 1
ot
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