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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10321
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1195
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 282
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4

134. 147. 203. 115 Ger many 147. 237. 76. 199 e nakchal .idf.il |Bock Wp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

134. 147. 203. 115 Ger nany 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 2

89. 46. 100. 170 Ronani a 147.237.76. 196 e.sviva.idf.il B ock Np Al Net dr op 1

69. 30. 198. 150 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1

185. 130. 5. 99 Li t huani a 147.237.76. 199 e.nakchal .idf.il B ock_Udp Al Nets dr op 1

104. 238. 135. 152 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SC- Sl owl ori s- DO5- Var 1 dest - r eset 1
74.91.17.179 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1

69. 30. 198. 146 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 dr op 1
74.91.23.110 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl drop 1

69. 30. 198. 150 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 f orward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action ‘Count

69. 30. 223. 170 Lhited Sates 147.237.77. 74 lawidf.il [22280: HITP. Jooma Qhject Injection Wi nerability B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
66. 249. 78. 199 147.237.72.166  |Wited Sates aka. idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
104. 171. 122. 176 147. 237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
104. 171. 122. 176 147.237.76. 38 Lhited Sates e.e.neitav.idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 158 147.237.0. 17 Ukrai ne mny- kosher -kravi .i df . i | ET SCAN NVAP -sS wi ndow 2048 1
82.117. 208. 243 147. 237. 0. 200 rdu. i df i | ET SCAN NMAP -sS wi ndow 1024 1
61.182. 170. 38 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
61.182. 170. 38 147.237.0. 16 Chi na ny- kosher -kravi . i df .i | ET SCAN Potential SSH Scan 1
196. 203. 149. 99 147. 237. 76. 198 Tuni si a e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
174.37.194. 144 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
158. 255. 5. 147 147. 237. 76. 147 Russi an Federation chi nuch. aka. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
104. 171. 122. 176 147. 237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 158 147.237.0. 17 kr ai ne mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 3072 1
91. 201. 236. 158 147.237.0.17 kr ai ne mny- kosher -kravi . i df il ET SCAN NVAP -f -sS 1
61.182.170. 38 147.237.0. 35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
196. 203. 149. 99 147. 237. 76. 198 Tuni si a e.yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.55.29. 67 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
174.37.194. 144 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Action ‘Count
94.228.34.248 |United Kingdom [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 132
Sreamng Engine: TCP Invalid ' i ssi
66.249.78.146 |lnited Sates  |147. 237.72. 166 |aka i of il g =g Invalid segnent retransmssion. g 45
Ret r ansmi ssi on Packet dr opped.
156.197. 41. 206 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
77.126.72.105 |l srael 147.237. 72. 167 |i shuri maka. i df .i |dr op First packet isn't SN drop 25
192.243.55.135 |Wited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt wth different | oo |22
W ndow scal e
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i of . i drop SAMrul e drop 18
207.241.231. 194|lhited Sates 147.237.72. 166 |aka.idf il drop SAMrul e drop 18
37.26. 148. 155 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
192.243.55. 135 |Uhited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 12
Sreamng Engine: TCP Invalid ' i ssi
77.126.82. 2 I srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dr opped.
192.243.55.135 |United Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
79.177.207.38 |Israel 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 9
o SYNWACK retransmit with different .
79.177.207.38 |Israel 147. 237. 72. 166 |aka.i of .i Bad TCP sequence wi ndow scal 6 nonitor |9
192.243.55.135 |lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
109.64.86.82  |Israel 147.237.77. 233 |atal i il Bad TCP sequence SN retransmt wth different moni tor |7
W ndow scal e
84.108.28.243 |[Israel 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 85. 116 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber nonitor |6
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
o SYNWACK retransmit with different .
84.108.28.243 |[lsrael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence wi ndow scal 6 nonitor |6
192.243.55. 135 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 116 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 6
Sreaning Engine: TGP Invalid i i SSi
77.126.92.31  |israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. 6
Ret ransmi ssi on Packet dr opped.
40.77. 167. 15 Lhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
84.108.28.243 |lsrael 147.237.72. 166 |aka.idf i SYN Att ack SYN -> SYN-ACK -> Ti nmeout alert 4
192.243.55.135 |United Sates 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |4
76.111.6. 73 Lhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
92.222.23.240 |France 147.237.77.178|e.natpash.idf.i1 |Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 4
enf or cenent
197.27.74.35  |Tunisia 147.237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
197.27.74.35  |Tunisia 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
reamn ine: TCP Invali i i ssi
2.55. 154. 86 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Jimvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
87.70.109.234 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 64.86.82  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Jimvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Iran, Islamc R . )
93.119. 76. 186 Repuil i ¢ of 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning BEngine: TQP Invalid i i SSi
66.249.93.182 |Europe 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. o 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
31.210.179.37 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
46.19. 86. 71 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.13.63  |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
87.71.53.91 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.179.204.34 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
66.249. 93. 249  |Europe 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 215. 145 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 64. 160. 112 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dr opped.
157. 55. 39. 37 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
37.27.187.73 'F;zz'bl oM |147.237.77. 216 |dover.ich. il [Bad TCP sequence I'nval i d AGK nunber al ert 3
Sreamng Engine: TCP Invalid ' i ssi
66.249.64.80  |lnited Sates  |147.237.76. 200 [eitan. aka i df il g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.56.7.177 I sr ael 147.237.72. 166 |aka.i df . 9 =g Imvalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
94. 159. 147. 242 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.




04-23-2016-19:04:09 to 04-23-2016-20:04:09

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
2.53.183. 180 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 34
37.46.38.77 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 14
195. 200. 205. 72 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod CPTI ONS for wan aka. i df .il/ B ock 8
. . Uhaut hori zed URL Access to
195. 200. 205. 72 |l srael 147.237.72. 166 [aka. i df . i | v aka. i o |/si p_stor agel | s/ of B ock 5
2.53.50. 233 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
46.119.127. 129 |Wkraine 147.237.77.74 [lawidf.il Ml tipl e Unauthorized URL Access from46.119. 127. 129 |B ock 3
176.13.13. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2. 53. 46. 200 I srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw idf.il/error. htm B ock 1
103. 231. 241. 40 |Phi | i ppi nes 147.237.76.86 |navy.idf.il Wnaut hori zed LRL Access to B ock 1
wane navy. i df . i |/ wp- 1 ogi n. php
] - - Paraneter Type M ol ati on PageNumin
68.180.231.43 |lhited Sates 147.237.77. 216 |dover. i df . il v i df i 1/ 1395- en/ dover . aspx Bl ock 1
40.77.167. 40 Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/robots.txt  |B ock
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df .il/wp-1ogin. php B ock
: . . Mil tiple Lhtraceabl e SS. Sessions from83. 34.235. 1
83.34.235.1 Sai n 147.237.72. 156 |anan. i df . i | (Qpen Mbde) None 1
. . Uhaut hori zed URL Access to
66.249.78.147 |Israel 147.237.76.86 [navy.idf.il nawy. i o i |/ chi nuch/ nevs/ def aul t . asp Bl ock 1
: .o . Unaut hori zed URL Access to
199. 115. 117. 88 |UWited Sates 147.237.0.15 |kosher-kravi.idf.il 147. 237, 0. 15/ recor di ngs/ t hene/ i ef i xes. css Bl ock 1
) www, chamat z. aka. i df )
107.150.32. 61 |lhited Sates 147.237.77. 226 il Unaut hori zed URL Access to ww. yun. ph/ B ock 1
69.30.198.150 [lhited Sates 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to wwv. gegel. coni B ock 1
. . Unhaut hori zed URL Access to
46.19. 86. 71 | srael 147.237.72. 166 |aka. i df . i | o aka i of i1/ smal i bt/ 2 B ock 1
157.55.39. 225 [Uhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
83.34.235.1 Spai n 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
: . . . Unaut hori zed URL Access to
199. 115.117. 88 |Lhited Sates 147.237.0.19 |nadimatal .idf.il 147. 237. 0. 19/ r ecor di ngs/ t here/ i f i xes. css Bl ock 1
. . Uhaut hori zed URL Access to
109.64.86.82  |Israel 147.237.77.233|atal . i df . il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
74.91. 20. 195 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waw yun. ph/ B ock
83.247.85.194  |Nether| ands 147.237.77.234|hal ag. i df . il Unhaut hori zed URL Access to 147.237.77.234/ Bl ock
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ 1927- hel cogat . asp Bl ock 1
: . . Unaut hori zed URL Access to
208.115.111. 73 |Lnited Sates 147.237.77. 216 |dover.i df .i | voww i df i 1/ engl i s hi st ory/ yoav. st nd B ock 1
] . . Unknown Paraneter anp;catid in
128.238.182.61 |lhited Sates 147.237.72. 166 [aka. i df . i | vowv aka i of i 1/7i ghts/ aspli nf 0. asp None 1
74.91. 20. 197 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Waut hori zed URL Access on waw yun. ph/  |Bl ock 1
46.119. 127. 129 [Wkrai ne 147.237.77.74 |law i df.il PHP Att enpt Bl ock 1
103. 231. 241. 40 |Phili ppi nes 147.237.76.86 |navy.idf.il PHP At t enpt B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.231.43 [Uited Sates 147.237.77. 216 [dover. i df . il v i df i 1/ 1361- he/ dover . aspx B ock 1
. . Unaut hori zed Met hod HEAD for
210. 224. 185. 233|Japan 147.237.72. 166 [aka. i df . i | vow aka i f i |/ i /g yus/ f or s, aspx Bl ock 1
: . . Unaut hori zed URL Access to
40.77.167.28  |Wited Sates 147.237.77. 176 |nat pash. i df . i | voww cogat . i df .i |/ ar abi o/ pages/ def aul t . aspx Bl ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.i df .i | PHP At enpt B ock 1
Pal estinian Territory, . . D stributed Unaut hori zed LRL Access on
82. 205. 55. 247 Qecupi ed 147.237.77.216|dover. i df . i | 147. 237 77. 216/ Bl ock 1
46.119. 127. 129 |Wraine 147.237.77.74 |lawidf.il Unhaut hori zed LRL Access to wwu lawidf.il/xmrpc.php |B ock 1
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