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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11542
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 5
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 4
185.94.111.1 Russi an Federation 147.237.76. 42 refuah.idf.il B ock Udp Al Nets drop 1

185. 130. 5. 99 Li t huani a 147.237.76. 38 eeneitav.idf.i|lB ock Wdp All Nets drop 1

104. 238. 135. 152 Lhited Sates 147. 237.76. 42 refuah.idf.il [Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
66. 249. 66. 17 147.237.77.226|hited Sates |wun chanatz. aka idf.il [ET SCAN NVAP -sA (2) 2
2.53.191. 220 147. 237. 77. 233 |I srael atal .idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 2
DDos attack
76.181. 249. 213 |[147.237.76.39 |Uited Sates |nobile neitav.idf.il ET SCAN NVAP -sS w ndow 2048 1
76.181.249.213 |147.237.76.39 |[Whited Sates |nobile neitav.idf.il ET SCAN NVAP -f -sS 1
920.134. 34,86 |147. 237 0. 34 |Tai van Cikshuv.idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
162. 248. 100. 195|147. 237. 72. 167 |Lhited Sates |ishuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
115.182.17.13 |147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
104. 219. 238. 10 [147.237.77.216|thited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
98.119.105. 221 |147.237.77.234|whited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
94. 255. 224. 2 147. 237. 77. 226 |Sweden vwwn chanat z. aka. i df .i | |ET SCAN Potential SSH Scan 1
76.181.249. 213 |147.237.76.39 |Wited Sates [nwbile. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 154. 54. 169 |147.237.76. 42 |Fance refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
189. 219. 139. 119(147. 237.0.16  |Mexi co ny- kosher -kravi . i df.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
115.182.17.13 |147.237.77. 176 |Chi na mat pash. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
104. 219. 238. 10 [147.237.77.243|lnited Sates |nohile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98.126. 212. 154 [147.237.76. 148 |Wited Sates |gocenter.aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98.119.105. 221 |147.237.77.234|whited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature

Sreaning Engine: TCP Invalid

Inval id segnent retransnission.

66.249.78.146 |Lhited Sates  [147.237.72. 166 |aka.idf.i Ret r ansm ssi on Packet  dr opped. drop 114
179.234.121.83 |Bazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 48
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 27
85. 255.232. 219 |Wnited Kingdom|147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 23
64.216.107.11 |lhited Sates  [147.237.72.156 [anan.icf.il |Bad TCP sequence Szzée”a”sm't with different wndowl ooivor |21
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
207.241.231. 194|lhited Sates 147.237.72. 166 |aka.idf.il |drop SAMrul e drop 19
192.243.55.136 |lWhited Sates  [147.237.77.74 |lawidf.il [Bad TOP sequence mﬁsg ;ansmt wthdifferent | onitor |15
192.243.55.136 |Whited Sates  [147.237.77.74 [lawidf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 14
192.243.55.137 |Wited Sates  [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁsg‘ rea”smt wthdifferent | onitor |14
192.243.55.134 |Wited Sates  [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁsg reansmt wthdfferent | onitor |13
176.13.8.96 I srael 147.237.72. 166 |akaicr. i1 | @M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
192.243.55.136 |Lited Sates  [147.237.77.74 [lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
192.243.55.130 |Whited Sates  [147.237.77.74 |lawidf.il [Bad TOP sequence mﬁsg ;a”smt wthdifferent | onitor |10
192.243.55.137 |Whited Sates  [147.237.77.74 [lawidf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 10
198.58.103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
192.243.55.130 |thited Sates  [147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 10
120. 146. 153. 24 |Austraia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
99.50. 108,161 |Uited Sares  |147.237. 77, 216 |dover icr.i1 [ ' €M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dr opped.
212.40.139. 38 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
192.243.55.136 |lhited Sates  [147.237.77.74 [lawidf.il |Bad TCP sequence Inval i d ACK nunber alert 8
192.243.55. 130 |Whited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 8
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
192.243.55. 136 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 8
192.243.55.138 |Wited Sates  [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁsg reansmt wehdifferent | oonitor |7
192. 243.55.137 |wited Sates  [147.237.77.74 [lawidf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 7
192.243.55.130 [wnited Sates  [147.237.77.74 [lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
192.243.55.138 |thited Sates  [147.237.77.74 [lawidf.il [Bad TCP sequence noni t or 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
62. 128. 48. 46 | srael 147.237.76.86 |navy.idf.il |dr op Frst packet isn't SN drop 6
192. 243.55. 137 |Uited Sates 147.237.77.74 [lawidf.il |Bad TCP sequence Inval i d ACK nunber alert 6
192.243.55.134 [wnited Sates  [147.237.77.74 [lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
66.240. 66,184 |Uited Sates  |147.237.0.34 |tikshuv.icr.i| > €M NG ENgine: TP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
87.70.109. 197 [Israel 147.237.76.86 [navy.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 6
141. 8.132. 112 gs::;”ion 147.237.72. 166 |aka. i df .i | i; ?ZT;;? SESr;gcl):e: TP Invalid Lg‘é?(’;td dsreggggé_ retransmssi on. drop 6
62. 128. 48. 46 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
192.243.55.130 |thited Sates  [147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber alert 6
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
87.70.109.197 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 6
192.243.55.134 |thited Sates  [147.237.77.74 [lawidf.il [drop First packet isn't SN drop 6
40.77.167. 89 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
192.243.55.138 |[wited Sates  [147.237.77.74 [lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192.243.55.137 |tnited Sates  [147.237.77.74 [lawidf.il |drop First packet isn't SN drop 6
2.53.4.167 I'srael 147.237.72. 166 |akaicr. i1 |[2" @M NG Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192.243.55.134 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 5
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op drop 4
157.55. 39. 37 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
. . . Uhaut hori zed URL Access to
109. 253. 197. 155|l sr ael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 Bl ock 4
2.53.191. 220 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 102. 7. 233 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wanidf.il/error.htm  |B ock 2
79.180. 200. 179 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 197. 155]I srael 147.237.77.243|nobi [ e.i df . i | Mil ti pl e Unaut hori zed URL Access from 109. 253, 197. 155 B ock 2
66.249.78.160 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter KEY in ww aka.idf.il/ishurinmdcityofficers/ |None 1
: ] . Unaut hori zed URL Access to
208.115.111. 73 |wited Sates |147.237.72.166|aka.idf.il aka. i of . i 1/ portal nil ui mit enpl at es/ v behazdaa. org | | Bl ock 1
. . . Uhaut hori zed URL Access to
2.55.142.195  [Israel 147.237.76.30 |hinush.idf.il v tech. atal i df i |/ 994- 8587- he/ hi nush. aspxt B ock 1
m ny- kosher -kravi . id
74.91. 20. 195 Lhited Sates |147.237.0.17 f inly Unaut hori zed URL Access to waw yun. ph/ B ock 1
] . . D stributed Lhauthori zed URL Access on
184. 168. 200. 134|nited Sates [147.237.76.42 |refuah.idf.il refua. atal i df. i |/wor dpr ess/ vp- adni B ock 1
84.228.253.216 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/sip_storage/files/9 |B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx Bl ock 1
38.111.147.84 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waww idf.il/894-he Bl ock 1
. . D stributed ULhauthori zed URL Access on
217.115. 112. 107|Irel and 147.237.76.42 |refuah.idf.il refua.atalidf.il/test/ v adnin Bl ock 1
. . DO stributed Unaut hori zed URL Access on
119. 81.50. 222 |9 ngapore 147.237.76.42 |refuah.idf.il refua.atalidf.il/blog v adin/ B ock 1
77.237.138.202 |Czech Republic|147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 64. 75 I srael 147.237.76.200|ei tan. aka. i df .i | vuww el tan. aka i df i 1/t enpl at es/ nevs/ {"key" " B ock 1
184. 168. 200. 228|Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed UR. Access to refua. atal.idf.il/wp/ wp-admn/ B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
41.200. 247.222 |Ageria 147.237.77. 216 |dover.i df .i | Distributed Suspicious Response Code B ock
120. 146. 153. 24 |Australia 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock
. . Uhaut hori zed URL Access to
66.249. 65. 224  |Israel 147.237.77. 216 |dover. i df . il v i df i 1/ 1540- 13036- he/ dover . aspx t ar get = Bl ock 1
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ favi con. i co B ock 1
’ . . DO stributed Unaut hori zed URL Access on
98.143.112.201 |Lhited Sates [147.237.76.42 [refuah.idf.il refua.atalidf.il/ol d/vpadnir/ B ock 1
74.91.18. 44 Lhited Sates [147.237.0.19 |[nadimatal .idf.il D stributed Unauthorized URL Access on waw yun. ph/ B ock 1
41.200. 247. 222 |Ageria 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df .il/894-en/idf gdover.aspx |B ock 1
157.55.39. 142 |thited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |thauthorized UR Access to waw ny-kosher-kravi.idf.il/ B ock 1
84.94.114.184 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . D stributed Lhauthori zed URL Access on
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
191. 252. 46. 105 |Brazil 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ Bl ock 1
74.91.18. 44 Uhited Sates |147.237.76.200(ei tan. aka.idf.il Unaut hori zed URL Access to www yun. ph/ B ock 1
46.19. 86. 141 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13.21.180 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed UR. Access to wanidf.il/tenpl ates/article/nobile |B ock 1
84.228.253.216 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 84.228. 253. 216 B ock 1
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