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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

192. 243. 55. 137 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2573
128. 79. 204. 115 France 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2445
198. 58. 102. 96 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2327
212.34.11. 39 Jordan 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 553
109. 66. 83. 54 | srael 147.237.72. 166 aka.idf.il Bl ock Up Al _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
111. 3.108. 151 Chi na 147.237.76. 38 eeneitav.idf.i|lB ock Np Al _Net drop 1
192. 243. 55. 133 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249.78.146 |147.237.72.166|Wited Sates [aka.idf.il ET SCAN NVAP -sA (2) 2
174.37.194. 144 |147.237.76.196|Lhited Sates |e svivaidf.il ET SCAN NVAP -sA (2) 2
174. 37. 194. 144 |147.237.76. 196 [Lhited Sates |e.svivaidf.il ET SCAN NVAP -f -sS 1
187 160, 84. 208 1147 237 77. 72 | co Lawid il ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113. 59. 33. 61 147. 237. 76. 200 |Chi na eitan.aka idf.il [ET SCAN NVAP -sS wi ndow 4096 1
185. 130. 5. 99 147. 237. 76. 198 |Li t huani a e.yohalan.idf.il [ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 76. 147 |Li t huani a chinuch. aka.idf.il |[ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147.237.76.38 [China eeneitav.id.il [ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76. 30 |[Lithuani a hi nush. i of . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.8.50 |Lithuania etikshuv.idf.il |ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0.34 |Lithuania tikshuv.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 (147.237.76.196|Wited Sates [e.svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
187 160.84. 208 |147. 237 77. 234 | co bl ag, i df i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
162. 248. 100. 195|147. 237. 76. 196 [Lhited Sates |e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 99 147. 237. 77. 205 |Li t huani a prisha. idf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147. 237. 76. 200 |Chi na eitanakaidf.il |ET SCAN NVAP -sS wi ndow 3072 1
185. 130. 5. 99 147. 237. 76. 148 |Li thuani a gqcenter. aka.idf .i |ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147.237.76. 199 |Chi na e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76. 34 |Li thuani a yohal an. i df . il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 72. 167 [Li t huani a ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0.35 |Lithuania akavs. i df il ET SCAN Potential SSH Scan 1
176.119. 41. 178 |147.237.76. 177 |Pol and ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244|147. 237. 76. 196 |Lat vi a esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
174.37.194. 144 (147.237.76.196|Wnited Sates [e.svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
189, 219. 80. 202 |147. 237, 76. 34 |nsxi co yohal an.idf. i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force




04-23-2016-17:04:03 to 04-23-2016-18:04:03

|Top Attackers In FW |

Attacker Address

A tacker

Devi ce

Country

‘Target Addr ess ‘Ste

‘Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

66.249.78.146 |lLnited Sates  |147.237.72.166 |aka.idf.il S dro 120
Ret ransm ssi on Packet dropped. P
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
77.125.84.21  |israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence SN retransnit with different monitor |29
w ndow scal e
. . SYNPAK retransmit with different )
2.55.189. 136 I srael 147.237.77. 176 |matpash.idf.i1 |Bad TCP sequence i ndow scal e noni t or 29
148.163. 73. 112 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 25
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SMrule drop 24
. . . SYNretransmt wth different .
64.216.107.11 |lnited Sates  |147.237.72. 156 |anan.idf.i| Bad TCP sequence vi ndow scal e noni t or 19
Sreanming Engine: TGP Invalid i i ssi
109.65.8.229  |israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nvalid segnent retransmssi on. drop 18
Ret ransm ssi on Packet dropped.
37.26.148.140 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
207.241.231. 194|lnited Sates  |147.237.72. 166 |aka.idf.il drop SMrule drop 18
192.243.55.131 |Uhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 17
109. 65. 125. 199 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
192. 243.55. 137 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I nval i d ACK nunber noni t or 14
192.243.55.132 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 13
192.243.55.132 |lWited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence SINAX retransmt with different | oo |13
w ndow scal e
192.243.55.133 |Wited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence SINAXK retransmt with different | pior |12
w ndow scal e
Syrian Arab s . .
46. 213. 219. 229 Republ i ¢ 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
Sreanming Engine: TGP Invalid i i ssi
66.249. 66. 184 |Wnited Sates [147.237.0.34 [tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
192.243.55.131 |Uhited Sates  [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
2.55.189. 136 I srael 147.237.77. 176 |natpash.idf .il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
; . . SYNPAK retransmit with different .
192.243.55. 135 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 12
Sreaming Engine: TGP Invalid i i SSi
37.26.148.227 |israel 147. 237.77. 176 |nat pash. i df . i | 9 =g Invalid segent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Syrian Arab S .
46.213. 219. 229 Republ i ¢ 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber alert 12
102.243.55.137 |Whited Sates  [147.237.77.74 [lawidf.il  |Bad TCP sequence SNeAX retransmt with different | oo |12
w ndow scal e
192.243.55.133 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 11
192.243.55.135 |Uhited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
198.58.102.96 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
141. 0. 15. 157 Nor way 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
192.243.55.137 |Uhited Sates  [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243.55.131 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I nval i d ACK nunber alert 10
; . . SYNPAK retransmit with different .
192. 243.55. 129 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 10
192.243.55.132 |lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 10
192.243.55.132 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 9
} o SYNPAXK retransmit with different )
192.243.55.130 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 9
Sreanming Engine: TGP Invalid i i ssi
66.249.66.187 |Wnited Sates  |147.237.0.34 |[tikshuv.idf.il 9 =g I nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
} o SYNPAXK retransmit with different )
192.243.55.131 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 9
192. 243.55.132 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192.243.55.133 |lhited Sates  [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
102.243.55.138 |Whited Sates  [147.237.77.74 [lawidf.il  |Bad TCP sequence SINRAK retransmt with different |00 g
w ndow scal e
192. 243.55. 137 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 8
192.243.55. 137 [hited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber alert 8
84.94.114.184 |[Israel 147. 237.72. 166 |aka. i dof .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192.243.55.129 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 8
} o SYNPAXK retransmit with different )
192.243.55.134 |thited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 8
192.243.55. 131 |lLhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 8
192.243.55.130 |lhited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 8
192. 243.55. 137 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 8
109. 186. 63.53 |l srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192.243.55.130 |lhited Sates  [147.237.77.74 |lawidf.il drop First packet isn't SN drop 7
66. 102. 7. 233 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry [Target Address |Site dgnature Acti on ‘Count
176.13.5.91 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 54
. . Mil ti pl e Uhaut hori zed Method for Known URL from
46.121. 144. 142 |Israel 147.237.72. 166 [aka. i df . i | 46. 121, 144, 142 Bl ock 6
- . . Uhaut hori zed URL Access to
93.173.21.82 I srael 147.237.0.19 |nadimatal .idf.il nadi matal i df i |/ shar ed aj ax/ updat enakat Gaunt i ty. aspx B ock 4
109. 64. 172. 175 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
93.173.255.115 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
80. 246. 136. 124 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
185.32.179.75 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
Russi an . . Paraneter Type M ol ati on PageNumin
88.200.215.151 - 27 - 147.237.77. 216 [dover. i df . i | v i df i 1/ 1393- en/ dover . aspx B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.43 |lhited Sates 147.237.77. 216 |dover . i df . i | v i df i 1/ 1414- he/ dover . aspx Bl ock 1
) wwwv, chamat z. aka. i df )
169. 229.3.91 Lhited Sates 147.237.77. 226 i NULL Character in Mt hod Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover.i df . il PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
104.251.82.31 |wnited Sates  |147.237.77.216|dover.idf . il Wnauit hor i zed LRL Access to B ock 1
v i df . i | / shar ed/ user cont r ol s/ header upper /
Russi an . . ]
188. 227. 36. 36 erati on 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
66.249.78.199 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/giyus/ge Bl ock 1
157.55.39.216 |[hited Sates 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
: . . Uhaut hori zed URL Access to
40.77.167. 12 thited Sates 147.237.77. 176 @t pash. i df . i | vy cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . Unaut hori zed URL Access to
109. 186. 63.53  |Israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 1
Russi an . . Paraneter Type Mol ation SortOr in
88.200.215.151 - 27 - 147.237.77. 216 [dover. i df . i | v i df i 17 1393- en/ dover . aspx B ock 1
: ; ; Unaut hori zed URL Access to
68.180.231. 43 |[wnited Sates 147.237.77. 216 |dover.idf . il W i df i |/ news t e/ engl i Sh/ nai n. asp Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.i|/wp-1ogin. php B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
1. 65. 167. 196 Hong Kong 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
107. 150. 46.38 |Lhited Sates 147.237.76.39 |nobile.neitav.idf.il |Dstributed Uhauthorized URL Access on waw yun. ph/ B ock 1
188.227.36.36 |SSian 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed LR Access on B ock 1
Federation ww aka. i df . i | /wp-1ogi n. php
. . . Uhaut hori zed URL Access to
81. 95. 96. 160 Czech Republic |147.237.76.42 |refuah.idf.il refua. atal.idf i |/wor dpr ess/ vp- adhir Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.234  |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ rai n/ smal i nd showbi g. aspx Bl ock 1
159. 253. 0. 17 Net her | ands 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
. . Uhaut hori zed URL Access to
109. 253. 133. 149]I srael 147.237.76.86 |[navy.idf.il Wi navy. i df i | /tenpl at es/ general / nobi | e Bl ock 1
88. 200. 215. 151 RJSf;;ni on 147.237.77. 216 |dover.i df . il Paraneter Type Mol ation lang i n v i df.il/1393-en/ dover. aspx |Bl ock 1
178.27.135.54  |Ger many 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
72.29.127.13 Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua atal.idf.il/ol d/wp-admn/ B ock 1
131. 253.25. 252 |thited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwidf.il/error.htm B ock 1
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df.il /| ondi i foruni B ock 1
. . D stributed Uhauthorized URL Access on
1. 65. 167. 196 Hong Kong 147.237.72. 166 [aka. i df . i | v aka. i df i 1/vip-| ogi n. php Bl ock 1
212.227.119. 162|Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock
82. 166. 244. 220 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai n/ sachar / f aq. aspx Bl ock 1
160.220.3.91  |United Sates  |147.237.76.147|chi nuch. aka. i df il  [MitiPlelllegal Byte Gde Character in Mthod from B ock 1
169. 229. 3. 91
123. 231. 125. 140|Si Lanka 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
46. 213. 200. 208 zgﬁﬂ ﬁrab 147.237.77.216|dover.i df . il Distributed Abnormal |y Long Request B ock 1
178.27.135.54 |Ger many 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwy nag. i df.il/wp-1ogin. php B ock 1
. . Unaut hori zed URL Access to
77.125.84. 21 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ r eset . css Bl ock 1
149.50. 24.197 |israel 147.237.77. 216 |dover. i df . i | Distributed thaut horized LRL Access on B ock 1
vy i of i | /https: /wwidf.il/
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp;catld in v aka.idf.il/londindpniot/ |None 1
. . Uhaut hori zed URL Access to
5.29.179.244  [Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1517- hel at al . aspx Bl ock 1
. . . Unaut hori zed URL Access to
109. 65. 8. 229 I srael 147.237.76.200(ei tan. aka. i df.il v ei tan. aka i o i 1/t enpl at es/ opevent / opevent . i n. aspx Bl ock 1
84.111.188.178 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 241 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df i |/ 1043- ar/ cogat . aspx Bl ock 1
) wwv, chamat z. aka. i df )
169. 229.3.91 Lhited Sates 147.237.77. 226 i Illegal Byte Gode Character in Mthod B ock 1
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