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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
211. 202. 139. 239 Korea, Republic of 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

66.249.66. 18 [147.237.77.170|Wited Sates  |maarachot.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.102.9.101 |147.237.77.216|lhited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.66.17 |147.237.77.226|hited Sates  [wwn chanatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
87 70.32. 236 |147. 237. 77 233|151l atal idh il ET DCS Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
40.114.42.13 [147.237.76.176|lhited Sates  |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.99 |147.237.76.42 |Lithuania refuah.idf.il ET SCAN Potential SSH Scan 1
184. 80. 10. 136 |147.237.77.179|Wnited Sates |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
88.249. 106. 23 [147.237.8.46 |Turkey e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82.78. 38 147.237.8.14 [Netherl ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.45.137.76  |147.237.76.39 [Turkey nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
184. 80. 10. 136 |147.237.77.179|nited Sates |e. nazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
184.80. 10. 136 |147.237.77.179|hited Sates |e.nazi.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaning BEngine: TQP Invalid i i sSi
66.249.78.146 |lited Sates  |147.237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. g 45
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.110.38.218 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. g 39
Ret ransmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
207.241.231. 194|lhited Sates 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 19
178.52. 113. 211 z:)‘ug‘rifab 147. 237. 77. 216 |dover. i df . i Bad TCP sequence Inval i d ACK nuniber monitor |14
; . . SYNPAXK retransmt with different .
192.243.55.135 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 13
Sreaning Engine: TGP Invalid i i ssi
81.218.125. 133 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
37.154.37.235 |Turkey 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. . 12
Ret r ansni ssi on Packet dropped.
192.243.55.129 |Wited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different 1.0y o g
w ndow scal e
; . . SYNPAXK retransmt with different .
192.243.55.131 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 8
Sreaning Engine: TGP Invalid i i ssi
5.29.190.239  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, ) 8
Ret r ansni ssi on Packet dr opped.
; . . SYNPAXK retransmt with different .
192. 243.55.132 |lWhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 8
192.243.55.131 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |8
192.243.55. 132 |nited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
66.102.9.91 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
192.243.55. 135 |United Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 7
185. 120. 125. 114l srael 147.237.72. 166 |aka.i df i drop First packet isn't SWN drop 7
2.55.163. 58 I srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
213.8.204. 6 I srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINAK retransmt with different 1o 0o g
w ndow scal e
75.119.220. 105 |Lhited States 147.237.72. 166 |aka. i df i drop SAMrule drop
109. 64. 90. 68 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
192.243.55.131 |lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
79.180. 145. 227 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
94.230.86. 155  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
2.53.164. 25 I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
213.8.204.6 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192.243.55. 131 |Uited Sates 147.237.77.74 |[lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 171 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 5
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |5
46.19. 85. 171 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
; . . SYNFAK retransmt with different .
192. 243.55.133 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 5
192.243.55.133 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
192.243.55.132 |Uited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192.243.55. 131 |[lnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 4
46.121. 234.209 |Israel 147.237.72.166 |aka.i df .i | Bad TCP sequence nonitor |4
192.243.55. 132 |nited Sates 147.237.77. 74 |lawidf.il drop First packet isn't SWN drop 4
192. 243.55.133 |Lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 4
91. 200.12. 7 Lkr ai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
5.254.97.71 Rormani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
46.19.86.191  |israel 147.237.72. 166 |aka i f . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66. 249. 93. 249  |Europe 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.105.97  |israel 147.237.72. 166 |aka i f . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
192.243.55.135 |United Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
91.200.12.7 Wkr ai ne 147.237.77. 216 |dover.idf .i | drop SAMrule drop 3
5.22.130. 127 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber nonitor |3
5.102. 195. 51 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
2.53.33. 225 I srael 147. 237.72. 166 |aka i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64.212. 23 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Russi an . .. |Streaning Engine: TCP Invalid |invalid segnent retransnission.
93. 158. 152. 49 Federat i on 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret r ansni Ssi on Packet dr opped. drop 3
185. 32.179. 213 |l srael 147. 237. 72. 156 |aman. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
46. 121. 144. 142 |I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46.121. 144, 142 B ock 27
84.94.188.47 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwnrefua atal.idf.il/tenplates/|inks/ nobile B ock 6
5.254.97. 71 Rormani a 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access fromb5. 254.97. 71 B ock 3
5.254.97.71 Ronani a 147.237.77.216|dover. i df . il PHP At enpt Bl ock 3
87.70.115. 71 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.94.188.47 |lIsrael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut horized URL Access from 84. 94, 188. 47 B ock 3
5.254.97.71 Ronani a 147.237.77.216|dover. i df . il Unaut hori zed LRL Access to waw idf.il/ar/target. php Bl ock 2
109. 64. 172. 175 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
123.59.59.52  |China 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww maf engwo. cn/ 894- he/ cogat . aspx B ock 1
Unknown HTTP Request Met hod
169.229.3.91 |lhited Sates|147.237.77. 170 |maar achot . i df . i | |A#0[ [#30]]26S° aED <Ui 40¢+ EFL[ [ #3] ] ¥XF[ [ #28] ] 6ulolG <tE[ [#6]] A’ ) TG [B ock 1
7in R
169.229.3.91 |lhited Sates|147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in Header Nane B ock 1
169.229.3.91 |lhited Sates|147.237.0.34 |tikshuv.idf.il Abnormal |y Long Request net hod B ock 1
208.115.113. 82 |Lhited Sates[147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/sitel/story. aspx B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-10035-en B ock 1
74.91.20.194 [lhited Sates|147.237.77.234|hal ag. i df .i | Unaut hori zed URL Access to www yun. ph/ B ock 1
169.229.3.91 |lhited Sates|147.237.77. 170 |n@ar achot . i df . i | [Abnormal Iy Long Request met hod B ock 1
14.202.185.28 |Austraia 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
169.229.3.91 |thited Sates|147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Code Character in Header Nane from 169. 229. 3. 91 B ock 1
130. 185. 155. 10 [Sweden 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
85. 64.29. 95 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for waw aka. i df . il /mai n/ gi yus/ general . aspx B ock 1
169.229.3.91 [Uhited Sates|147.237.77. 234 |hal ag. i df .i | Abnormal |y Long Request net hod B ock 1
169.229.3.91 |lhited Sates|147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
54.204. 244. 134 |Lhited Sates|147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df . il/shared/ usercontrol s/ header upper/ B ock 1
169.229.3.91 |lLhited Sates|147.237.0.34 |tikshuv.idf.il Illegal Byte Gode Character in URL B ock 1
216. 218. 206. 68 |Lhited Sates [147. 237. 72. 167 |[i shuri m aka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
107.150. 46. 34 |lhited Sates|147.237.77. 176 |nat pash. i df . i | D stributed Uaut hori zed URL Access on ww yun. ph/ Bl ock 1
79.179.24.51 |Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman. idf.il/ B ock 1
169.229.3.91 |lhited Sates|147.237.77. 170 [naarachot . i df.il |II1egal Byte Gde Character in Header Nane B ock 1
37.26.149. 147 |l srael 147.237.77.216|dover. i df .i | SSL Lhtraceabl e Gonnection - Protocol violation (SSL_GONN QLIENT HALLQ  [None 1
169.229.3.91 |lthited Sates|147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229. 3. 91 B ock 1
130. 185. 155. 10 [Sweden 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on waw aka. i df . il/wp-1ogin. php B ock 1
Ill1egal Byte Gode Character in Mthod
169.229.3.91 [Lhited Sates|147.237.77. 234 |hal ag. i df .i | Aox o0& YI A [#16]]2: [[#1]] 8G/i %[ #22] 1 Zn[ [ #4]] €l i xn[ Kk " y+p< ?A>ERpOE0>. [ |Bl ock 1
[#27] ] u-8P} z_.~#012°OYej
87.70.105.97 |Israel 147.237.72. 166 |aka. i df . i | :)'u'r igzj/ i Bﬂﬁgigﬁ‘:}ig;:ggegbggkﬁf/ i 1/ kapat 2/ /1 es012 Bl ock 1
169.229.3.91 |lhited Sates|147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 B ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
169.229.3.91 |lhited Sates|147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229. 3. 91 B ock 1
107. 150. 46. 38 |Lnited Sates|147.237.77.19 |lawforumidf.il [Wauthorized URL Access to www yun. ph/ B ock 1
79.179.24.51  |[Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wan idf.il/https:/wwnidf.il/ B ock 1
Illegal Byte (ode Character in Mt hod
169.229.3.91 |Lhited Sates|147.237.77. 170 [n@ar achot . i df . i | |A#0[ [#30]]26S°aED <Ui 40¢« EFL[ [ #3] ] ¥XF[ [ #28] ] 6uAoUG <tE[[#6]] A’ ) TG |B ock 1
7
169.229.3.91 |lthited Sates|147.237.76.30 |hi nush.idf.il Miltiple Malformed LRL from 169. 229. 3. 91 B ock 1
46.4.22.136 Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wa aka. i df . il/brothers/ skira/ defaul t. asp B ock 1
130. 185. 155. 74 |Sweden 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
Unknown HTTP Request Met hod
169.229.3.91 |lhited Sates|147.237.77.234 |hal ag.idf.il ApX 68 YI A [#16]]2: [[#1]] 8Gi %[ #22] 1 Zn[ [ #4]] €l i xn[ k " y+p< ?A>ERpOE0>. [ |H ock 1
[#27]] u-8P}z_.~#012°Orsj in URL
169.229.3.91 |lhited Sates|147.237.76.42 |refuah.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
66. 249. 65. 224 |l srael 147.237.77. 216 dover . i df . i1 muitcl}?rillzlitnﬁtggfgiiésluser cont r ol s/ header upper / B ock !
Unknown HTTP Request Met hod
169.229.3.91 |lhited Sates|147.237.0.34 |tikshuv.idf.il ?Q, G/EX @ ARASG?[ [ [ #16] ] nTY 6Y+p[ [ #4] ] EZA " ~TqA SUA[ [ #2] ] A/- A+524& |B ock 1
qE>AR[ [#14]]12S in LR
169.229.3.91 |lhited Sates|147.237.77. 170 |mmar achot . i df .i| |Mal formed LR B ock 1
169.229.3.91 |lhited Sates|147.237.76.30 |hi nush.idf.il Mil ti pl e Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock 1
46.117.17.41  |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46.117.17. 41 B ock 1
130. 185. 155. 74 |Sweden 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to www tikshuv.idf.il/wp-1ogin. php B ock 1
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