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Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 608
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
109. 64. 150. 58 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
91.121.79. 95 France 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 1
183. 60. 48. 25 Chi na 147.237. 76. 199 e.nakchal .idf.il |JLM Under Attack _Con_Tcp drop 1
64. 246. 165. 50 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
104. 238. 135. 152 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Np Al_Net drop 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush. i df . i | B ock Np Al Net drop 1
71.6.167. 142 Lhited Sates 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1
79.133.126.218 Russi an Federation 147.237.72. 166 aka.idf.il | D- QpenSSL- Hear t beat - ex1 dest - r eset 1
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| Target Address

Attacker Address

Attacker Qountry

Ste
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66. 249. 66. 12 147.237.77. 170 Lhited Sates naar achot . i of . i | ET SCAN NVAP -sA (2) 766
66. 249. 66. 17 147.237.77. 226 Lhited Sates v chanat z. aka. i df . i | ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
185. 130. 5. 86 147. 237.76. 39 Li t huani a nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
115. 182. 21. 40 147.237.76. 34 Chi na yohal an.i df .i| ET SCAN Potential SSH Scan 1
115. 182. 21. 40 147.237.0.19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
13. 94. 233. 163 147. 237.76. 201 Lhited Sates e.atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
13. 94. 233. 163 147.237.76. 34 Lhited Sates yohal an.i df .i| ET SCAN NVAP -sS wi ndow 4096 1
115. 182. 21. 40 147. 237.76. 196 Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
115. 182. 21. 40 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
115. 182. 21. 40 147.237.0. 16 Chi na ny- kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
13. 94. 233. 163 147. 237.76. 201 Lhited Sates eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.94. 233. 163 147. 237.76. 34 Lhited Sates yohal an. i df.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i SSi
66.249.78.146 |lnited Sates [147.237.72. 166 |aka.idf.il 9 =g Inval i d segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
176.13.14.81  [Israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence Sretransmt wth i fferent monitor |22
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13.22.180 |Israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansnm ssi on Packet dropped.
207.241.231. 194|Wnited Sates [147.237.72. 166 |aka.idf.il drop SAMrul e drop 18
85.130. 174. 100 |l srael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 14
139. 162. 216. 112|Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
79.177.211. 247 |Israel 147.237.72. 167 |ishurimaka. i df.i Il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 10
79.177.211. 247 |israel 147. 237. 72. 167 |i shuri maka. i of . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
79.177.211. 247 | srael 147.237.72.167 |ishurimaka.i df .i |[Bad TCP sequence SINAQC retransmt with different | onivor |10
w ndow scal e
85. 130. 174. 100 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
85.130. 174. 100 |Israel 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 9
41. 68. 162. 58 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
78.166.22.184 |Turkey 147.237.72. 166 |aka. i df .il drop SAMrul e drop 7
176.13.22.180 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
37. 46. 41. 200 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
77.125.85.37  |israel 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
109. 64. 90. 68 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
212.143.142.56 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop
85. 130. 174. 100 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
64.246.165.50 |Uited Sates |147.237.77. 216 |dover.idf i Header Rej ection :‘Zg‘gz;tre‘ ection pattern found in —f oivor s
5.102.195. 107 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
2.55.184. 11 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 66.184 |Uited Sates |147.237.0.34  |tikshuv.idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.29.65 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.11.246  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.47.216 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.102. 174 |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.121 |Wited Sates |147.237.76. 147 |chinuch. aka i df i 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
185. 32. 179. 213 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi
37.26.146.198 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.53.129.212  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
77.126.82.2 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
149.78.24.218 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19.85.168  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 64. 141. 104 |1 srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.53.151.155  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
79.183.53.230 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
77.126.100.73 |Israel 147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
66.249. 93. 180  |Eur ope 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84.228.254. 175 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
176.13.22.180 |israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85.130. 174. 100 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
94.77. 196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 101 I sr ael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
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At t acker .
Attacker Address count ry ‘Target Address |Ste Signature
79.177.211. 247 |Israel 147.237. 77. 216 |dover. i of .i | Bad TCP sequence SINCAGK retransmt with different | ooor |2
w ndow scal e
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176. 228. 40. 169 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 158
5.29.193. 128 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 126
80. 246. 136. 126 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 21
46.121.144. 142 |Israel 147.237.72. 166 |aka. i df . i | Z'EII tlizpl'.elﬁaﬂgori zed Method for Known LRL from B ock 7
46.117.17. 41 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from46.117.17.41 |B ock 6
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Ml tiple Unauthorized URL Access from 208.115. 113. 88 B ock 5
91.135.111. 75 [Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod Bl ock 4
176.13.21.2 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 174 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
46.19. 86. 30 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on www i df.il/error. htm B ock 2
24.73.232.58 Lhited Sates |[147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
77.125. 85. 37 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gius B ock 2
91.135.111.85 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
169. 229. 3. 91 Lhited Sates [147.237.76.86 |navy.idf.il I1l1egal Byte Gode Character in Mthod B ock 1
104. 131. 147. 112|Uhited Sates |147.237.77.216|dover.idf .il Lhaut hori zed LRL Access to waw i df.il/navy/ B ock 1
74.91.18. 45 Uited Sates |[147.237.77.74 |lawidf.il D stributed Waut horized URL Access on waw yun. ph/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.216|dover.idf.il Mal formed URL ocbba? Bl ock 1
151. 65.139. 173 |italy 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
176.13.14.81  [Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?_ljtzgs_r;;égsﬂn:;:;sssh;oe &bl et 1. gi Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.200|ei tan. aka.idf.il Mil tiple Abnormal |y Long Request from 169.229. 3. 91 B ock 1
17.142.156.109 |lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df.il/appl e-app-site-associ ation |B ock 1
105. 184. 221.56 |South Africa [147.237.77.74 |lawidf.il PHP Att enpt B ock 1
208.115.113.88 |Lhited Sates [147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to navy.idf.il/edi myonman/ yonan. asp B ock 1
74.91. 18. 46 Lhited Sates |147.237.77. 170 |naar achot . i df . i | D stributed Unauthorized URL Access on ww yun. ph/ B ock 1
169. 229. 3. 91 Uited Sates [147.237.77.216|dover.idf.il Mil tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
151. 65.139. 173 |italy 147.237.72. 166 [aka. i df . i | Unhaut hori zed LRL Access to waw aka. i df.il/wp-1ogin. php Bl ock 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ﬂ?‘ljtzg‘;r.ngdlﬁ?mpfsf;syhg / news. aspx Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.76.200|eitan. aka.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |B ock 1
105. 184.221. 56 |South Africa |[147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/wp-1ogin. php Bl ock 1
46.117.17. 41 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df. i |/ mai n/ sachar/ B ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.216|dover.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |B ock 1
157.55.39. 142 |wited Sates [147.237.0.16 Irle kosher-kravi..idf. m ,rT;,b Eﬁ,fﬁeﬁ"fr”;v'?riidzf? |5Fraz_ab€,f?fit o B ock 1
91.135.111.75 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to vww nakhal .idf.il/sip_storagelfiles/ B ock 1
66.249. 78.246 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?”tzg?r;zefe'eﬁl gfsctejfa;; {11 es/ 91 71670, pdf B ock 1
169. 229. 3. 91 Uited Sates |[147.237.76.200|eitan. aka.idf.il Mitiple Illegal Byte Gode Character in URL from169.229. 3. 91 B ock
40.77.167. 32 Lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/... B ock
107.150.32.59 |Uhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www yun. ph/ B ock 1
79.176.1.120 | srael 147.237.72. 166 |aka. i df . i | m“;:giidzfcij I';’en;?ﬂfsgfgjﬁgm_ aspx B ock 1
169.229.3.91  |United Sates |147.237.77.216|dover.idf.il u&ngmbfp Request Method eB”a¥gSmeM/[[#26]J[[#23]] In g o 1
157.55.39.215 |Uhited Sates [147.237.0.34 [tikshuv.idf.il Vuw:;‘fiﬁrh' U\Z/eld de.j?f /i(i:fz/sjn;ecl)ec bl 6. a5px Bl ock 1
185.3.144.33  [Israel 147.237.76.42 |refuah.idf.il ﬂ?’tzg‘;r.'fgd‘lﬁpsfzfz . o econposed. png Bl ock 1
69.197.185.21 |lhited Sates [147.237.72.167]i shurimaka.idf.il Unaut hori zed URL Access to waw yun. ph/ B ock

169. 229. 3. 91 Lhited Sates |[147.237.76.200|eitan. aka.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock
128.238.182. 61 |Uhited Sates |147.237.72. 166 |aka. i df . il mn;’km:iZfaff‘rf:ieéhtzr/ma;s;ﬁ;fdoliazp None 1
79.180. 145. 227 |[israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |Bl ock 1
66.249.65.223  [Israel 147. 237.77. 216 |dover . i df . i | D e e e el adover . aspx Bl ock 1
173.252.90. 120 |Uhited Sates [147.237.77.233|atal .idf.il tnaut hori zed UR. Access to Bl ock 1

147.237.77. 233/ si p_st orage/ fi | es/ 9/ si ze220x0/ 2019. j pg
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