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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5674
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1544
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 524
149. 50. 15. 99 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
1.234.27.16 Korea, Republic of 147.237.76. 197 e. hinush.idf.il JLM Under Attack Con_Tcp drop 2
185.94. 111. 1 Russi an Federati on 147.237. 76. 34 yohal an.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.76. 147 chinuch. aka.idf.il |Block Np Al Net drop 1
188. 138. 17. 205 France 147.237. 76. 147 chinuch. aka.idf.il |Bl ock_Udp All Nets drop 1
104. 238. 135. 152 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bock Np Al Net drop 1
183. 60. 48. 25 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack Con_ Tcp drop 1




04-23-2016-14:04:03 to 04-23-2016-15:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount
177.185. 194, 92 Brazil 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il 8262: HITP. Soworis DoS Tool B ock 3




04-23-2016-14:04:03 to 04-23-2016-15:04:03

|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
177.185. 194. 92 |147. 237. 77. 233 |Brazi | atal.idf.il SQ Injection - Select From 12
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
37.26.148.175 [147.237.0.19 |Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
66.249.78.97 [147.237.77.170|Uhited Sates [mmarachot.idf.il ET SCAN NVAP -sA (2) 2
174.37.194. 144 |147.237. 76. 199 |Wnited Sates |e. nakchal .idf. il ET SCAN NVAP -sA (2) 2
66.249.66.17 |147.237.77.226|lhited Sates |wun chamatz. aka idf.il |ET SCAN NVAP -sA (2) 2
198.20.69.98 [147.237.76.34 [lnited Sates |yohalan.idf.il ET DRCP Bshiel d B ock Listed Source 1
23.125.172.41 [147.237.77.170|Wnited Sates [maarachot.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.178.142 |147.237.8.14 |thited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
174.37.194. 144 |147.237.77.61 |lhited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
1.234.27.16  |147.237.76. 42 Efrea REpUDITC | ot i i i ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.77.61 |lhited Sates |e.cogat.idf.il ET SCAN NVAP -f -sS 1
1.234.27.16  |147.237.76.30 gfrea Republ i C 14 ush i i i ET SCAN Potential SSH Scan 1
174. 37. 194. 144 |147. 237. 76. 199 |Lhited Sates |e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249. 64. 253 |147.237.72. 166 |thited Sates |aka idf.il . . - 1
deni al of service attenpt
23.125.172.41 |147.237.77.170|Wnited Sates |maarachot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
13.92.178. 142 [147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
_ L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
174.37.194. 144 |147. 237.77. 61 |lhited Sates |e.cogat.idf.il ) . - 1
deni al of service attenpt
13.92.178.142 |147.237.8.14 |Lhited Sates |e.orchot.idf.il ET SCAN NVAP -f -sS 1
174.37.194. 144 |147.237.77. 61 |lhited Sates |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
1.234.27.16  |147.237.76.39 Okfrea' Republic | ile meitav.idr.il  |ET SCAN Potential SSH Scan 1
174.37. 194. 144 |147. 237.76. 199 |Lhited Sates |e. nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
1.234.27.16  |147.237.0.33 Okfrea Republic f; o ET SCAN Potential SSH Scan 1
104.219. 234.3 [147.237.0.34 |thited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1




04-23-2016-14:04:03 to 04-23-2016-15:04:03

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1349
Sreamng Engine: TCP Invalid i i ssi
46.117. 175. 245 i srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 76
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.120.39.155 |Israel 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 48
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
176.13.13.218 [ srael 147.237.77. 234 |hal ag.i of . Bad TCP sequence SiNretransmt wih different monitor |20
T ) o ag.1ar- q w ndow scal e
; . . SYNtAXK retransmt with .
192.243.55.136 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence di fferent i ndow scal nonitor |18
207.241. 231. 194|thited Sates 147.237.72. 166 |aka. i of . i | drop SAMrule drop 18
192. 243.55.130 |Uited Sates 147.237.77.74 |lawidf.il Bad TCP sequence SINFAK retransnit with moni tor |18
di fferent w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
66.249. 78. 146 |Lhited Sates 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 18
Ret ransmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
46.43.73. 91 ga:lcis;i':éa” Territoy. 147 237. 77. 216 |dover. i df . i1 drop First packet isn't SN drop 13
Sreamng Engine: TCP Invalid i i ssi
31.154.171.28  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
197. 45.132. 217 |Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 11
Sreaning BEngine: TCP Invalid i i ssi
84.111.70.10  |israel 147.237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. . 10
Ret r ansmi ssi on Packet dropped.
85.75.79. 141 G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
102.243.55.138 [Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence SYNWACK retransmt with monitor |10
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
130.193.37.16 |Russi an Federation 147.237.0.34  |tikshuv.idf.il g .g Inval i d segnent retransission drop 9
Ret r ansmi ssi on Packet dr opped.
102.243.55.134 [Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence SYNWACK retransmt with monitor |9
di fferent w ndow scal e
: e SYNWACK retransmt with .
192. 243.55. 137 |lhited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence different vi ndow scal e monitor |9
192.243.55.136 |United Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |9
41.232.105.12 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
192.243.55. 136 |lLhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 8
66.87.116. 141 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
192.243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |8
192. 243.55. 136 |Uited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
; . . SYNtAXK retransmt with .
192.243.55.129 |United Sates 147.237.77.74 |lawidf.il Bad TCP sequence di fferent i ndow scal monitor |7
192.243.55.129 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |7
62.90.122.239 |[Israel 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |alert 6
192. 243.55. 129 |[hited Sates 147.237.77. 74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
192.243.55.130 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |6
192. 243.55. 134 |[lhited Sates 147.237.77. 74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 6
62.90.122.239 |Israel 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 6
192.243.55. 136 |Lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence monitor |6
192. 243.55. 130 |[lhited Sates 147.237.77. 74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 6
Sreaning Engine: TGP Invalid i i ssi
109.64.96.31  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
. . SYNtAXK retransmt with .
62.90.122.239 |lIsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent i ndow scal noni t or 6
192.243.55.136 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
: e SYNWACK retransmt with .
192, 243.55. 133 |Lhited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence different vi ndow scal e monitor |5
85. 250. 129. 171 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 85. 174 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or
177.231.218.59 |Mexi co 147.237.76.196|e.sviva.idf.il  |Geo- | ocati on enf or cement Geo-Iocati on i nbound drop 4
enf or cenent
192. 243.55. 137 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
2.53.11.89 I srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
177.231.218.59 |Mexi co 147.237.76.202|e.halag.idf.il  |Geo-| ocation enf or cement Geo-| ocati on i nbound drop 4
enf or cenent
177.231.218.59 [Mexi co 147.237.76.197 |e.himsh.idf.il [Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 4
enf or cenent
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.175 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 70
. . . Uhaut hori zed URL Access to
213.8.204. 21 I srael 147.237.77.243|nobi | e. i df . i | nobi | e.i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 6
. . Mil tiple Whaut horized Method for Known URL from
185.27.106. 60 |lsrael 147.237.72. 166 |aka. i df . i | 185. 27 106. 60 B ock 4
. . Mul ti pl e Uhaut hori zed Method for Known URL from
46.121. 144. 142 |l srael 147.237.72. 166 |aka. i df . i | 46. 121 144, 142 Bl ock 3
109. 253. 224. 64 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
84.111. 28. 99 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock
. . . Uhaut hori zed URL Access to
109.65.12. 62 | sr ael 147.237.77.243|nobi | e. i df . i1 nobi | e.idf.il/categorytenplates/listchil ddocunent s/ 1152 B ock 2
109. 253. 227. 206 |1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
192.243.55.129 |lhited Sates [147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww | aw i df . il/228-hel faq. aspx B ock
ny- kosher -kravi . i df [unhaut hori zed LRL Access to
66.249.78. 20 | srael 147.237.0.16 il v ny- kosher -kravi . i df . i|/shared/clientscripts/mobile.js Bl ock 1
169. 229. 3. 91 LUhited Sates |147.237.72. 166 |aka. i df.i | Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock 1
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il Mal formed URL _ atuvc=1 B ock 1
109. 253, 141. 150|i srael 147.237.77. 216 |dover . i df . i | tnauthor i zed UR. Access to . B ock 1
waw i df . i |/t enpl at es/ honepage/ nobi | e
66.249.93.170 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock
. . Uhaut hori zed URL Access to
176.13.13.218 [Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.0.19 [nadimatal .idf.il Illegal Byte Qode Character in Mthod B ock
91.135.111.85 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
208.115.113.82 |lhited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/main/giyus/general . aspx |B ock 1
-kosher - kravi . i df i
66.249.78.27  |Israel 147.237.0.16 |V Lhaut hori zed LRL Access to . B ock 1
il vy ny- kosher -kravi .idf.il/styl e/ 1. he/ grid.css
169. 229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method bsbt; in URL _ atuvc=1 B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 64. 253 |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
177.231.218.59 |Mexico 147. 237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
! . . Illegal Byte Qode Character in LRL [[#19]] Gy "-w [#1]].
169.229. 3. 91 Lhited Sates [147.237.72.166|aka. i df .il [[420]][[#16]][[#26]] 21 U B ock 1
38.111.147.84 |Wited Sates 147.237.77.216 |dover. i df . i | Dstributed Unaut hori zed URL Access on waw i df . il/894-he Bl ock 1
107.150. 46.38 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il |Uauthorized URL Access to wamw yun. ph/ B ock 1
. . Uhaut hori zed URL Access to waw atal .idf.il/900-he/ AmLN AN
66.249.78.79  [Israel 147.237.77.233|atal .idf .il aspx. NPOOASNI N Bl ock 1
169.229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |[B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 253. 224. 87 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
85.64.2.183 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
66.249.65. 224 | sr ael 147.237.77. 216 dover . i df . i1 wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ B ock !
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Ml formed LRL [[#19]] Gy "-wW [#1] ][ [#20]1[[#16] ] [[#26]]12] ¢U B ock 1
46. 19. 85. 230 I 'srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request request version Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai n/ snal i i snal | m aspx B ock 1
46.121. 144. 142 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.il/giyus B ock 1
169. 229. 3. 91 Lhited Sates  [147.237.77.19 [lawforumidf.il Illegal Byte Qde Character in Method B ock 1
89. 105. 158. 229 RJF SIS::Inion 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in wwtikshuv.idf.il/sitelstory.aspx |B ock 1
- kosher - kravi . i df i
66.249.78.13  |israel 147.237.0.16 | Y Unauit hori zed LR Access to B ock 1
il v ny- kosher -kravi . idf .il/robots. txt
. . Unaut hori zed Met hod HEAD f or
185.27.106.60 |lsrael 147.237.72. 166 |aka. i df . i | voww aka, i o i |/ @i 1V gi yus/ | ogi n. aspx Bl ock 1
169.229. 3. 91 Lhited Sates [147.237.72.166|aka. i df .i | Mil tipl e Abnormal |y Long Request from 169.229.3.91 B ock 1
46.19. 85. 230 I srael 147.237.76.42 |refuah.idf.il I11egal HTTP Version __at uvs=571b569f 97d0ddc9000 B ock 1
109. 65.86.60 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i1 |PStributed thauthorized URL Access on B ock 1
waw chi nuch. aka. i df .i1/404. ht m
. . Uhaut hori zed URL Access to
66.249.78.246 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
-kosher - kravi . i df i
66.249. 64. 185 | srael 147.237.0.16 | Y Uhaut hori zed LR Access to B ock 1
il wan ny- kosher - kravi . i df . i |/ webresour ce. axd
169. 229. 3. 91 Lhited Sates  [147.237.77.19 (lawforumidf.il NULL Character in Mt hod B ock 1
- . Paraneter Read Gily Molation in
5.28.172.123 | st ael 147.237.72. 166 [aka. i df . i1 wawe aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx None 1
169.229. 3. 91 Lhited Sates [147.237.0.19 |nadimatal .idf.il Abnormal |y Long Request net hod B ock 1
91.135.111.85 [Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from9l.135. 111. 85 B ock 1
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