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|Top Attackers | n DDoS- Def ence |

04-23-2016-13:04:00 to 04-23-2016-14:04:00

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7218
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2088
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 532
104. 148. 71. 133 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |block-sp-trafl forward 6
101. 100. 136. 81 New Zeal and 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 2
104. 148. 71. 133 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
61. 145. 16. 15 Chi na 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets dr op 1
104. 148. 71. 133 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
185.94.111.1 Russi an Federation 147.237. 76. 44 e.refuah.idf.il Bl ock Udp All Nets drop 1
104. 238. 135. 152 Lhited Sates 147.237.76. 148 gocenter.aka. idf.il |Bock Np Al Net drop 1
188. 138. 17. 205 France 147. 237. 76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 1




04-23-2016-13:04:00 to 04-23-2016-14:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Count
82. 165. 24. 123 Ger many 147.237.72.166  |aka.idf.i| [6134 HITP SQ Injection Variabl e Decl aration Evasion B ock 8
82.165. 24. 123 Ger many 147.237.72.166  |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 4

70. 68. 224. 173 Canada 147.237.77.233 atal .idf.il|5670: HTTP. SQ Injection (SELECT) B ock 4




04-23-2016-13:04:00 to 04-23-2016-14:04:00

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

82.165. 24. 123 |147.237. 72. 166 |Ger many aka. idf.il A Injection - Select From 14
70. 68. 224, 173 |147.237. 77. 233 |Canada atal.idf.il SQ Injection - Select Fom 4
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TCP DO stributed Portscan 2
62.98.65.170 |147.237.77.216]Italy dover.idf.il Xenu Link Seuth User Agent 2
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
174.37.194. 144 |147.237.8.46  |Wited Sates |e. chinuch.idf.il ET SCAN NVAP -sA (2) 2
189, 218. 207. 94 |147. 237 76.34 |Mexi co yohal an.i o1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
13.92.84. 22 147.237.76. 148 |hited Sates |gqcenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 232.98. 38 [147.237.76.34 |lnited Sates |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
1.234.27.16  |147.237.76.31 Okfrea' Republ i C |, chal i of i ET SCAN Potential SSH Scan 1
187 161.32. 76 |147. 237 72. 14 |mexi co dover i df i1 (ol ) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.93.96 |147.237.0.35 |Netherlands akavs. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
183.60. 48.25  |147. 237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60.48.25 |147.237.76.31 |China nakchal . i df il ET SCAN Potential WVNC Scan 5900- 5920 1
80. 82. 78. 38 147.237.8.24 |Netherl ands elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
174.37.194. 144 |147. 237. 76. 177 |Uited Sates |ncore.idf.il SERVER APACFE Apache med_ssl non-SSL connection to S8 port |
deni al of service attenpt
174. 37. 194. 144 (147.237.76. 177 |United Sates |ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
58. 218. 204. 211 |147. 237. 76. 197 |Chi na e himush.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.8.46 |Uhited Sates |e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 2048 1
195. 154. 54. 169 [147. 237. 76. 201 |France e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 211 |147.237.76. 31 |Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.8.46 |lhited Sates |e. chinuch.idf.il ET SCAN NVAP -f -sS 1
13.92.84.22 147.237.76. 148 |lhited Sates |gocenter.aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 232.98. 38 |147.237.76.34 |lhited Sates |yohal an.idf.il ET SCAN NMAP -sS wi ndow 4096 1
187 161.32. 76 |147. 237, 72. 156 Ivexi co i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
1.234.27.16  |147.237.76.34 Okfrea' RepUDI T C i an, i of i ET SCAN Potential SSH Scan 1
98. 126. 212. 154 [147.237.8.46 |Wnited Sates [e chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
1.234.27.16  |147.237.0.17 Okfrea' RepubliC | kosher-kravi.idf.i1 |ET SCAN Potential SSH Scan 1
187.40.29.25  [147.237.72. 166 |Brazil aka.idf.il Tehila - Perl LW wth fake user agent 1
93.174.93.96 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il  |[ET SCAN Potential VNC Scan 5900- 5920 1
183.60.48.25 [147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80. 82. 78. 38 147. 237. 77. 227 |Net her | ands e. hamaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
180.106.36.37 |147. 237 0.34 |cni na Cikshuv.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
174. 37.194. 144 (147. 237.76. 177 |Whited Sates |[ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
58. 218. 204. 211 |147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
174. 37. 194. 144 (147.237.76. 177 |Uited Sates |ncore.idf.il ET SCAN NVAP -f -sS 1
208. 80. 155. 214 |147. 237.77. 216 |Whited Sates |dover.idf.il Tehila - Perl LW with fake user agent 1
58. 218. 204. 211 [147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
195. 154. 54. 169 [147.237.0.35 |France akaws. i df i ET SCAN NMAP -sS wi ndow 1024 1
40.114.42.13 |147.237.76.86 |lhited Sates |navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1




04-23-2016-13:04:00 to 04-23-2016-14:04:00

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address ‘Ste ‘Signature Action ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2318
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 28
87.70.52.243  |israel 147.237.72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
109. 253. 203. 2131 sr ael 147.237.0.34  |tikshu ir. i [ 7 €AM NG Engine: TP Invalid Inval i d segrent retransmssi on. drop 24
Ret r ansni ssi on Packet dropped.
192.243.55.135 |lhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgfnsm wthdifferent | onitor |20
207.241.231. 194|Uited Qates [147.237.72.166|akaidf.il  |drop SMrul e drop 18
192.243.55.133 |Uhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgfmm wthdfferent I oitor |18
192.243.55.129 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;ansm wehdifferent  Jopnitor |14
192, 243.55. 135 |Uited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
84.110.38.218 |Israel 147, 237. 76. 200 |ei tan. aka i o | | S N9 Engi ne: TP Invalid Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
192.243.55.129 |Wnited Sates |147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
192.243.55.135 |Wnited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
192.243.55.133 |Uhited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence Inval i d ACK nunber monitor |12
192.243.55.133 |Wnited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
37.26.146.134 |lsrael 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SYN drop 10
192.243.55.132 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;ansm wehdifferent  Jopnitor |10
192.243.55.134 |Uhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgfmm wthdifferent I onitor |10
192.243.55.138 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;ansm wehdifferent  Jopnitor |10
46.19.85. 14 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
192.243.55.129 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence Inval i d ACK nunber monitor |9
46.19. 85. 201 I srael 147.237.77. 176 |matpash.idf .il [Bad TCP sequence Invalid AGK nunber noni t or 9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
192. 243.55.137 |UWited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence nonitor |8
192.243.55.138 |Uhited Sates |147.237.77.74 [lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192.243.55. 137 |Whited Sates |147.237.77.74 |(lawidf.il drop First packet isn't SYN drop 8
192.243.55.130 |lhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁ;:;ansm wthdifferent | onitor |7
192.243.55.135 [Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 7
192.243.55.137 |Wnited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
188. 120. 154. 48 |l srael 147.237.77.233|ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
84.228.52.126 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
192.243.55. 137 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 64. 189. 147 |Israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55.137 |Whited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgfmm wthdfferent 1 oitor |6
192.243.55.133 |Uited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence Inval i d ACK nunber alert
37.26.146.134 |Israel 147.237.77. 176 |mat pash. i of .1 [Bad TCP sequence alert
192.243.55. 132 |Uited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
77.126.82. 2 I srael 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
66.249.78.146 |Uited Sares |147.237.72. 166 |akaicr.il || CAM NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
37.26.146.134 | srael 147.237.77. 176 |mat pash. i of .11 [Bad TOP sequence nonitor |6
192.243.55.132 |Wnited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
41. 46. 63. 84 Egypt 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192.243.55.129 |lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 5
192.243.55.135 ([lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 5
192.243.55.134 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192.243.55.136 |Wited Sates |147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;;ansm wehdifferent  Jopnitor |5
192, 243.55. 129 |Uited Sates |147.237.77.74 (lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
192.243.55.134 |Wnited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
41. 46. 63. 84 Egypt 147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
192.243.55.130 |Wnited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243.55.136 |Uited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence Inval i d ACK nunber monitor |5




04-23-2016-13:04:00 to 04-23-2016-14:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 227. 156l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
46.19. 86. 12 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
80. 246.130.97 |[Israel 147.237.77.216|dover. i df .il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
84.228.253.216 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip_storage/files/ 9/ B ock 3
84.228. 253. 216 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 84.228. 253. 216 B ock 2
84.228. 253. 216 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 2
68.180.231.43 |[Whited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwu i df.il/894-he B ock 1
191. 101. 2. 30 Lhited Sates [147.237.72.166|aka.idf.il Miltiple Il1egal Paraneter Encodi ng from191. 101. 2. 30 None 1
66.249. 64. 233 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df . il/nazi B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.167]i shuri maka.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
104.148.71. 133 |lhited Sates |147.237.0.17 (r; T?T kosher -kravi . Unaut hori zed URL Access to waw proxy-| i sten. de/ azenv. php B ock 1
66.249.78.197 |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df .il/894-ar Bl ock 1
181.215.104.65 |Uhited Sates |147.237.77.216|dover.idf.il Mitiple Illegal Paraneter Encoding from 181.215. 104. 65 None 1
130. 193. 50. 33 gcsj:;:ﬂ on 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to wawv mag. i df . il/163-en/ pat zar . aspx. B ock 1
191. 101. 2. 30 Lhited Sates [147.237.72.166|aka.idf.il Unhknown Paraneter docid in v aka. idf.il/kamar/klali/default.asp |None 1
66.249.65.2 [Israel 147.237. 76. 200 [ei tan. aka. i df .i | o 2o L e O ontact e, aspx HBock |1
169. 229. 3. 91 Uited Sates |147.237.77.233|atal .idf.il Mil tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock
104.148.71.133 |Uhited Sates [147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to www mesr egi es. conf azz. php B ock

66. 249.78. 240 | srael 147.237.72.166 [aka. i df . i | ﬂ?lﬁzggr I7;e geé;qr;aipﬁlcs?r?; itr(rjt r esour ces/ st yl es/ showbi gstyl e. css Bl ock !
181. 215. 104. 65 |lhited Sates |147.237.77.216|dover.idf.i mar:eéﬁri Bin\;l(’{ﬁ is(/):;varnfnh?navnenu. css. asp Bock |1
62.98. 65. 170 Italy 147.237.77.216|dover.idf .l Mil tipl e Unaut horized URL Access from 62.98. 65. 170 B ock 1
141.212.122. 161|lhited Sates |147.237.0. 17 E; niyl- kosher - kravi . Unaut hori zed URL Access to 147.237.0.17/ B ock 1
66.249.75.8 [Israel 147.237.76.42 |refuah.idf.il 2 o oo oo/ ot U aspx HBock |1

Uhaut hori zed URL Access to
192.243.55.131 |Uhited Sates [147.237.77.74 |lawidf.il wwv | awidf.il/tenpl ates/getfil el getfil e. aspx?fil enane=xgf Sb3nol wvy |Bl ock 1
3ncdghpa2f cdhphdni t xdeznequzg9j & nf ocent eri t em¥t r ue

169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 B ock 1
104.148.71.133 |lhited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw proxy-| i sten. de/ azenv. php B ock 1
68.180.231.43 |lhited Sates |[147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i|/1361- he/ dover . aspx [Bl ock 1
187. 40. 29. 25 Brazil 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 1
62. 98. 65. 170 Italy 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to www i df . il/894-en/idf gdover. aspx B ock 1
169. 229. 3. 91 Uhited Sates [147.237.72.167|i shurimaka.idf.il Abnormal |y Long Request net hod B ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Par amet er anp; anp; popl d i n wawwy aka. i df . il /1 ondi minews/ |None 1
207. 46. 13. 23 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
37.26.147.238  |israel 147.237.77. 216 |dover . i df . | Lo el Dygge\;_ﬂjég\r/‘fi?m n Bock |1
177.231.218.59 |Mexico 147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
109. 67. 29. 56 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
68.180.231.43 |lhited Sates |[147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . il/1381- he/ dover . aspx [B ock 1
187.40. 29. 25 Brazil 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/index. php B ock 1
66.249. 64.230 |Israel 147.237.77.216|dover. i df .il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
169. 229. 3. 91 Uited Sates [147.237.72.167|i shurimaka.idf.il Mitiple Illegal Byte Qode Character in Mthod from 169. 229. 3. 91 B ock 1
66.249. 78.146 | srael 147. 237. 72. 166 |aka. i df . i | mng‘lﬁg. rz;alnle; i[]ai:f:z'/ ImSLt '22 o et st ssp None 1
177.231.218.59 |Mexi co 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock
37.46.41.132 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock
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