04-23-2016-12:04:09 to 04-23-2016-13:04:09

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M tikshuv.idf.il

M natpash. i df i |

Wiawidf.il

M nobi le.idf.il

M eitan. aka.idf.il

MW anan.idf.il
refuah.idf.il

B nadi matal .idf.i

Top Tar get

W 167. 114. 156. 16
46. 185. 218. 108
I 46. 19. 86. 201

2, 000- 41.33.231. 90
Nu r(;ber . Il 188. 138. 25. 228
At acks l 87.70.52. 243

1, 000+ I 66. 249. 78. 146

W 192. 243. 55. 131
5. 144. 63. 20

0- 37.26. 149. 244
ST SN A Y =
& NN q > % &
N ) (%) Al %] DP‘ ,\?‘
™ > Q o o,
N o5 A > € N ©
® ¥ S i

Top Attackers



04-23-2016-12:04:09 to 04-23-2016-13:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 3218
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2173
188. 138. 25. 228 France 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 274
185.94.111.1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1
104. 238. 135. 152 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
188. 138. 25. 228 147.237.0.35 France akave. i df . il ET SCAN NVAP -sS wi ndow 1024 3
202. 67. 237. 220 147. 237.76. 39 Hong Kong nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP DO stri buted Portscan 1
98. 126. 212. 154 147.237.76. 38 Lhited Sates e.e.meitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 147. 237. 76. 148 Lkr ai ne gqcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 4096 1
168. 235. 155. 26 147.237. 0. 34 Canada tikshuv.idf.il SERVER- WEBAPP adm n. php access 1
98. 126. 212. 154 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
98. 126. 212. 154 147. 237.76. 34 Lhited Sates yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3205
46. 185. 218. 108 [Jordan 147.237.77. 176 |nat pash.i df . i1 [dr op Frst packet isn't SN drop 81
Sreaming Engine: TGP Invalid i i sSi
46.19.86.201 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segent retransmssion. drop 81
Ret ransni ssi on Packet dr opped.
46. 185. 218. 108 |Jordan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
Sreanming Engine: TGP Invalid i i ssi
87.70.52.243  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 30
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |lited Sates  |147. 237. 72. 166 |aka i of il 9 =g nval i d segnent retransmssi on. drop 27
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
5.144. 63. 20 I'sr ael 147. 237.76. 200 |ei tan. aka. i of . | 9 =g nvalid segnent retransmssi on. drop 24
Ret ransm ssi on Packet dr opped.
207.241.231. 194|lhited Sates 147.237.72. 166 |aka. i df . i | drop SAMrul e drop 19
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19
37.26.148.198 |Israel 147.237.0.34 |tikshw.idf.il |dr op First packet isn't SW drop 17
5.29.182. 227 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i SSi
109. 64. 151. 249 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
37. 26. 149. 244 I srael 147.237.77. 176 |natpash.idf .il |dr op Frst packet isn't SN drop 11
37.26.149.244 |Israel 147.237.77. 176 |nat pash. i of .i 1 |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
; . . SYNFAK retransmit with different .
192.243.55.131 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 9
Sreaming Engine: TGP Invalid i i sSi
84.228.38.57  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 9
Ret ransnmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87. 68. 37. 38 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
109. 65. 242. 138 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 9
37.26. 149. 255 | srael 147.237. 72. 156 |anan.idf .il dr op Frst packet isn't SN drop 8
192.0.100.107 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
109.65.99.50  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
102.243.55.135 |Whited Sates  [147.237.77.74 [lawidf.il  |Bad TCP sequence SNAX retransmt wih different | oior |6
W ndow scal e
89.187.219.3 Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i sSi
66.249. 93. 180  |Eur ope 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64.69.132 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
2.53.12. 183 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
192.243.55.131 [Wnited Sates  |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
. . SYNretransmt wth different .
176.13.7.17 I srael 147.237.76.42 [refuah.idf.il [Bad TCP sequence wi ndow scal noni t or 6
192.243.55.135 |Uhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
89.139.144.90 |Israel 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
141.0.12. 213 Nor way 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
89. 253. 225. 14 R‘SIS::I”ion 147.237.76.202 |e.hal ag.idf . i1 |Geo- | ocat i on enf or cenent Geo-1 ocat i on i nbound enf or cement  |dr op 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
192.243.55. 131 |lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
84.108.48.56 | srael 147. 237.77. 243 |mobi l e, i f . 9 =g nval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
46. 19. 86. 184 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
79.176.43.250 |Israel 147.237.77. 176 |nat pash.i of .i 1 [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192.243.55.131 [hited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
37.26.148.150 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
91.200. 12. 136  |krai ne 147.237.0.34 |tikshuv.idf.il |dr op SAMrul e drop 4
Sreamng Engine: TCP Invalid i i ssi
66.249.78.223 |lnited Sates  |147. 237. 77. 243 |nobile.i df i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
87.68.22.128 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
79.183.24.220 |israel 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
185. 69. 145. 184 |United Ki ngdom|147. 237. 72. 166 |aka.idf.il 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 68 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
192.243.55.132 |Wited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence WS. nldgf/]v(sz:ztl Lans”“ wehdifferent | onitor |3
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
168. 235. 155. 26 |Canada 147.237.0.34 |ti kshuv.idf.il Dstributed PHP Attenpt B ock 3
84.228.38.57 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
168. 235. 155. 26 |Canada 147.237.0.34 |tikshuv.idf.il Ml ti pl e Uhaut hori zed URL Access from 168. 235. 155. 26 B ock 2
84.228.38.57 |[lsrael 147.237.77.243|nobi l e.idf . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
41.67.108.203 |Egypt 147.237.77.216|dover . i df . il Dstributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 2
2.53.12.183 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
207.46.13.23 |lhited Sates [147.237.77.216|dover.idf.il Distributed Lhauthorized UR. Access on ww idf.il/error.htm Bl ock 2
A - . D stributed Lhaut hori zed URL Access on
103. 231. 241. 40 |Phi | i ppi nes 147.237.72. 166 |aka. i df . i | v aka. i df i 1/vp-| ogi n. php B ock 1
. . Unknown Par anet er anp; docld in
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | vwv aka i o i |/ brot hers/ ski ra/ def aul 1. asp None 1
) - . Uhaut hori zed URL Access to
207.46.13.152 |Wnited Sates [147.237.77.74 [lawidf.il Wi g, i df i 1/t enpl at es/ | obby/ | obby. asp B ock 1
37.26.148.135 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/tenpl ates/articl e/ nobile Bl ock
176.13.7.17 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css |B ock
. . Unaut hori zed URL Access to
109. 65. 116. 74 || sr ael 147.237.72. 166 |aka. i df . i | v aka i o i 1/ mai v/ gi yus/ ki osk/ ki osk. aspxiono Bl ock 1
81.247.94.37  |Bel gium 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/aman Bl ock 1
208.115.113. 82 |Lhited Sates [147.237.0.34 |ti kshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/general.aspx |8 ock 1
41.44.30.7 Egypt 147.237.77.216|dover.idf .l Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
168. 235. 155. 26 |Canada 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to ww ti kshuv.idf.il/wp-1ogin. php B ock 1
. - Uhaut hori zed URL Access to
85.25.211. 229 [Ger many 147.237.76.86 [navy.idf.il navy. i o i |/t enpl at es/ shar ed user cont rol s/ header upper/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
193. 146. 132. 42 |Sai n 147.237.0.15 |kosher-kravi.idf.il |Uhauthorized LRL Access to / B ock 1
141.8.132.78 ?;ZZ:Z‘I”I o 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 141. 8. 132. 78 B ock 1
84.94.74.140 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/main/ B ock 1
216. 218. 206. 66 |Lhited Sates |147.237.0.19 |[nadimatal .idf.il Unaut hori zed LRL Access to 147.237.0. 19/ B ock 1
41.44.99.157  |Egypt 147.237.77. 216 |dover. i df . il Dstributed Waut horized URL Access on waw i df.il/error. htm B ock 1
m ny- kosher - kr avi . i
169. 229.3.91 Lhited Sates 147.237.0. 17 of niyl Abnornal |y Long Request net hod Bl ock 1
85.65.71.236 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df .|l D stributed Unaut hori zed URL Access on waidf.il/error. htm Bl ock 1
193. 146. 132. 42 |Sai n 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to / B ock 1
41.44.121.95 |Egypt 147.237.77.216|dover.idf .l Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 1
mnv-kosher-kravi .i ['!lesal Byte Qde Character in Method A
160.229.3.91 |Uited Sates  [147.237.0.07 | o rr_yl {2 1S [ #14] ] ui [ [ #16] ] £, UH (¥4 [ #23] ] B ¢A{ [ #18] ] ZI PiixgOToms| [Bl ock 1
! [#5]]t
103. 231. 241. 40 |Phi l i ppi nes 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/giyus/index/ B ock 1
2.53.12.183 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode Bl ock 1
168. 235. 155. 26 |Canada 147.237.0.34 |tikshuv.idf.il Mil tipl e Adnin Bl ocking from 168. 235. 155. 26 Bl ock 1
84.228.38.57 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
41.67.108. 108 |Egypt 147.237.77. 216 |dover.idf.i |l Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
m ny- kosher - kr avi . i Unknown HTTP Request Met hod .
169.229.3.91  [Uited Sates  [147.237.0.17 | {2 1SQI [ #14] ] ui [ [#16]] £, UH (Y[ #23] ] " ¢A[ [ #18] ] ZI PuxcOTons[ |B ock 1
: [#5]]t
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