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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10105
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3299
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 763
79. 179. 186. 202 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
79.179. 186. 202 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6

109. 67. 176. 91 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6

134. 147. 203. 115 Ger nany 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 2
94.102. 52. 10 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock Np All _Net drop 1
62.138. 2.213 Ger nany 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1

198. 20. 70. 114 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1
62.138. 2. 213 Ger nany 147.237. 76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
94.102. 49. 116 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
174.37.194. 144 (147.237.76.196 |Uhited Sates |e svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
174.37. 194, 144 |147.237.76. 196 [Lnited Sates |e.svivaidf.il ET SCAN NVAP -f -sS 1
174.37.194. 144 |147.237.76.30 |[Lhited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 2048 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TP D stributed Portscan 1
98.126.212. 154 |147.237.0.16 |[Whited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
80. 82.78. 38 147.237.8.46  |Netherl ands e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 45.137.76 147.237.8.24 |Turkey elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 76. 202 |Latvia e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
174.37. 194. 144 |147.237.76.196 [Lnited Sates |e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
174.37.194. 144 (147.237.76.30 |thited Sates [hinush.idf.il ET SCAN NVAP -sS wi ndow 4096 1
174.37.194. 144 |147.237.76.30 |Uhited Sates |hinush.idf.il ET SCAN NVAP -f -sS 1
104.219.234.3 [147.237.76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
98.126.197. 186 |[147.237.76.38 [Lnited Sates e e neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45, 137. 76 147.237.8.45 [Turkey eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.84.22 147.237.77.233|lhited Sates |atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 76.30 |Latvia hi nush. i of . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167. 114. 156. 16 [Canada 147.237.77. 216 |dover. i df .il dr op First packet isn't SWN drop 2434
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 75
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lited Sates  |147.237.72. 166 |aka.idf. il 9 =9 Invalid segment retransmission. drop 45
Ret r ansmi ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df i drop SAMrule drop 35
156. 202. 120. 96 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
2.50.117. 38 Lérhﬂl]:aeldesﬁrab 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
207.241.231. 194|lhited Sates 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 18
46. 185. 218. 108 |Jordan 147.237.77. 176 [nat pash.idf . il dr op First packet isn't SYN drop 13
198.58.102. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198.58.103. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
198. 58.103. 115 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
88. 253. 170. 167 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198.50. 145. 72 |Canada 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TCP Invalid i i ssi
212. 150. 177. 237|I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segment retransnission. drop 9
Ret r ansm ssi on Packet dropped.
217.132.112. 218l srael 147.237.77. 216 |dover. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
65. 49. 68. 178 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
79.176.30.78  |[Israel 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SIAXK retransmt with different | o
w ndow scal e
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
78. 49. 70. 250 Ger nany 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
217.115.10. 132 |Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
79.176. 30. 78 I srael 147. 237.72. 156 |anan. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 241. 233. 240 |Armeni a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
46. 185. 218. 108 |Jordan 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
] s SYN+AXK retransmit with different .
192.243.55.130 [lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence i ndow scal e noni t or 5
174.37.194. 144 |UWhited Sates 147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 4
217.132.112. 218l srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192.243.55. 130 |Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
217.132. 112. 218|I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different §ooior  |a
w ndow scal e
78. 49. 70. 250 Ger nany 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 4
192.243.55.130 |Whited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreanmng Engine: TP Invalid i i ssi
80.179.225.42 | srael 147.237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dropped.
192. 243.55.130 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreanming Engine: TQP Invalid i i ssi
109. 65. 191.58 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.126.82. 2 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
: R SYNVAXK retransmit with different .
192.243.55.134 |lhited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence i ndow scal 6 noni t or 3
212. 25. 69. 22 | srael 147.237.77. 176 [nat pash. i df . i1 dr op First packet isn't SYN drop 3
Sreaming Engine: TCP Invalid i i ssi
147. 236. 238.33 |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
5.22.130. 125 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.180.244.95 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
102.243.55.136 |Wnited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different | oo |3
w ndow scal e
87.69.212. 83 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
176.13.9.93 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
78.49. 70. 250 Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreanming Engine: TGP Invalid i i ssi
87.71.37.11 I srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
157.55.39.86  |United Sates  |147.237.77. 243 |nobile.idf.il 9 =g Invalid segnent retransmssion. |y 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.183.106.43 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 144
181.30.30.166 |Argentina 147.237.72. 156 |anan. i df . i | Mil tipl e Unhaut hori zed URL Access from 181. 30. 30. 166 B ock 3
37.26.148.238 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
41.206. 44. 18 Kenya 147.237.77.216|dover.i df .i | D stributed Unaut horized URL Access on waidf.il/error. htm B ock 3
197. 248. 121. 250|Kenya 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 3
103. 231. 241. 40 |Phili ppi nes 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 2
208.115.113.88 |Lhited Sates [147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 208. 115. 113. 88 B ock 2
79.176.13.226 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
: . . Unaut hori zed URL Access to
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il navy. i df . i1/ i yus/ f or und asp/ show or um asp Bl ock 2
79.176.56. 12 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
109. 67.176.91  |lIsrael 147.237.77.216|dover.idf .i | D stributed Unaut hori zed HTTP Met hod Bl ock 2
213.8.204. 46 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/main/giyus B ock 1
103. 231. 241. 40 |Phili ppines 147.237.76.31 |nakchal .idf.il Mil tipl e Lhaut hori zed URL Access from 103. 231. 241. 40 B ock 1
79.179.186. 202 |[Israel 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut horized LRL Access from 79. 179. 186. 202 Bl ock 1
174.129.228.67 |lnited Sates |[147.237.76.42 [refuah.idf.il D stributed Unauthorized URL Access on 147.237.76. 42/ robot s. t xt Bl ock 1
Unaut hori zed URL Access to
. . waw cogat . i df . i1/ sip_storagel/files/5/2925. pdf &ed=0ahukew 710i 6mah
31.13.109.116 |ireland 147.237.77. 176 |nat pash. i df . i | mahxki r okhuwdbl 8qf gggmagausg=af j cnhwuvsj dnht hbevghj pshl myv Bl ock 1
Xgg&si g2=5g2-ii - b2_k8ug7mij x35¢g
nobi | e. nei tav. idf.
169. 229.3.91 Lhited Sates |147.237.76. 39 | Illegal Byte Qode Character in Header Nane B ock 1
103. 231. 241. 40 |Phili ppines 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/wp-1ogin. php Bl ock 1
207.46.13.144 |United Sates |147.237.72. 166 |aka. i df .i | thaut hori zed LR. /ccess to Hock |1
wan aka. i df . i | / sachar/ f or ns/ downl oadf or m asp
93.172.143. 152 |Israel 147.237.77.216|dover.i df . i | Uhaut hori zed URL Access to v i df B ock 1
169. 229. 3. 91 Uited Sates [147.237.77.235|sviva.idf.il I11egal Byte Gode Character in Mthod Bl ock 1
66.249. 64. 233 |lIsrael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
117.78.13.29 Chi na 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/894-he Bl ock 1
216.218. 206.66 |Wited Sates [147.237.72.166aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
103. 231. 241. 40 |Phili ppines 147.237.77.74 |lawidf.il Mil tiple Uauthorized URL Access from 103. 231. 241. 40 B ock 1
. . Unaut hori zed URL Access to
79.179. 186. 202 |l srael 147.237.76.86 [navy.idf.il v navy. i df i1/t enpl at es/ comet ous/ nobi | e Bl ock 1
nobi | e. nei tav. i df Illegal Byte Gde Character in Mt hod
169. 229. 3. 91 Lhited Sates [147.237.76.39 | ' ' T >z ket _c[[#20]]#012i [ [#27]] A "amA UX[ [#1] ] ryE[ [#21] ] n7A [#1]] " |8 ock 1
&Xx
103. 231. 241. 40 |Phili ppines 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
207.46.13.162 |Lhited Sates [147.237.72.166|aka.idf.il D stributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1
Lhi ted . .

94. 3. 242. 217 Ki ngdom 147.237.72. 166 [aka. i df . i | PHP At tenpt Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.235|sviva.idf.il NULL Character in Method B ock 1
. . Unaut hori zed URL Access to
66.249.78.246 |[lIsrael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx Bl ock 1
141.8.132.78 RJSIS:;ni on 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/international _training Bl ock 1
181. 30. 30. 166  |Argentina 147.237.72. 156 [anan. i df . i | PHP Att enpt Bl ock 1

. nobi | e. nei tav. i df.
169. 229. 3. 91 Lhited Sates |147.237.76.39 | Mal formed URL B ock 1
38.111.147.83 |Wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/894-he B ock 1
103. 231. 241. 40 |Phili ppi nes 147.237.77. 176 |mat pash. i df . i | Ml ti pl e Uhaut horized LRL Access from 103. 231. 241. 40 Bl ock
94. 3. 242. 217 LKJ?Ir:;éjom 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/wp-1ogin. php Bl ock 1
174.37.194. 144 |Wited Sates |[147.237.76.30 [hinush.idf.il Unaut hori zed HTTP Met hod Bl ock 1
157.55.39.191 |Uhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wawtikshuv.idf.il/sitelcontactus.aspx |B ock 1
103. 231. 241. 40 |Phili ppines 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wwv mag. i df.il/wp-1ogin. php B ock 1
79.183.222.128 |[israel 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock 1
181.30. 30. 166  |Argentina 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to v aman. i df . il/xmrpc. php Bl ock 1
nobi | e. nei t av. i df Unknown HTTP Request Met hod
169.229. 3. 91 Lhited Sates |147.237.76.39 | ' ' T |>zekef _c[[#20]] #0121 [ [#27]] Al "amA UX[ [#1] ] ryE [#21] ] n7A [#1]] " [B ock 1
&X
109. 65. 217. 173 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None
103. 231. 241. 40 |Phili ppi nes 147.237.76.31 |nakchal .idf.il Dstributed PHP Att enpt Bl ock
174.37.194. 144 |Uited Sates |147.237.76.30 |hi nush.idf.il Unhaut hori zed Met hod CPTIONS for / B ock 1
nobi | e. nei tav. i df.
169. 229. 3. 91 Lhited Sates |147.237.76.39 | Abnormal |y Long Request net hod B ock 1
103. 231. 241. 40 |Phili ppi nes 147.237.77. 170 |nmar achot . i df . i | Ostributed PHP A tenpt B ock 1
84.108. 106. 194 |1 srael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 55 in None 1

ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
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