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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5968

66. 249. 64. 233 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3417
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 864
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 9

89. 46. 102. 242 Rormani a 147.237.76. 38 eeneitav.idf.i|lB ock Wdp All Nets drop 1

204. 42, 253. 132 Lhited Sates 147. 237. 76. 202 e halag.idf.il ock_Wp Al _Nets drop 1

204. 42. 253. 132 Lhited Sates 147.237. 76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
80. 246. 130. 66 [147.237. 77. 233l srael atal .idf.il ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 8
DDos attack
185. 110. 132. 54 |147. 237. 76. 176 | kr ai ne test.ncore.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147.237.8.24 |Wkraine elifestyleidf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147. 237. 0. 200 |Wkrai ne . i df . i | ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147.237.0.17 |Wkraine mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
202.67.237. 220 |147. 237. 76. 44 |Hong Kong e.refuah.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237. 77. 170 |Whited Sates |mmarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
101, 189. 109, 75 |147. 237 0.34  |mrami| tikshov. i i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 82.78. 38 147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 110. 132. 54 [147. 237. 77. 233 |Wkrai ne atal.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147. 237. 77. 61 |lkrai ne e.cogat.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147. 237. 76. 177 |kr ai ne ncore.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147. 237. 76. 38 |Ukrai ne e.eneitav.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147.237.8.14 |Wkraine e.orchot.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147.237.0.19 |Wkraine nadi matal .idf.il ET SCAN Potential SSH Scan 1
128. 199. 214. 89 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
195. 81. 248. 101 |147. 237. 76. 200 Ei“;:gom eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
187 161 31 17 |147. 237 8 14 |vexi co o orchot i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force
185. 110. 132. 54 |147. 237. 77. 212 |kr ai ne e. dover.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 [147. 237. 76. 201 |kr ai ne eatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S’te ‘Signature Action ‘Count
66.249.78.146 |United Sares |147.237. 72, 166 |akaicr.il || SAMNg Engine: TP Invalid nvalid segnent retransnssion drop 72
Ret r ansni ssi on Packet dr opped.
205.203.135.1 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 51
208.115.111. 73 |Lhited States |[147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 48
173.60.131.236 |Uited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 47
79.177.169.49  |lsrael 147.237.0.34 |tikshuv.idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 45
79.177.169.49  |israel 147.237.0.34 |tikshwv.idf.il[Bad TCP sequence mﬁ;:;a"sm't wthdifterent | oonitor |44
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
139. 162. 216. 112|thited Sates |147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 36
87.160. 153. 8 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 23
107. 167. 104. 219|Wni ted Sates |147.237. 77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
207.241.231. 194|Wited Qates [147.237.72.166|akaidf.il  |drop SMrul e drop 19
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
91.197.61.250 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
192.243.55.133 |Wited Sates [147.237.77.74 |lawidf.il  [Bad TCP sequence %ﬁsﬁf‘sm wthdifferent | onitor |16
109.67. 134.16 I srael 147.237.77. 243 ot e, i o 1 |21 €AM NG Engi ne: TCP Invalid Inval i d segnent retransssion. drop 15
Ret ransni ssi on Packet dr opped.
192.243.55.136 |Wited Sates |147.237.77.74 |lawidf.il  [Bad TCP sequence %ﬁsﬁf‘sm wehdifferent | onitor |14
149. 56. 130. 239 [lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 12
50.116.28.209 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
162. 243.99. 146 |Uhited States [147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.102.96 |[lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 12
192.243.55.134 |lhited States |147.237.77.74 [lawidi.il  |Bad TCP sequence mﬁ;:;a"sm't wthdifferent | oonitor |12
192.243.55.132 |Wited Sates [147.237.77.74 |lawicf.il  |Bad TCP sequence SINACK retransmt wehdifferent | onitor |12
208.115.113.92 [Uited Qates [147.237.77.176 |matpash.idf.il|dr op First packet ism't SN drop 11
192.243.55.133 |Whited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
192.243.55.135 |lhited States |147.237.77.74 [lawidi.il  |Bad TCP sequence mﬁ;:;a"sm't wthdifferent | oonitor |10
192.243.55.129 |Wited Sates [147.237.77.74 |lawicf.il  |Bad TCP sequence mﬁﬁ]fs;:;ansm wehdifferent | onitor |10
78.69.138.95  |Sweden 147237, 77. 216 |dover i i1 | SAM NG Engi ne: TGP I nval i d Invalid segnent retransnssion. drop 10
Ret r ansni ssi on Packet dr opped.
192.243.55.138 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
79.177.169.49 |Israel 147.237.77. 216 |dover.icf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
192.243.55.129 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
192.243.55.138 |Wited Sates [147.237.77.74 |lawicf.il  |Bad TCP sequence SINACK retransmt wehdifferent | onitor o
192.243.55.136 |lnited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
171.25.193.78 |Sweden 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
192. 243.55.137 |Whited States |147.237.77.74 [lawidi.il  |Bad TCP sequence mﬁffsﬁl?"sm’t wthditterent | onitor |8
207.244.70.35 |lhited States |[147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop
192.243.55.133 |lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
192.243.55.130 |Wited Sates [147.237.77.74 |lawicf.il  |Bad TCP sequence SINACK retransmt wehdifferent | onitor s
192. 243.55.137 |UWited Sates [147.237.77.74 [lawidi.il |Bad TCP sequence Inval i d ACK nunber monitor |7
192.243.55.129 |Whited Sates [147.237.77.74 [lawidi.il |Bad TCP sequence Invalid ACK nurber moni tor |7
192.243.55.129 |Wnited Sates |147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243.55.130 |Uited Sates [147.237.77.74 [lawidi.il |Bad TCP sequence Inval i d ACK nunber monitor |7
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
157.55.39.211 |[thited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 7
79.177.169.49  |israel 147. 237.77. 216 |dover. i f .i1 [Bad TCP sequence mﬁﬁ(srcztl Lansm't wthditterent | onitor |7
192.243.55.138 |[lhited Sates [147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 6
5.170.198.159 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.176. 56. 12 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 19
46. 19. 86. 166 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
37.26.149.250 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 4
84.95.211. 153 [Israel 147.237.77. 170 |maar achot . i df . i | Wnaut hor i zed HTTP Met hod Bl ock 3
84.95.211.153 |[Israel 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed LRL Access to maarachot.idf.il/sip storagel/files/ 4/ B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover . i df .i | PHP At t enpt B ock 1
82.166.125.47 |[Israel 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw i df . i |/ hi nush/site/ he/ hi nush. asp B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/giyus/asp/rec. asp B ock 1
212.179. 227. 232|l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
www. chanmat z. aka. i d , N ,
45.32.239. 214  [Net herl ands 147.237.77. 226 £l Unaut hori zed URL Access to 147.237.77.226/ pg/i nage. j pg Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.176|nat pash. i df . il Illegal Byte (de Character in Header Nane (@0& B ock 1
- - Unaut hori zed URL Access to
84.111.137. 209 fIsrael 147.237.72.156 il wane anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
79.176. 56. 12 | srael 147. 237. 0. 19 madimatal idf.il Pargnet er T)_/pe \_Aol atl_on ct | 00$Cont ent A acetbl der 1t xt Entrance in B ock 1
nmadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
191. 252. 48. 220 |Brazil 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua atal.idf.il/ol d/wo-adnin/ B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
84.95.211.153 |[Israel 147.237.77. 170 [maar achot . i df . i | Mil tipl e Unaut horized URL Access from 84.95. 211. 153 B ock 1
. . Unaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ ei t an/ t muna/ def aul t . asp B ock 1
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
213.57.47.94 I srael 147.237.72. 166 |aka. i df . i | wa aka, i df . i |/ i v sachar / mas. aspx None 1
169. 229. 3. 91 Lhited Sates |147.237.77.176 |mat pash. i df.i | Illegal Byte Gode Character in Mthod %[#5]][[#20]] B ock 1
. . . Unhaut hori zed URL Access to
109. 64. 177.32  |Israel 147.237.77. 243 |nobi l e. i df . i | nobi | e.i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 1
. . Mil tipl e Uhtraceabl e SS. Sessi ons from 79. 180. 127. 107 (Prot ocol
79.180. 127. 107 |l srael 147.237.77.216|dover.idf . il viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
192.243.55.129 |[Uhited Sates [147.237.77.74 (lawidf.il Mil tipl e Wnaut hori zed URL Access from 192. 243. 55. 129 B ock 1
66. 249. 75. 24 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
23.20. 197. 30 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
169.229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |[Illega Byte Qode Character in Mthod B ock 1
’ - . Unaut hori zed URL Access to
68.180. 229. 215 |[lhited Sates [147.237.76.31 [nakchal .idf.il nakhal i of . i 1/t enpl at es/ shar ed/ user cont rol s/ header pper / Bl ock 1
213.57.244.9 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock
169. 229.3.91 Lhited Sates [147.237.77.176|nat pash. i df . il Mal formed HTTP Header Line 1 Bl ock 1
62. 76. 74. 239 F“Sf;;”i on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i1/894-he/ chi nuch. aspx  |Bl ock 1
130. 185. 155. 74 [Sweden 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
. . S3. Lhtraceabl e Gnnection - Protocol violation
79.180. 127. 107 |l srael 147.237.77.216|dover.idf . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 66.249. 78. 97 B ock 1
207.46.13. 11 Lhited Sates |147.237.72.166aka.idf.il Uhaut hori zed URL Access to ww aka. i df.il/nai n/kapat z/ x-x" B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72. 156 |anan. i df. il Illegal Byte Qode Character in Mthod B ock 1
169.229.3.91  |nited Sates [147.237.77.176 [nat pash. i df .i | Mal formed LR B ock 1
66.102.9. 81 Lhited Sates 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wwu i df.il/21294-en/ww i df.il/english |B ock 1
130. 185. 155. 74 |Sweden 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to v ti kshuv.idf.il/wp-1ogin. php B ock 1
82.140. 218. 48 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwww aka. i df . il/mai n/ hone/ pni ot . aspx' |Bl ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 146 B ock 1
208.115.113.82 |lhited Sates [147.237.0.34 |[tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/site/unit.aspx B ock 1
40.77. 167. 65 Lhited Sates |147.237.72.166aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
169. 229. 3. 91 Wiited Sates |147.237.77. 176 |mat pash. i df .i | Abnorrmal |y Long Request ret hod B ock 1
84.108. 157. 208 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77. 176 |nat pash. i df . i | Unknown HTTP Request Method %[ #5] ][ [#20]] Bl ock 1
. . Distributed Uhaut hori zed URL Access on
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147 237 72. 166/  obot s. £ xt Bl ock 1
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