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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7839
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3350
174. 100. 20. 17 Lhited Sates 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1

198. 20. 70. 114 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Udp Al Nets drop 1

89. 46. 102. 242 Rormani a 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp Al _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG S owl ori s- DC5- Var 1 dest - r eset 1
94.102. 49. 116 Net her | ands 147.237.76. 38 e.eneitav.idf.il |Bock Np All_Net dr op 1

94. 102. 49. 116 Net her | ands 147.237. 76. 196 e.sviva.idf.il B ock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
95. 45. 254, 123 |147.237.77.216|lrel and dover.idf.il . . 3
deni al of service attenpt
83.149. 126. 98 |147.237.77. 216 |Ger many dover.idf.il portscan: TCP Distributed Portscan 2
169. 54. 233. 124 |147. 237.77. 179 |Lhited Sates |e.nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
105. 157 40. 137 |147. 237 0.34  Mor occo tikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
169. 54. 233. 124 [147.237.77.19 [Wited Sates |lawforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 124 [147.237.76. 42 |Wited Sates |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.216.119. 94 |[147.237.76.31 nakchal . i df.il ET SCAN NVAP -sS w ndow 3072 1
169. 54. 233. 124 |147.237.76.30 |Lhited Sates [hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 124 |147. 237. 72. 167 |Uhited Sates [i shurimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58.218.211.11 [147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
196. 203. 149. 99 (147.237. 77.19 [Tunisia | awforumidf.il ET SCAN NMAP -sS wi ndow 4096 1
169. 54. 233. 124 |147.237.8.28 |lhited Sates [e. nobile-ks.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
196. 203. 149. 99 (147.237.77.19 [Tunisia I awforumidf.il ET SCAN NVAP -f -sS 1
169. 54. 233. 124 [147.237.0.33 |Lhited Sates |idf.il ET SCAN Potential WNC Scan 5900- 5920 1
195. 81. 248. 101 |147. 237. 76. 177 wirf;gom ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 124 |147.237.0.15 |thited Sates |kosher-kravi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
169. 54. 233. 124 [147. 237. 77. 212 |Wnited Sates |e.dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
106. 1. 155. 46 |147. 237 0.34  |Tai van tikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
169. 54. 233. 124 [147. 237. 77. 178 |Lited Sates |e. natpash.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 219. 238. 10 [147.237.76.30 |Wited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
169. 54. 233. 124 |147.237.76. 44 |Uited Sates |e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
92.27.108.122 |[147.237.77.19 ?i;gegom I awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
169. 54. 233. 124 [147.237.76. 34 |Lnited Sates |yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89.216.119. 94 |[147.237.76.31 nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 124 |147. 237.72. 217 |Uhited Sates [e.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
209. 114. 36. 145 [147.237.0.34 |Whited Sates |tikshuv.idf.il ET VB SERVER Poi son Nul | Byte 1
80. 82.78. 38 147. 237. 76. 197 |Net her | ands e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 124 |147.237.8.46 |lhited Sates |e. chinuch.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46.45.137.76 |147.237.0.16 |Turkey ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
196. 203. 149. 99 |147.237.77.19 [Tunisia lawforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
169. 54. 233. 124 [147.237.0.200 |Wited Sates |mu.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
195. 154. 54. 169 |147. 237. 77. 61 |France e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
169. 54. 233. 124 |147.237.0.19 |UWited Sates |madimatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
149. 78. 154. 69 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Devi ce

Target Address ‘ Ste

‘Signature
Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Action

‘Count

66. 249. 78. 146 Lhited Sates 147.237.72. 166 |aka. i df .i | Ret r ansni ssi on Packet dr opped. drop 69
197. 231. 221. 211|Liberia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 57
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
207.241. 231. 194|lhited Sates 147.237.72. 166 |aka. i df . il drop SAMrul e drop 18
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
192.243.55.131 |Whited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence SIACK reransmt wehdifferent | onitor |14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
83.149.126.98  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
192.243.55.131 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 12
176. 126. 252. 12 |Romani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
192. 243.55.129 |Whited Sates 147.237.77.74 |lawidf.il  [Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor o
128.242.249.10 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
192. 243.55.134 |Uhited Sates 147.237.77.74 |lawidf.il  [Bad TCP sequence mﬁsg] rea”smt wthdifferent | ohitor s
192.243.55.131 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert 8
192.243.55. 131 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 8
192.243.55.133 |lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 7
192. 243.55.129 |lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192.243.55.133 |Uited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence ﬁﬁ;c:;ansm wthdifferent | onitor |7
192. 243.55. 133 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or
192.243.55.131 |lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
37.26.148.157 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
192.243.55. 133 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
87.71.31. 140 | srael 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 6
192.243.55. 135 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
213. 244, 118. 251 (F;ajcis;iigjja” Territory. 147 237.77. 176 |mat pash. i o .i1|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
66. 87. 83. 99 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
192.243.55.132 |Wited Sates 147.237.77.74 |lawidi.il  [Bad TCP sequence SINAK retransmt with different | oo o
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
192.243.55.134 |lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192.243.55.131 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 5
192.243.55. 135 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 5
192.243.55.130 |[lLhited States 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
192.243.55. 135 |lLhited Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243.55. 133 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber alert 5
40.77. 167. 40 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
192.243.55. 137 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
192.243.55. 135 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber alert 4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
157.55.39.254 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 4
192.243.55.134 |Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
192.243.55. 129 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
131.253.25.133 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock
46.116.187. 150 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il /| ondi nd f or uri B ock
141.8.132.78 R‘SS::I”i o 147.237.77. 216 |dover. i df . i | Ml tipl e Unaut hori zed URL Access from 141. 8. 132, 78 Bock |2
173.231.1.80 Ei“'ntgegom 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ Bock |1
80. 230.231. 174 |[Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66.249.64. 169 I srael 147.237.76.86 [navy.idf. il v navy. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
NULL Character in Method
. ; ; ; [[#22)1[[#3] 1 [[#U][[#0]]1-[[#1][[#0] 1 [[#0]1{[[#3]]1[[#3]]" _C p#O12€" B[
209.114.36. 145 |lLhited Sates [147.237.0.34 |[tikshuv.idf.il #5] ] Rx@<wEi x#01208—af [ #12] ] £D&: [ [ #0]] [[ #0]] [ [ #28]] A A+AOA, A[ [ # B ock 1
19]1A
208.115.111. 73 |[thited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/dover/site/ nai npage. asp B ock 1
41. 86. 105. 12 South Africa |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
79.181. 191. 243 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip_storage/files/7/ Bl ock 1
209. 114. 36. 145 |[lhited Sates [147.237.0.34 |tikshuv.idf.il Ilegal HITP \ersion B ock 1
66.220. 145. 243 |nited Sates |147.237.72.166|aka.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 1
] . . Unaut hori zed URL Access to
192.243.55.129 [United Sates [147.237.77.74 |lawidf.il vy | aw i df . i |/t enpl at es/t enpl at econt r ol s/ news/ NNONN NANJY Bl ock !
80. 230.231. 175 [Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
. . .|Unhaut hori zed URL Access to
66. 249. 65. 80 I srael 147.237.76. 147 chi nuch. aka. i df . i wan chi nuch. aka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
209. 114. 36. 145 |[lhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237. 0. 34/ changel og. t xt B ock 1
209.114.36.145 |lnited Sates [147.237.0.34 |tikshuv.idf.il Abnormal |y Long Request net hod B ock
141.8.132.2 RJSIS:;”i o 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www mag. i df.il/163-5398-en/ patzar.aspx. |Bock |1
80.230.231.83 [Israel 147.237.77. 216 |dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
66.220. 145. 243 |nited Sates |147.237.72.166|aka.idf.il Post Request - Mssing Content Type Bl ock 1
209. 114. 36. 145 |[lhited Sates |147.237.0.34 |tikshuv.idf.il Mil for med HITP Header Line 2 B ock 1
197.221.14.66 |South Africa |147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal .idf.il/wp/wp-adnin/ B ock 1
85.214.116. 128 |Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal . idf.il/wordpress/ wp-adnin/ Bl ock 1
66. 249. 78. 97 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to 147.237.72. 166/ B ock 1
Unknown HTTP Request Met hod
. ; ; ; [[#22)1[[#3] 1 [[#U][[#0]]-[[#1][[#0] 1 [[#0] 1{[[#3]]1[[#3]]" _C p#O12€" E.H[
209.114.36. 145 |lLhited Sates |147.237.0.34 |[tikshuv.idf.il #5] ] Rx@<wEi x#01208—af [ #12] ] £D&: [ [ #0]] [[ #0]] [ [ #28]] A A+AOA, A[ [ # B ock 1
19]]Ain LR [[#20]],
Illegal Byte ode Character in Header Nane
209.114. 36. 145 |hited Sates |147.237.0.34 |tikshuv.idf.il  |[[#11[[#011[[#0]]16[[#0]11[[#5]][[#0111[#5]1[[#11[ (#0111 [#011[[#O11[[#0]]1[[#{8 ock 1
]
46.120.135.33 |Israel 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wawidf.il/nav B ock 1
80.230.231.94 [Israel 147.237.77. 216 |dover.idf . il D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
66. 220. 145. 244 |lhited Sates |[147.237.72.166|aka.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 1
209.114.36.145 |lhited Sates [147.237.0.34 |tikshuv.idf.il Ml forned LRL [[#20]], B ock 1
208.115.111.73 |lnited Sates [147.237.77.216|dover.idf.il D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
95.45.254.123 |irel and 147.237.77. 216 |dover. i df . i | (SSL OONN LI ENT FELLO) None 1
220. 255. 148. 247|9 ngapor e 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 1
] . . Unaut hori zed URL Access to
68.180.228.37 |Uhited Sates |147.237.77.234 hal ag.idf . il viwy | ogi stics. atal .idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock !
Illegal Byte Gode Character in Mt hod
. ; ; ; [[#22)1[[#3] 1 [[#U][[#0]]1-[[#1][[#0] 1 [[#0] 1{[[#3]]1[[#3]]" _C p#O12€" E.H[
209.114.36. 145 |lLhited Sates [147.237.0.34 |[tikshuv.idf.il #5] ] Rx@<wEi x#01208—af [ #12] ] £D&: [ [ #0]] [[ #0]] [ [ #28]] A A+AOA, A[ [ # B ock 1
19]1A
. . URL is Above Root Directory
51.255.202.66 |France 147.237.77. 216 |dover. i df . i | Wi o i1/ / shared cl i entscri pts/j query/j query-1 4. 2. nin. | s B ock 1
141.8.132.78 RJSIS:;ni on 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwy i df . i|/1283-17748-en/ dover . aspx. B ock 1
80. 230. 231. 173 |l srael 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
66.220. 145. 246 |Lnited Sates |147.237.72.166|aka.idf.il Mil tipl e Post Request - Mssing Gontent Type: ' none' B ock 1
209.114.36. 145 |lnited Sates [147.237.0.34 |tikshuv.idf.il NLL Character in Header Nane at B ock 1
40.77.167. 63 Wited Sates |147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 208. 115. 111. 73 B ock 1
109. 253. 200. 62 |l srael 147.237.0.19 |nadimatal . i df.i||Suspicious Response Code Bl ock 1
79.181.191. 243 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka.idf.il/sip storagel/files/7 B ock 1
209.114.36.145 |lnited Sates [147.237.0.34 |tikshuv.idf.il Illegal Byte Gode Character in URL[[#20]], B ock 1
] . . Unaut hori zed URL Access to
54.243.53.148 |lhited Sates |147.237.77.216|dover.idf.il 147. 237. 77. 216/ 1283- 12386- en/ dover . aspx B ock 1
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