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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11797
35.0.127.52 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6324
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- M SC- S| ow HTTP- Test - DoS sour ce- r eset 1372
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1116
212.47.238.193 F ance 147.237.77. 216 dover.idf.il DCS- HTTP- t or shanmer forward 807
149. 202. 98. 161 France 147.237.77. 216 dover.idf.il HTTP- M SC- SI ow HTTP- Test - DoS sour ce- r eset 807
176. 126. 252. 11 Ronani a 147.237.77. 216 dover.idf.il HTTP- M SC- S| ow HTTP- Test - DoS sour ce- r eset 704
62. 149. 25. 15 Lkr ai ne 147.237.77. 216 dover.idf.il HTTP- M SC- SI ow HTTP- Test - DoS sour ce- r eset 168
204.11.50. 131 Canada 147.237.77. 216 dover.idf.il HTTP- M SC- S| ow HTTP- Test - DoS sour ce- r eset 95

37. 220. 35. 202 Net her | ands 147.237.77. 216 dover.idf.il HTTP- M SC- SI ow HTTP- Test - DoS sour ce- r eset 52
185. 100. 84. 82 Rormani a 147.237.77. 216 dover.idf.il HTTP- M SC- SI ow HTTP- Test - DoS sour ce- r eset 24
192. 241. 232. 57 Lhited Sates 147.237.77. 216 dover.idf.il DOS- VEEB- HULK- i npr oved forward 6
204.11.50. 131 Canada 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

194. 8. 253. 145 Czech Republic 147.237.77. 216 dover.idf.il HTTP- M SC- S| ow HTTP- Test - DoS sour ce- r eset 2

89. 46. 102. 242 Ronani a 147. 237.76. 38 eeneitav.idf.i|Bock Np Al Net drop 1

89. 46. 102. 242 Ronani a 147. 237. 76. 197 e hinush.idf.il |Bock Np Al _Net drop 1
204.11.50. 131 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

89. 46. 102. 242 Rormani a 147.237. 76. 201 eatal.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

66. 96. 128. 60 Lhited Sates 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address |Target Address Aototuiikre; Signature
66.249. 78.146  |147.237.72.166 |Uhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 1962
66. 96. 128. 60 147.237.77.233|lhited Sates [atal.idf.il SQ Injection - Select Fom 12
176.126. 252. 11 [147.237.77. 216 |Romani a dover.idf.il ET WEB SEFRVER Fake (oogl ebot UA 1 | nbound 4
A - SERVER- APACHE Apache mod_ssl non- SSL connection to SSL
95. 45. 254. 123 147.237.72. 167 |Irel and ishurimaka.idf.il . . 3
port denial of service attenpt
35.0.127.52 147.237.77. 216 |Lhited Sates [dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 3
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
152. 115. 74. 164 |147.237.77. 121 |Dennar k e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
169. 54.244. 75 |147.237.77.226|Wited Sates |ww chanatz.aka.idf.il |[ET SCAN Potential VNC Scan 5800- 5820 1
101, 108, 232, 49 |147. 237 76. 30 |hai 1 and himsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
169. 54.244. 75 |147.237.77.205|thited Sates [prishaidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
169. 54.244. 75 |147.237.77.178|Wited Sates |e. natpash.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 244. 75 [147.237.76.201 |thited Sates |e.atal.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 244. 75 |147.237.76.196 |Lhited Sates [e svivaidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
169. 54.244. 75 |147.237.8.46 |lhited Sates |e chinuch.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54.244.75 [147.237.8.14 |thited Sates |e. orchot.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
179. 43. 144.37 |147.237.0.34 |Sntzerland tikshuv.idf.il ET SCAN Potential SSH Scan 1
169.54.244.75 |147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
174.37.194. 144 [147.237.76.199|Wnited Sates |e. nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
152. 115. 74. 164 |147.237.8.46 |Denmar k e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54.244. 75 |147.237.77.212|hited Sates [e dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 244. 75 [147.237.77.179|Whited Sates |e.nazi.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169.54.244. 75 |147.237.77.74 |lited Sates |[lawidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
169. 54.244. 75 |147.237.76.199 |Wited Sates |e. nakchal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 244. 75 [147.237.76.42 |thited Sates |refuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
211.149. 156. 87 |[147.237.76.38 [China e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54.244. 75 |147.237.8.45 |lhited Sates [eeitanidf.il ET SCAN Potential VNC Scan 5800- 5820 1
186. 213. 204. 1841147 237 0.33 | asil - ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
169. 54.244.75 |147.237.0.17 |thited Sates |mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
35.0.127.52 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4956
204.11.50. 131 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1408
93. 115. 95. 216 é{”&’;ym’“s 147.237.77. 216 |dover.idf.il |drop First packet isn't SIN drop 1369
93. 115. 95. 201 g”;(’;ymus 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 1136
212.47.238.193 |Fance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 391
185. 17.184. 228 |Net herl ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 305
149. 202. 98. 161 |France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 227
176.126. 252. 11 |Ronani a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 159
66.249. 78.146 |Lnited Sates  |147.237.72. 166 |aka i df.il Stream ng Engl ne: TeP Invalid Inval i d segnent retransmssi on. drop 123
Ret r ansni ssi on Packet dr opped.
197. 231. 221. 211|Liberia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 87
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 57
94. 155. 49. 47 Bul garia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 55
93. 115. 95. 216 g”;(’;ym’us 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber monitor |54
5.199.142.195 |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 50
62.149. 25. 15 krai ne 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 45
37.220.35.202  |Net herl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
195. 22.126. 119 |Pol and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
24.12.191. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 27
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
52.58. 79. 110 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 22
5. 39. 76. 158 France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
77.42.252.199 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 19
207.241.231. 194|lhited Sates  [147.237.72. 166 |aka.idf.il dr op SAMrul e drop 19
140.147.249.7 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
141. 0. 15. 46 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
195. 154. 56. 44  |France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 14
109. 253. 203. 191 I srael 147, 237. 76. 200 |ei tan. aka i cf .| | SN ng Engl ne: TeP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
198.58.102. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
162.243.71.33 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
128.242.249.13 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
35.0.127.52 Lhited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 10
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
93. 115. 95. 216 g”;(’;ymus 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence Inval i d ACK nunber aert 9
128.242.249.10 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
66.249. 81. 233  |Europe 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SN drop 8
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
149. 202. 98. 161 |FRance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 7
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
93. 115. 95. 216 g”&;ymus 147.237.77.216 |dover.idf.il |Header Rejection Pﬁitrej ection pattern found in oo |6
176.126. 252. 12 |Ronani a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
172.218. 164.55 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
140.147.249.7 |uited Sates  |147.237. 72, 166 |aka iar.i1 |2 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission dr op 6
Ret r ansn ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
92.247.181.31 |Bugaria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
194. 8.253. 145 |Czech Republic |147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 6
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|Top Attackers In V\AF|

At acker . Devi ce
count ry ‘Target Address |Site S gnature Acti on ‘Count
Anonynous . . . .
93. 115. 95. 216 Pr oxy 147.237.77.216|dover. i df . i | Dstributed I11egal Byte Gde Character in Header Val ue Bl ock 642
176. 126. 252. 11 |Romani a 147.237.77. 216 |dover.idf .i | Dstributed I11egal Byte Gode Character in Header Val ue B ock 295
93.115. 95. 216 gnoc:(r;ynbus 147.237.77. 216 |dover.i df . i | Dstributed I11egal Byte Qode Character in Query Sring B ock 153
35.0.127.52 Lhited Sates [147.237.77.216|dover.idf.il Dstributed |11egal Byte Qde Character in Header Val ue B ock 112
176. 126. 252. 12 |Romani a 147.237.77. 216 |dover.idf .i | Dstributed I11egal Byte Gode Character in Header Val ue B ock 82
93. 115. 95. 216 g”o‘;;ym’“s 147.237.77. 216 |dover . i df . i | Ostributed I11egal Byte Gode Character in Paraneter \al ue B ock 80
Anonynous . . . .
93. 115. 95. 216 Proxy 147.237.77.216|dover. i df .i | Ostributed |11egal Byte Gde Character in Paraneter Nane B ock 79
176. 126. 252. 11 |Romani a 147.237.77.216|dover. i df . i | Dstributed |11egal Byte Gode Character in Query Sring B ock 76
93. 115. 95. 204 é{noir;ynnus 147.237.77.216|dover. i df . i | Dstributed |11egal Byte Gode Character in Header VAl ue B ock 43
176. 126. 252. 11 |Ronani a 147.237.77. 216 |dover . i df .i | Dstributed I11egal Byte de Character in Parangter Nane Bl ock 41
176. 126. 252. 11 |Ronani a 147.237.77.216|dover. i df . i | Dstributed |l1egal Byte Gde Character in Paraneter \al ue B ock 36
35.0.127.52 Uhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in Query Sring B ock 22
176. 126. 252. 12 [Ronani a 147.237.77. 216 |dover . i df .i | Ostributed I11egal Byte Gode Character in Query ring B ock 17
35.0.127.52 Lhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in Parangter Nane B ock 14
149. 202. 98. 161 |France 147.237.77. 216 |dover.idf .i | Dstributed I11egal Byte Gode Character in Header Val ue B ock 11
35.0.127.52 Uited Sates |147.237.77.216|dover.idf.il Ostributed I11egal Byte Gode Character in Paraneter \Val ue Bl ock
176. 126. 252. 12 |Romani a 147.237.77.216|dover. i df . i | Dstributed I11egal Byte Gde Character in Parangter Nane B ock
93. 115. 95. 204 érnoc;r;ynnus 147.237.77.216|dover. i df .i | Dstributed |11egal Byte Gode Character in Query Sring B ock 8
176. 126. 252. 12 |Romani a 147.237.77.216|dover. i df .i | Dstributed |11egal Byte Gode Character in Paraneter \Val ue B ock
62.210.37.82 |France 147.237.77. 216 |dover.i df . i | Dstributed |11egal Byte Qde Character in Header Val ue B ock
37.220.35.202 |Netherl ands 147.237.77. 216 |dover.idf . il Dstributed I11egal Byte Gode Character in Header Val ue B ock
93. 115. 95. 204 g”o‘;;ym’“s 147.237.77. 216 |dover . i df . i | Ostributed I11egal Byte Gode Character in Parameter Name B ock 4
Anonynous . . . .
93. 115. 95. 204 Proxy 147.237.77.216|dover. i df .i | Dstributed |11egal Byte Gode Character in Paraneter \Val ue B ock 4
66.249.82.94 |Israel 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 3
149. 202. 98. 161 |France 147.237.77. 216 |dover.i df . i | Dstributed I11egal Byte Qode Character in Paraneter Name B ock 3
149. 202. 98. 161 |France 147.237.77. 216 |dover.idf .i | Dstributed I11egal Byte Gode Character in Query ring B ock 3
62.210.37.82 |France 147.237.77.216|dover. i df .i | Dstributed |11egal Byte Gode Character in Paraneter \Val ue B ock 2
62.210.37.82 |France 147.237.77. 216 |dover . i df . i | Dstributed I11egal Byte Qode Character in Query Sring B ock 2
66.249.82.91 |Israel 147.237.77. 216 |dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249.82.91 |[Israel 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wawidf.il/error. htm B ock 1
140. 147.249.7 |Whited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Method HEAD for www aka. i df.il/rights/asp/info.asp |B ock 1
185. 93. 183. 215 |Italy 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/894-he/ chi nuch. aspx |B ock 1
66. 249. 78. 234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
159. 226. 95. 66 |Chi na 147.237.0.19 |[madimatal .idf.il D stributed Whaut hori zed URL Access on 147. 237.0. 19/ B ock 1
37.220.35.202 |Netherl ands 147.237.77. 216 |dover.idf .i | Dstributed I11egal Byte Gode Character in Query Sring B ock 1
. . Unhaut hori zed URL Access to
66. 249. 78. 246 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi il yoman/ yonan. asp Bl ock 1
m ny- kosher - kravi . id _
62. 4.22.224 France 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
68.180. 229. 241 |Wited Sates  [147. 237.77.176 |nat pash. i df . i | Paranet er Type Vol at i on Pagehumin Bl ock 1
W cogat . i df . i | / 2027- he/ cogat . aspx
’ . . Mil tipl e Uhtraceabl e SS. Sessi ons from64. 62.219. 156 (Prot ocol
64.62.219.156 [lhited Sates |147.237.77.216|dover.idf.il viol ation (SSL OOV QLI ENT FELLO)) None 1
66.249.82.88 |Israel 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
62. 4. 22. 224 France 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
- . - . SS_ Lhtraceabl e Gonnection - Protocol viol ation
95. 45. 254, 123 [Irel and 147.237.72.167|i shuri maka.i df . i | (SSL CONN LI ENT FELLO) None 1
] . . Unaut hori zed Met hod HEAD f or
76.31.170.233 |lhited Sates |147.237.72.166|aka. i df.i | vow aka. i i 1/ mai n/ home/ def aul t . aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249. 75. 8 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shared/ cl i ent scri pt s/ | query/ expand. j s B ock 1
109. 64. 100. 72 |l srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
66.249.75.16 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ sty ef shar ed/ | ayout dev. css Bl ock 1
157.55.39. 156 |[lhited Sates |147.237.77.176 |mat pash. i df.i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
37.220.35.202 [Netherlands 147.237.77. 216 |dover.i df . i | Dstributed I11egal Byte Qode Character in Paraneter Name B ock 1
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