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M dover.idf.il

Wiawidf.il

M aka.idf.il

M navy.idf.il

M hinush.idf.il

M tikshuv.idf.il

I chi nuch. aka. i df . i

M halag.idf.il
eitan. aka.idf.il

Watal.idf.il

MW 77.247.181. 162
192. 241. 232. 57
¥ 85. 25.103. 119
108. 166. 168. 158
Il 79. 98. 107. 90
M 162. 243.37. 178
[ 109. 163. 234. 8
M 45.45.135.8
195. 154. 56. 44
W 84. 200. 45. 99
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
192. 241. 232. 57 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7025
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4083
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 3871
77.247.181. 163 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3845
5.157.57.78 Sweden 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3138
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3057
197. 115. 63. 32 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2749
45. 45, 135. 14 Ger many 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 999
192. 241. 232. 57 Lhited Sates 147.237.77. 216 dover.idf.il DOS- VEEB- HULK- i npr oved forvward 271
91.108. 88. 169 Ger nany 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 255
77.247.181. 162 Net her | ands 147.237.77. 216 dover.idf.il DOS- HTTP- t or shanmer dest - r eset 15
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 10
192. 241. 232. 57 Lhited Sates 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 6

91. 108. 88. 219 Ger many 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2

79. 98. 107. 90 Bul garia 147.237.77. 216 dover.idf.il Frk Under Attack Con Htp drop 2
65.19. 167. 131 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

84. 200. 45. 99 Ger nany 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2
45.45.135. 8 Ger many 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2

91. 108. 88. 83 Ger nany 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1

45. 45, 135. 20 Ger many 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
185. 103. 252. 98 Russi an Federation 147.237. 76. 197 e hinush.idf.il |[Bock Np Al Net drop 1
45.45.135. 9 Ger nany 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1

5. 157.57. 45 Sweden 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
185. 103. 252. 98 Russi an Federation 147. 237. 76. 200 eitan. aka.idf.il|B ock Np Al _Net drop 1
109. 163. 234. 8 Rormani a 147.237.77. 216 dover.idf.il Frk_Under Attack _Con Htp drop 1

45. 45, 135. 12 Ger many 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1

91. 108. 88. 180 Ger nany 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1

89. 46. 102. 242 Ronani a 147. 237. 76. 202 e.halag.idf.il [Bock Np Al Net drop 1
183. 60. 48. 25 Chi na 147.237.76. 44 e.refuah.idf.il [JLM Under Attack Con_Tcp drop 1

91. 108. 88. 196 Ger nany 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnat ure Devi ce Action |Count

192. 241. 232. 57 Lhited Sates 147.237.77. 216 dover.idf.il 12371: TCP: Hul k DDoS Tool Bl ock 9
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

Gonnections, Potential Scan or Brute Force

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
174. 37.194. 144 (147.237.76.30 |Lhited Sates hi nush. i df . i SERVER APAO_E Apac_he mod_ss| non-SSL connection to SSL 3
port denia of service attenpt
66.249. 64. 181 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66.249.66.17  [147.237.77.226|lnited Sates win chanat z. aka. i df . i | |ET SCAN NVAP -sA (2) 2
174.37.194. 144 |147.237.76.30 |lLhited Sates hi nush. i df . i 1 ET SCAN NMAP -sS wi ndow 2048 1
149. 78. 154. 69 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147. 237. 77. 234 [Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 78. 158 |147.237.72.166 |Lhited Sates aka.idf.il SERVER APAO_E Apac_he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
13.92.122.143 [147.237.8.24 |lLhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 138. 25. 228 |147.237.0.19  |France medi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
185.130.5.99 |147.237.8.28 |Lithuania e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.76.30 |Lhited States hi nush. i df . i 1 ET SCAN NMAP -sS wi ndow 4096 1
174. 37.194. 144 (147. 237.76.30 |Lnited Sates hi nush. i df . i ET SCAN NVAP -f -sS 1
91.106.93.21 |147.237.77.234 IF;EH:??]C hal ag.idf .l ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.8.45 [Nether| ands eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
40.114.42.13 [147.237.8.28 |Wited Sates e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 138. 25. 228 |147.237.0.19 |Rrance nadi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
1 34,89, 177 147 237 0.19  |Tai ven vadimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
187. 160. 213. 25 |147. 237. 77. 234 |Mexi co hal ag.idf il BT SN Behavi oral Lhusual Iy fast inbound Tel net 1




|Top Attackers In FW |
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Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
77.247.181. 162 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 5772
192. 241. 232. 57 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5249
85. 25. 103. 119 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 2738
79.98.107. 90 Bul garia 147.237.77. 216 dover.idf.il drop First packet isn't drop 2638
108. 166. 168. 158 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2601
162. 243. 37. 178 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 429
109. 163. 234. 8 Romani a 147.237.77. 216 dover.idf.il drop First packet isn't drop 290
45.45.135.8 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 225
195. 154. 56. 44 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 197
84. 200. 45. 99 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 194
5.157.57.78 Sweden 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 188
91. 108. 88. 95 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 184
84. 200. 45. 226 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 182
45. 45, 135. 19 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 178
23.81.248.8 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 164
45. 45, 135. 17 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 156
23.106. 166. 163 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 153
23.106. 161. 77 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 152
205.203.135. 1 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 150
91. 108. 88. 94 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 144
23.81. 235. 107 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 143
5.157.57.2 Sweden 147.237.77. 74 lawidf.il drop First packet isn't drop 142
5.157.57. 82 Sweden 147.237.77.74 lawidf.il dr op First packet isn't drop 142
5.157.57.9 Sweden 147.237.77. 74 lawidf.il drop First packet isn't drop 141
84.200. 45. 91 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 138
8.18.121.17 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 138
23.81. 69. 221 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 137
45. 45, 135. 12 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 136
91.108. 88. 143 Ger many 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 136
23.106. 244. 77 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 133
91. 108. 88. 249 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 123
91. 108. 88. 238 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 122
23.106. 161. 126 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 121
91. 108. 88. 231 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 121
38.111. 147. 84 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 120
104. 251. 82. 125 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 117
192. 241. 189. 66 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 117
8.18.120. 97 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 114
91. 108. 88. 3 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 113
23.81.205.124 Lhited Sates 147.237.77. 74 lawidf.il dr op First packet isn't drop 108
8.18. 121.238 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 106
23.106. 205. 104 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 104
104. 251. 90. 22 Lhited Sates 147.237.77. 74 lawidf.il dr op First packet isn't drop 103
8.18. 121. 246 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 103
91. 108. 88. 120 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 101
91.108. 88. 73 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 100
23.81.247.85 Lhited Sates 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 100
91. 108. 88. 243 Ger many 147.237.77. 74 lawidf.il drop First packet isn't drop 99
8.18. 120. 105 Lhited Sates 147.237.77. 74 lawidf.il drop First packet isn't drop 99
5.157.57. 14 Sweden 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 98
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |[Site Sgnature Devi ce

‘Count

Country Action
: . . Uhaut hori zed URL Access to
54.147.190. 205 |lnited Sates [147.237.77.216|dover.idf.il vw i i | /1294- en/ ww i o . 1/ engl i sh B ock 1
. . . . S Whtraceabl e Gonnection - Protocol violation
174.37.194. 144 |Uhited Sates |[147.237.76.30 |hi nush.idf.il (SSL CONN GLI ENT FELLO None 1
. . Uhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
208.115.113.82 [lnited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitellinks.aspx B ock
141.212.122. 161 |thited Sates [147.237.77.233|atal .idf.il Distributed Unaut hori zed URL Access on 147.237. 77. 233/ B ock
. . Uhaut hori zed URL Access to
62.210.170. 165 [France 147.237.72.166 |aka. i df . i | aka. i df .il/cgi-bin/shitur/bookpagel00598/i t ur f i ndpageexact . pl B ock 1
_ m ny- kosher - kravi . i d ,
184. 105. 139. 68 |lhited Sates |147.237.0.17 £l Uhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 1
216.218.206. 67 |lLnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ B ock 1
157.55.39.191 |Uhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/sitelcontactus.aspx |B ock 1
66.249. 64.233 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wawidf.il/error.htm B ock 1
199. 30.24.117 |wited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on v idf.il/error. htm B ock 1
79.183.164.80 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ reset . css |B ock 1
157.55.39.250 |Uhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
66. 249. 65. 80 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 1
208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 208.115. 111. 73 Bl ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
87. 71. 43. 190 | srael 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai v sachar / mai | box. aspx None 1
] . . . Mil tiple Uhtraceabl e SS. Sessions from 174. 37. 194. 144 (Pr ot ocol
174.37.194. 144 |Uhited Sates |147.237.76.30 |hinush.idf.il viol ation (SSL COAN LI ENT HELLO)) None 1
. . S3. Whtraceabl e Gonnection - Protocol violation
66.249.78.158 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO) None 1
208.115.113.82 [lnited Sates [147.237.0.34 |tikshuv.idf.il Ml tipl e Unhaut hori zed URL Access from 208. 115. 113. 82 Bl ock 1
89.248.160. 136 |[Netherlands |[147.237.76.30 |hinush.idf.il I11egal HITP Version Bl ock 1
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