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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 17264
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2

94. 102. 49. 116 Net her | ands 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al Net drop 1

185. 103. 252. 98 Russi an Federati on 147.237. 76. 86 navy.idf.il Bock Np Al _Net drop 1

192. 243. 55. 132 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1

183. 60. 48. 25 Chi na 147.237. 76. 44 e.refuah.idf.il JLM Under _Attack_Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
185.130.5.99 [147.237.77.61 |Lithuania e.cogat.idf.il ET SCAN Potential SSH Scan 1
76.181. 249. 213 |147. 237. 72. 156 |Lhited Sates |aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.99 [147.237.76.34 |Lithuania yohal an.idf.il ET SCAN Potential SSH Scan 1
58.218.211.11 |[147.237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
185.130.5.99  [147.237.0.35 |Lithuania akavs. i df.il ET SCAN Potential SSH Scan 1
183.60.48.25  [147.237.76. 199 |hi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
40. 84.148. 3 147.237.8.28 |lhited Sates |e nobileks.idf.il ET SCAN NVAP -sS w ndow 4096 1
183.60.48.25 [147.237.0.16 |China ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 1
219. 148. 198. 41 [147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
162. 244. 15. 191 |147. 237.76.39 |lhited Sates |nobile. neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
219. 148. 198. 41 [147.237.0.33 |China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
110. 143. 44. 114 (147.237.8.46  |Australia e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187 160. 213. 25 |147. 237 77 74 |Mexi co Lanidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248.171.19 |147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
185.130.5.99 [147.237.77. 176 |Li thuani a mat pash. i df .il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147. 237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
185.130.5.99  |147.237. 76. 202 |Li thuani a e halag.idf.il ET SCAN Potential SSH Scan 1
58.218.211.11 |147.237.76.198|Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
185.130.5.99 [147.237.8.27 |Lithuania e.madimatal .idf.il ET SCAN Potential SSH Scan 1
58.218.211.11 |[147.237. 76. 148|Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
185.130.5.99 |147.237.0.34 |Lithuania tikshuv.idf.il ET SCAN Potential SSH Scan 1
40.114.42.13 |147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
183.60. 48.25 |147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
40. 84.148. 3 147.237.8.28 |Whited Sates |e nobile-ks.idf.il ET SCAN NVAP -sS w ndow 3072 1
219. 148. 198. 41 |147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
162. 244. 15. 191 [147.237.76.39 |Whited Sates |nobile. neitav.idf.il ET SCAN NMAP -sS wi ndow 2048 1
219. 148. 198. 41 [147. 237. 76. 39 |Chi na nobi | e. nei tav. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
162. 244. 15. 191 [147.237.76. 39 |Lhited Sates |nobile neitav.idf.il ET SCAN NVAP -f -sS 1
98. 126. 197. 186 [147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.99  |147.237. 77. 233 |Li thuani a atal.idf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237. 77. 235 |Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Devi ce

Country

Target Address ‘ Ste

‘Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

66.249.78.146 |[Lhited Sates |147.237.72.166 |aka.idf.il Ret 18NS SSi o Packet dr opped. drop 60
207.241. 231. 194|tited Sates |147.237.72.166(akaidf.il  |Wéb Server Enforcenent M ol ation vszrbwsfévers St ow HITP Denial - of rej ect 31
64.216.107.11 |[Uhited Sates |147.237.72.156 |anan.icf.i1  |Bad TCP sequence i;;e”ansm't with different wndowl o vor |21
178. 62. 96. 187 LKTir:ge(cjjom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
41.33.231.90  |Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 16
192.243.55.132 |Wited Sates [147.237.77.74 [lawidf.il  [Bad TCP sequence mfﬁfsrc:;ansm wehdifferent | onitor |16
192.243.55.129 |[thited Sates [147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 15
192.243.55.129 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc:;ansmt wehdifferent | onitor |14
192.243.55.129 |[thited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 13
198.58.103. 158 |[lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
192.243.55.133 |Wited Sates [147.237.77.74 [lawidf.il  [Bad TCP sequence mfﬁfsrc:;ansm wehdifferent | onitor |11
192.243.55.132 |[thited Sates [147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 11
192.243.55.132 |Uhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 11
192.243.55. 129 |lLhited Sates |[147.237.77.74 [lawidf.il drop First packet isn't SYN drop 10
192.243.55.135 |lhited States [147.237.77.74 [lawidf.il  |Bad TOP sequence mﬁsrc::ea”m“ wthdifferent ) oonitor |10
192.243.55.129 [lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert
192.243.55. 133 |Uited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
192.243.55.131 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrcztlreansm't wehdifferent | onitor o
192.243.55. 131 |Uited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 8
143.176.129. 11 |Netherlands 147, 237. 76. 200 [ei tan aka 1. || 2 NG Engine: TGP Invalid Ivalid segnent retransnssion. drop 8
Ret r ansni ssi on Packet dr opped.
192.243.55.132 |[lhited Sates |147.237.77.74 [lawidf.il drop Frst packet isn't SYN drop 7
192.243.55.132 |[thited Sates [147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber alert 7
192.243.55.132 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
192.243.55.135 [Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
192.243.55. 133 [hited Sates [147.237.77.74 [lawidf.il Bad TCP sequence noni t or 6
192.243.55.129 |Whited Sates [147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
192.243.55.135 |[lhited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
192.243.55.131 |[thited Sates [147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 6
192.243.55.131 |[thited Sates [147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber alert 5
192.243.55.133 |Whited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
192.243.55.133 |[Lhited Sates |147.237.77.74 [lawidf.il drop Frst packet isn't SYN drop 5
40. 77. 167. 52 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 4
207.241.231. 194|Wited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop 4
50.87.144. 145 |lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 4
192.243.55.135 [lnited Sates [147.237.77.74 [lawidf.il Bad TCP sequence noni t or 4
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
192.243.55.133 [lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 4
192.243.55.135 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
192.243.55.131 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 4
31.154.177.75 |israel 147,237, 72. 166 |aka i 11 | ! €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
192.243.55.135 |[lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber alert 3
41.33.231.90  |Egypt 147.237.77. 216 [dover.idf.il  [dr op drop 3
192.243.55.130 |lhited States [147.237.77.74 [lawidf.il  |[Bad TOP sequence mﬁ(src:;ansmt wthdfferent | onitor |3
66.249.64.98  |Uited Sares |147.237.72. 166 |akaidr.il || SAM g Engines TP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
207.46.13.192 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
192.243.55. 137 |Wnited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 2
157.55.39. 145 [lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry|Target Address |Site Sgnature Action ‘Oount
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
208.115. 111. 73 |Lhited Sates 147.237.77. 216 |dover.i df . i | Lhaut hori zed LRL Access to wawidf.il/atal 1/izkor/ main. asp B ock
nobi | e. nei tav.idf.i )
62. 210. 252. 207 |France 147.237. 76. 39 | Uhaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
68.180.231.43 |[lhited Sates 147.237.77.216|dover.i df .i | Paraneter Type Mol ati on PageNumin ww i df.il/1133-ar/dover. aspx |B ock 1
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | Distributed thaut horized URL Access on Bl ock 1

147.237. 72. 166/ mai n/ gi yus/ gener al . aspx
Parameter Type M ol ati on PageNumin

68.180.231.43 [Wited Sates  [147.237.77.216 |dover.idf . il v i df i 1/ 1362- he/ dover . aspx B ock 1
66. 249. 64. 230 |l srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
143. 176. 129. 11 |Net her| ands 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wawidf.il/en/ B ock
174.129. 228. 67 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock
5. 255, 253, 34 ?;3;;”' o 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to |ist.ips.gov.il/robots. txt B ock 1
68. 180. 230. 184 |Lhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
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