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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 10124
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 9534
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS-Tool - Swi t chbl adG dest - r eset 3

168. 235. 197. 235 Lhited Sates 147.237.77. 216 dover.idf.il |Frk Under Attack Con Htp drop 2

185. 103. 252. 98 Russi an Federation 147.237.76. 202 e halag.idf.il|B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.146 |147.237.72.166|Wited Sates [aka.idf.il ET SCAN NVAP -sA (2) 2
91.201. 236. 158 |[147.237.8.28 |lkraine e. nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 2048 1
80. 82. 78. 38 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.94.233.163 |147.237.0.17 |Uhited Sates |mny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
13.92.122. 143 |147.237.0.34 |lhited Sates |[tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 153.52. 49  [147.237.0.35 |China akavs. i df .il ET SCAN Behavi or a Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
104, 171. 122. 176|147.237.8.28 |Uhited Sates |e. nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 158 |[147.237.8.28 |lkraine e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91.201. 236. 158 [147.237.8.28 |Wkraine €. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147. 237. 72. 156 |Net her | ands anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.94.233.163 |147.237.0.17 |thited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 4096 1
13.92.122. 143 [147.237.0.34 |Whited Sates |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
104, 171. 122. 176|147.237.8.28 |Uhited Sates |e. nobile-ks.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
93.174.164.49  |147.237. 72. 156 |Romani a aman.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
168. 235. 197. 235|Uhited Sates |147.237.77.216|dover.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 66
66.249.78.146 |uited Sates |147.237.72. 166 |aka ior. i1 |2 €M NG BNgine: TCP Inval id Invalid segnent retransnission drop 57
Ret r ansmi ssi on Packet dr opped.
208.115.113.89 |lLhited States [147.237.77.216 [dover.idf.il|dr op Frst packet isn't SN drop 55
78. 46. 50. 246 Ger many 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 52
207.241. 231. 194|Wited Sates |147.237.72. 166 |akaicf.il [Véb Server Enforcenent M ol ation Vsirbvisf;vers Stow HITP Denial - of rej ect 39
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 20
41.33.231.90 Egypt 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df . il [dr op SAMrul e drop 16
192.243.55.137 |Wited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence vﬁﬁ;c: ;ansm wehdifferent | onitor |14
70.254.195.38 |[Uited Qates [147.237.72.156 [anan.idf.il |Bad TCP sequence Szg;e“ansmt with different wndow | itor |13
192.243.55.136 |Wited Sates [147.237.77.74 [lawidf.il |Bad TCP sequence vﬁﬁ;c: ;ansm wehdifferent | onitor |12
54.72.73.168 Irel and 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop 12
192.243.55.136 |Uhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
192.243.55. 136 |[Lhited Sates |[147.237.77.74 [lawidf.il |SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 10
192, 243.55. 137 |[Lhited Sates |[147.237.77.74 [lawidf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 10
192.243.55.135 |Wited Sates |147.237.77.74 [lawidf.il [Bad TOP sequence SINACC relransmt wehdifferent | onitor o
192.243.55.135 [nited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber noni t or
200. 6. 177. 147 Col onbi a 147.237.77. 216 |dover.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect
192.243.55.138 |Wited Sates [147.237.77.74 [lawidf.il [Bad TOP sequence mﬁsgreansm wehdifferent | onitor s
212.179.90. 106 |lsrael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop
192.243.55.138 |[Uhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or
54.72.0.55 Irel and 147.237.77. 216 |dover.idf . il [dr op First packet isn't SYN drop
185.27.105. 138 |Israel 147237, 72. 166 |oka i .11 | SAM NG Engi ne: TGP Inval i d Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55. 137 [nited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
50.87.144.145 |lhited States [147.237.77.216 [dover.idf.il|dr op Frst packet isn't SYN drop
82.81.129.200 |israel 147 237. 72. 166 |aka i .11 | SAM NG Engi ne: TGP Inval id Invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55. 136 |[Lnited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber alert 6
192.243.55. 138 |[Lhited Sates |[147.237.77.74 [lawidf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 6
192.243.55.135 |[Uhited Sates [147.237.77.74 |lawidf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192.243.55. 135 [lnited Sates |147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber alert 5
41.33.231.90  |Egypt 147. 237.77. 216 |dover. i df .i1 [dr op drop 5
141. 0. 12. 205 Nor way 147.237.77. 216 |dover.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
192.243.55.134 |lWhited States [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁﬁsg reansm't wthdifferent | onitor |5
192.243.55.137 |[Uhited Sates [147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 5
192.243.55.138 |[Lhited Sates [147.237.77.74 |[lawidf.il |dr op Frst packet isn't SYN drop 4
40.77. 167. 85 Lhited Sates |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 4
192.243.55.134 [nited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
192.243.55.138 [nited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber alert 4
192.243.55.136 |[Uhited Sates [147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 4
192.243.55.137 |Uhited Sates [147.237.77.74 |lawidf.il |Bad TCP sequence noni t or 4
192.243.55.130 |Whited States [147.237.77.74 [lawidf.il |Bad TCP sequence mﬁsrc‘; ;a”s"“ wthdifferent | onitor |4
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 4
192.243.55. 135 |[Lhited Sates |[147.237.77.74 |lawidf.il |Bad TCP sequence noni t or 4
40. 77. 167. 52 Lhited Sates [147.237.77. 216 |dover.idf.il|drop Frst packet isn't SN drop 4
94.77.196. 82 Saudi Arabia  |147.237.77.216|dover.idf.il|dr op Frst packet isn't SN drop 3
192.243.55.135 [lhited Sates [147.237.77.74 [lawidf.il [drop First packet isn't SYN drop 3
192. 249. 66. 247 |hited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 3
79.179.161. 174 | srael 147. 237 77. 243 |t 1 0. o [ ' €AM NG ENgi ne: TCP Inval i d Invalid segment retransmssion. dr op 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site Sgnature Action ‘Count
79.179. 161. 174 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
208.115.111. 73 |Wited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/hebrew an. .. B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
76.31.170.233 |Uhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for ww aka. idf.il/rights/asp/info.asp Bl ock 1
208.115.113. 82 |Whited Sates [147.237.0.34 [tikshuv.idf.il |Parameter Type Mol ation catld in tikshuv.idf.il/sitel general . aspx B ock 1
66.249. 78. 146 [l srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter anp;list in v aka. idf.il/patzar/klali/default.asp None 1
37.19.119.180 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to www anan. i df.il/sip_storagel/files/6/ B ock 1
216.110.94.27 |Wited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/aman B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
85.65.31.90 | srael 147.237.77. 216 |dover . i df . i | v[i;ut.r Lfb .”itle/dt éﬁ;”;thg/iszhz‘:eﬁszfizifrzrsl headier upper Bl ock 1
66.102.6.131 |wited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/error.htm B ock 1
220. 255. 148. 10 |9 ngapor e 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 1
68.180.229. 241 |Lhited Sates [147.237.77.176|nat pash.idf.il |Uauthorized URL Access to wwn cogat.idf.il/1392-en/ cogat . asp Bl ock 1
109. 65. 194. 130 |l srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 64. 131 [l srael 147.237.72. 166 [aka. i df . i | Distributed Waut hori zed URL Access on 147.237.72. 166/ ei tan/ | i stpage/ |Bl ock 1
70.254.195.38 |Uited Sates [147.237.72.156|anan.idf.il Lhaut hori zed LR Access to list.ips.gov.il/list.htm B ock 1
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