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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 13785
0.0.0.0 147.237.77.216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 1338
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3

0.0.0.0 147.237.77.216 dover.idf.il |HTTP Page Fl ood Attack drop 1

94. 102. 49. 116 Net her | ands 147.237.76. 42 refuah.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
CGountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 163 [147.237.76.86 [Lhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
190. 124. 35. 115 |147. 237. 76. 200 |N car agua eitanakaidf.il |ET SCAN NVAP -sS wi ndow 2048 1
180. 252. 58. 200 |147.237.0.35 |l ndonesi a akavs. i df .il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
23.102. 168. 255 |147. 237. 76. 148 |Whited Sates [gqcenter.aka.idf.i|ET SCAN NMVAP -sS wi ndow 3072 1
13.92.122. 143 [147.237.77.235|lhited Sates |sviva.idf.il ET SCAN NMAP -sS wi ndow 2048 1
190. 124. 35. 115 |147. 237. 76. 200 |N car agua eitanaka.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
190. 124. 35. 115 [147. 237. 76. 200 [N car agua eitan.aka.idf.il |ET SCAN NVAP -f -sS 1
13.92.122. 143 [147.237.77.235|lhited Sates |sviva.idf.il ET SCAN NMAP -sS wi ndow 3072 1
13.92.122. 143 |147.237.77.235|United Sates |svivaidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
S reanming Engi ne: TCP i i ssi
66.249.78.146 |Wnited Sates |147.237.72.166 |aka.idf.il mng thgine: 1 Ivalid segnent retransmssion. drop 42
Inval id Retransm ssion Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 18
166. 137. 8. 19 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 17
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
198. 58.102. 156 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
37.26.148.133 |Israel 147. 237.77. 226 ‘A:"‘I”“Cha"mz'aka"df drop First packet ismt SN drop 11
128.242.249.11 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 8
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 7
o - Streaming Engine: TCP TCP segnent out of naximum
197.15.75.248 |Tunisia 147.237.77. 216 |dover.idf.il Segment Linit Enforcenent al | oved sequence. Packet tr opped. drop 7
139.162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192.243.55.135 |Uhited Sates |[147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
157.55.39. 145 |lWhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
105. 153. 107. 72 |Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
; . . SYNretransmt wth different .
70.254.195.38 |lhited Sates [147.237.72. 156 |anan.idf.il Bad TCP sequence i ndow scal e noni t or 5
192.243.55.135 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
Vb Server Enforcenent HTTP Deni
207.241.231. 194|Wnited Sates |147.237.72. 166 |aka idf.il . Ve Servers S ow Cenial - of rej ect 4
Mol ation Servi ce
S reamng Engi ne: TCP i i ssi
157.55.39.57  |Wited Sates |147.237.72. 166 |aka idf. il mng thol ne- 7 nval i d segnent retransmssi on. drop 4
Inval i d Retransm ssi on Packet dr opped.
2.53.28.131 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
192.243.55.135 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence SINAX retransmt with different | oo |3
w ndow scal e
Sreamng Engi ne: TCP Inval i d segnent retransnission
66. 249. 93. 245  |Eur ope 147.237. 72. 166 |aka.i df .i | . . ' dro 3
P Inval i d Retransnission Packet dropped. P
Sreamng Engi ne: TCP i i ssi
66.249.65.88  |lnited Sates |147.237.76. 200 |ei tan aka idf. il mng thgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
40.77.167.79 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 3
Streanming Engine: TCP Invalid segnent retransnission
66. 249. 93. 249  |Eur ope 147.237.72. 166 |aka.idf.il . .. ' drop 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i sSi
207.46.13.32  |Wited Sates |147.237.77.243|nobile idr il mng tngine. 1 Invalid segent retransmssion. drop 3
Inval i d Retransnissi on Packet dropped.
Sreamng Engi ne: TCP ' i ssi
5. 45. 62. 144 Netherlands  |147. 237.72. 166 |aka i df il mng engine. Inval i d segrent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
192.243.55.135 |Uhited Sates |[147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 3
reamn ine: T i i ssi
79.183.191. 103 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
40. 77. 167. 85 Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop
92.74.18. 254 Ger many 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop
Sreamng Engi ne: TCP ' i ssi
176.13.8.194  |israel 147. 237.72. 166 |aka. i of .11 mng engine. Inval i d segrent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
Russi an e Sreaning Engi ne: TCP Inval i d segnent retransnission.
141.8.132. 112 : 147. 237. 72. 166 |aka.i df .i | . o dro 3
Federation Inval i d Retransm ssi on Packet dr opped. P
37.26.148. 133 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
S reamng Engi ne: TCP i i ssi
84.229.28.165 |Israel 147.237.72. 166 |aka. i df . mng thol ne- 7 nval i d segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dr opped.
118.173. 137. 141 |Thai | and 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP i i ssi
185. 120. 126. 12 |Israel 147. 237.72. 166 |aka. i of .11 mng Ethgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
192.243.55. 135 |Uited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engi ne: TCP ' i ssi
66.249.78.206 |Uited Sates |147.237.72. 166 |aka i df il mng engine. Inval i d segrent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
40.77.167.58 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
46.19. 85. 72 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |2
77.237.146.28 |Czech Republic|147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 2
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
101. 226. 168. 206 |Chi na 147.237.77. 216 |dover.i df il drop First packet isn't SN drop 2
197.15.75.248 [Tunisia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192.243.55.133 [Wnited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert 1
72.9.148.10 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
197.15.75.248 |Tunisia 147.237.77. 216 |dover.i df . il Mil tiple Abnornmal |y Long Request from 197.15.75. 248 Bl ock 20
197.15.75.248 |[Tunisia 147.237.77.216|dover . i df . il Ml tiple Miformed URL from197. 15. 75. 248 B ock 20
197.15.75.248 |Tunisia 147.237.77.216|dover.idf .l Ml tipl e Unknown HTTP Request Method from 197. 15. 75. 248 B ock 20
149. 202. 239. 134|France 147.237.77. 216 |dover. i df . i | Paraneter Type Vol ation PageNumin B ock 6
wa i df . i | /1283- en/ dover . aspx
. . Dstributed Paraneter Type Mol ation on
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | v i df i 1/1283- en/ dover . aspx paraneter PageNum Bl ock 6
109.65.175.31  |Israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock
176.13.22.113  |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock
. . . Unaut hori zed URL Access to
207.46.13.190 [Wnited Sates [147.237.77.74 |lawidf.il vow | aw i of i 1/t enpl at es/ | obby/ | obby. aspx B ock 1
. . D stributed Whaut hori zed URL Access on
149.202.239. 135[France 147.237.77. 216 (dover . i df . i | wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
66.249.78.199 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/giyus/ge B ock 1
40.77.167.79 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
141.212.122. 161|thited Sates [147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
54.210.18.124 |lnited Sates [147.237.77.74 |lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
208.115.111.73 |Wited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/894-he B ock 1
- kosher - kravi . i df
157.55.39. 144 |Whited Sates |[147.237.0.16 niyl Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
. . . Unhaut hori zed URL Access to
68.180.230.45 |[Wited Sates |147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8921- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed URL Access to
46. 19. 86. 208 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Unhaut hori zed URL Access to
66.249.75.8 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/ui /i 18n/j query-ui-i 18n.j s Bl ock !
220.181. 108. 155|Chi na 147.237.72. 156 |aman. i df . i | Unaut hori zed LRL Access to waw anan. i df.il/scripts.asnx/getjs B ock 1
: . . . S Whtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates [147.237.0.19 |nadimatal .idf.il (SSL CONN LI ENT FELLO) None 1
70.254.195.38 |lLhited Sates [147.237.72.156|anan. i df.il Uhaut hori zed URL Access to list.ips.gov.il/list20050529. htm B ock 1
51.254. 215. 146 |France 147.237.77.216|dover.idf .il Ml ti pl e Unaut horized URL Access from 51,254, 215, 146 B ock 1
. . Unhaut hori zed URL Access to
149. 202. 239. 134|France 147.237.77.216|dover . i df . il vow i f i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
. . Uhaut hori zed URL Access to
66.249.75.16 | srael 147.237.76.42 |refuah.idf. il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ ui / ui . dat epi cker. j s B ock 1
. . . . SS. Lhtraceabl e nnection - Protocol violation
169. 229. 3. 91 Lhited Sates |[147.237.76.200|eitan. aka.idf.il (SSL CONN LI ENT FELLO None 1
77.75.77.72 g;i;t:)n c 147.237.77.216|dover.idf . il Unhaut hori zed URL Access to waw i df. i/ page/ 35/ B ock 1
. . Unhaut hori zed URL Access to
51.254.215. 146 [France 147.237.77. 216 [dover. i df . il v i df i |/ 1283- 19142- en dover &hel | i p Bl ock 1
) . . Uhaut hori zed URL Access to
207.46.13.69  |United Sates [147.237.77.234|hal ag.idf.il vwy | ogi sti cs. atal i df . i 1/t enpl at es/ cont act us/ Bl ock 1
. . Unhaut hori zed URL Access to
66.249.75. 24 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ si debar/ si debar. j s B ock 1
40.77.167.0 Lhited Sates |147.237.72.166|aka.idf .il Unknown Paraneter tmin v aka.idf.il/nain/giyus/ None 1
54.210.18.124 |lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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