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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
134. 147. 203. 115 Ger many 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1
94. 102. 49. 116 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count
165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il |14511: HITP. Wn32/Qiga Fake User Agent ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il [13840: TLS (penSSL Heartbeat Packet B ock 1




04-23-2016-01:04:20 to 04-23-2016-02:04:20

|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.66.17  |147.237.77.226 |lhited Sates |ww chamatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
58.218.211.11 |147.237.76.198|Chi na e. yohal an.idf.il ET SCAN Potential SSH Scan 1
195. 81. 248. 101 |147. 237. 77. 226 %ir:;gom ww chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
189, 34.103. 47 |147. 237 0.33  |mrazi| il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130.5.99  [147.237. 77. 179 Li t huani a e mazi.idf.il ET SCAN Potential SSH Scan 1
185.130.5.99  [147.237.76.38 |Lithuania e.eneitav.idf.il ET SCAN Potential SSH Scan 1
185.130.5.99 [147.237.0.16 |Lithuania ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
58.218.211.11 |147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
189 32131 55 |147. 237 0.35 |mai| akave. i df il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130.5.99 [147.237.76.86 |[Lithuania navy.idf.il ET SCAN Potential SSH Scan 1
185.130.5.99  [147.237. 72. 167 |Li t huani a i shurimaka.idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237. 77. 233 |Uhited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

66.249.78.146 |Lhited Sates |147. 237. 72. 166 |aka i df .i Ret 1 ansm ssi on Packet dr opped. drop 54
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
178. 63.55.202 |Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 20
109. 67.211. 184 [Israel 147.237.76.42 |refuah.idf il Bad TCP sequence md;it/r:cnasj'it wth different monitor |20
94.77.196. 82 Saudi Arabia [147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 17
109. 66.63. 181 |l srael 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid finvalid segnent retransnission. |, o, 15
Ret ransni ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
192.243.55.133 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence wﬁtrﬁggzl;:th monitor |13
192.243.55. 131 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 12
52.29.223. 39 Ger many 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 12
139. 162. 216. 112|lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
192.243.55.129 |Wited Sates [147.237.77.74 [lawidt.il Bad TCP sequence wﬁrs\;;{?x?c;fth moni tor |10
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
192.243.55.131 |Whited States [147.237.77.74 |lawidf il Bad TCP sequence ﬁﬁtrﬁﬁgﬁggth monitor |10
208. 115.111. 73 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
209. 112. 251. 101 |Lhited Sates |147. 237. 77. 216 |dover.idf .il dr op First packet isn't SYN drop 9
192. 243.55. 133 |lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
192.243.55. 131 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 8
50.87.144.145 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
40.77. 167. 85 Lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46.116.205.97 | srael 147. 237. 77. 216 |dover i of .i Bad TCP sequence ﬂﬁtrsjﬁgzl;gth moni tor |7
192.243.55. 131 |lhited Sates [147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 7
40.77.167. 79 Wited Sates [147. 237. 77. 216 |dover.idf.il drop First packet isn't SWN drop 7
192.243.55.131 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 7
192.243.55. 129 |lhited Sates [147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 7
46.116.205. 97 |Israel 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 7
84.95. 208. 20 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
149. 78. 84. 48 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
192.243.55.132 |Wited Sates [147.237.77.74 [lawidf. il Bad TCP sequence ﬂ;ﬁ[ﬁ;;ﬁgﬁf;,fth monitor |6
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
45. 35. 64. 142 Lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
192.243.55. 133 |lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243.55.129 |lhited Sates (147.237.77.74 (lawidf.il dr op First packet isn't SYN drop 5
192. 243.55. 133 |lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
71.232.73.45 Lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
192. 243.55. 129 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
85.64.173.179 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192.243.55. 133 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 4
68.180. 231.43 |lhited Sates |147. 237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
54.246.0.243  |ireland 147.237.8.24 |elifestyleidf.il  |Geo-1ocation enf or cenent Sﬁ?o'rggi:]?n I nbound drop 4
85.64.173.179 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
192. 243.55. 132 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop
85.64.189. 139 I srael 147.237.77. 226 [ chanatz.aka.1df |ga4 TOP sequence Inval i d ACK number aert 4
192.243.55. 131 |hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence noni t or
41.143.149.70 |Morocco 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
85.64.189.139 | srael 147.237.77. 226 [ chanat z. aka. 107 |paq TOP sequence Invalid ACK nunber monitor |4
157.55.39.145 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 86. 166 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code Bl ock 2
208.115.113.82 |[thited Sates [147.237.0.34 |tikshuv.idf.il Ml tiple Unhauthorized URL Access from 208. 115. 113. 82 B ock
Unknown Paraneter catld in
46. 19. 85. 232 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ mast er/ f avi con. |None 1
g f

109. 253. 128. 195]I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to v aka. i df .il/sip_storage/files/ B ock 1
66.249. 78.104 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.19. 85. 232 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter ¢ in ww aka.idf.il/main/giyus/general . aspx None 1
84.111.115. 2 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1240- he/ at al . aspx B ock 1
131.253.25.171 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on ww idf.il/error. htm B ock 1
66.249.78.146 | srael 147.237.72.166 |aka. i df . i | m”;k":i? ?Ff;ie;us"’/“ggn‘;f;' /d déf”au“_asp None 1
46. 19. 85. 232 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter ca in wwu aka.idf.il/nain/giyus/ general . aspx None 1
104.131.59.76 |nited Sates |147.237.0.15 |kosher-kravi.idf.i|Miltiple Unauthorized URL Access from 104. 131.59. 76 B ock 1
51.254.215. 146 |France 147.237.77. 216 |dover.idf .il Mil tipl e Unaut horized LRL Access from 51,254, 215, 146 B ock 1
198. 58. 96. 215 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/1294-en/wmw i df.il/english B ock 1
66.249.78.146 | srael 147.237.72. 166 |aka. i df . i | ﬁ”;k‘:izfafﬁ';egti%;r:;g;&? diefnam (a5 None 1
46.19. 85. 232 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter cat in v aka.idf.il/main/giyus/general . aspx None 1
104.131.59.76  [Lhited Sates [147.237.0.15  [kosher-kravi.idf.i gsarl:;rh—olirleil?éi (lef:a_l mC:rrspTatlzs/shar ed/ user cont r ol s/ header upper/ Bl ock !
51.254.215. 146 |France 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww idf.il/1283-19142-en/ dover&el lip |B ock 1
37.28.152.58 Pol and 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ robot s. t xt B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Unknown Par anet er anp; popl d i n waw aka. i df.il /1 ondi mtochen/ None 1
46.19. 85. 232 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catl in wwyaka.idf.il/main/giyus/ general . aspx None 1
109. 67.211. 184 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css Bl ock 1
66.249.64.131 I srael 147.237.72. 166 |aka. i df . i | ﬂ?“;g;’r'?;ef&% sf;e;sa;; {11 es/ 9/ 69056, pdf Bl ock 1
46.19. 85. 232 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 46. 19. 85. 232 B ock
208.115.113.82 |Wited Sates |147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/main/giyus/ general . aspx B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
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