04-23-2016-00:04:05 to 04-23-2016-01:04:05

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
700§

600+

500"

400+

300+

Number 1.
G 200:
At acks 1004°

& RN SR e S &
PO OO DA
AN
6§ . @6\ ) \,'é\ éé\ \.Q’g? '3&'60
& & N

Top Tar get

[Top Attackers |

M dover.idf.il

Wiawidf.il

M aka.idf.il

M nadi matal .idf.i

Meitan aka.idf.il

M anan.idf.il

W mat pash. i df . i |

M nakchal .idf.il
nobi | e.idf.il

M refuah.idf.il

Nunber
(6]
At acks

Top Attackers

M 167. 114. 156. 16
66. 87. 74. 2

¥ 208. 115. 111. 73
192. 243. 55. 135

Il 205. 203. 135. 1

W 192. 243. 55. 130

I 46. 19. 86. 147

M 41.33.231.90
51. 39. 4. 253

M 37.60.151. 69




04-23-2016-00:04:05 to 04-23-2016-01:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5044
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 880
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 4

79.177. 69. 254 | srael 147.237.77.178 e. nat pash.idf.il Bl ock Udp Al Nets drop 1

62.138. 2. 213 Ger many 147. 237. 76. 34 yohal an. i df .i | Bl ock_Udp Al _Nets drop 1

94.102. 49. 116 Net her | ands 147. 237. 76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1

62.138. 2. 213 Cer many 147.237. 76. 38 eeneitav.idf.il ock Wp Al _Nets drop 1
71.6.165. 200 Lhited Sates 147.237.76. 177 ncore.idf.il ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
195. 216. 176. 244 147.237.0. 15 Latvi a kosher-kravi .i df .i | ET SCAN NVAP -sS wi ndow 1024 1
195. 81. 248. 101 147. 237. 77. 227 Uhi ted Ki ngdom e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 120 147.237.0.33 Wrai ne idf.il ET SCAN Potential SSH Scan 1
149. 78. 43. 251 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP Distributed Portscan 1
195. 154. 54. 169 147. 237. 8. 50 France e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 120 147.237.0. 15 Wrai ne kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.77. 233 Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
66.87.74.2 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 84
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 56
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
51. 39. 4. 253 United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 34
37. 60. 151. 69 (F;ajcis;ii::ja” Territory.ty 47 237, 77. 216 |dover. idf. i1 |dr op First packet isn't SN drop 29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 26
66.249.78.146  |Uited Qates 147.237.72. 166 |aka icr. i1 | €AM NG Engine: TCP Invalid imvalid segnent retransmssion. | o 24
Ret r ansm ssi on Packet  dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
40.77.167. 85 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
82.81.41.217  |israel 147. 237, 76. 200 | tan. aka. i of . | SAM NG ENgi ne: TGP | nvalid finvalid segnent retransmissi on drop 15
Ret r ansni ssi on Packet dr opped.
192.243.55.130 Uhited Sates 147.237.77.74 |lawidf.il  [Bad TCP sequence SR rewrensmt Wit h monitor |15
192.243.55. 130 |lLhited Sates 147.237.77.74 |(lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 14
162. 243. 104. 237|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
139.162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
87.71.114.217 |israel 147. 237.76. 200 [ei tan aka. i of . { | SAM NG Engine: TCP Inval id - finvalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
192.243.55.135 |Uhited Sates 147.237.77.74 |lawidf.il  [Bad TCP sequence S rerensmt Wit h moni tor |11
207.46.13.175 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
192.243.55. 135 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 10
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
192.243.55.135 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 9
192.243.55. 135 |Lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 9
40. 77. 167. 58 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
192.243.55.135 |lhited Sates 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192.243.55. 130 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
192.243.55.138 |Wnited Sates 147.237.77.74 |lawidf.il  |Bad TOP sequence wﬁtr:ﬁt;jgzz;;gm moni tor |8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192.243.55.135 |lhited Sates 147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber alert 7
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
192.243.55. 132 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
205.175.118.53 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
192.243.55.130 |lhited Sates 147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber alert 7
40. 77. 167. 79 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192. 243.55.132 |Uhited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence ﬂe}ﬁtr;’;;s&;g&gm monitor |6
131.253.25.159 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
192.243.55.132 |lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 6
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 6
192.243.55. 138 |lLhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243.55.134 |Whited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence ﬂ;‘gﬁtrmjgzgctaj‘é‘”h monitor |6
92.247.181.29 |Bugaria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 6
192.243.55. 131 |lLhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
5.102. 254. 142 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 5
192.243.55.131 |lhited Sates 147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243.55.136 |United Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence ﬁﬁtrﬁgjﬁﬁcggth monitor |5
192.243.55.129 |Wited Sates 147.237.77.74 |lawidf.il  |Bad TOP sequence wﬁtr:ﬁt;jgzz;;gm monitor |5
192. 243.55.137 |UWited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence wﬁtr\i:;jg;?c;gth monitor |5
192. 243.55.129 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 5
192.243.55.130 |Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 147 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 42
109. 253. 139. 160|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 3
109. 253. 129. 61 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 2
65.55.210.160 |lLited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error.htm Bl ock 2
199.30.24.230 |Uited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
66.249.78.5 I srael 147.237.0.19 |madimatal .idf.i|Wauthorized LR. Access to nadimatal .idf.il/appl e-app-site-association |B ock 1
2. 55. 15. 245 I srael 147. 237.72. 166 |aka. i df . i | Llulri%e:/ i?';geg;?ing;a;:;/e;oibgcﬁi/ fm”j W kapat 2] [ 1 es012 Bl ock 1
157.55.39. 246 |Uited Sates [147.237.0.34 |[tikshuv.idf.il |Paraneter Type Miolation catld in wwtikshuv.idf.il/sitel/general .aspx Bl ock 1
77.75.78. 162 %ﬁ;ﬂ c 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df . il/ page/ 33/ Bl ock 1
66.249.64.131 | srael 147. 237.72. 166 |aka. i df . i | i;t rziSl;‘_’tf; l"é:f/‘“r:;;‘)r:/i ;e;uféeﬁglesfazgx Bl ock 1
207.46.13.116 |[lhited Sates |[147.237.76.31 |nakchal .idf.il |[Wauthorized URL Access to 147.237.76.31/ Bl ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |B ock 1
2.55.15. 245 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in LR from2.55. 15. 245 Bl ock 1
164.132.161.7 |italy 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list6 htm Bl ock 1
77.237. 138. 202 ggj‘;ﬂ . 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to / B ock 1
66.249.64.186 [Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df . i|/540- he/ pat zar / aspx Bl ock 1
207.46.13.175 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized LRL Access on waw idf.il/error.htm B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover . i df .i | PHP At t enpt Bl ock 1
66.249.78.246 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi i yonan/ enl arge. asp  [Bl ock 1
17.142.156. 109 |[Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wa i df.il/appl e-app-site-association B ock 1
176.13.17.38 I srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 176.13.17. 38 Bl ock 1
84.111.216.70 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
66.249.93.184 |[Israel 147.237.72. 166 |aka. i df . i | URL is Above Root Directory ww aka.idf.il/../inages/ master/banner.jpg [B ock 1
176.13.17. 38 | srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wwidf.il/tenpl ates/article/ nobile B ock 1
91.232.100.3 |Lebanon 147.237.77.74 |lawidf.il mﬁtve: dfT%'?f/\zﬁogl_ﬁtei/;; ';’th Z;i;ewer 19ucteader SearchStxt Search in - g 1
66. 249. 75. 24 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9023- he/ r ef uah. aspx  |Bl ock
2.53.50. 212 | srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wwidf.il/tenpl ates/article/ nobile Bl ock
141.212.122. 161|lhited Sates [147.237.76.31 |nakchal .idf.il |Distributed Unauthorized URL Access on 147.237.76. 31/ B ock 1
72.9.148.10  |lhited Sates |147.237.76.86 |navy.idf.il thauit hori zed LRL fecess to Bl ock 1

wawv navy. i df . i|/994- 8613- he/ navy. aspx. aspx
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