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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9707
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2403
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

94. 102. 49. 116 Net her | ands 147.237.76. 30 hi nush. i df .i | Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry

98.19. 222. 133

Lhited Sates

Target Address
147.237.76. 42

|Site

|Sgnature

refuah.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasi on

Devi ce Action |Count |

B ock 24
98.19.222. 133 Lhited Sates 147.237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SALECT) B ock 12
41. 185. 31. 40 South Arica 147.237.77.233 |atal .idf.il 5670: HITP. SQ | njection (SALECT) B ock 4
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

98. 19. 222. 133 147.237. 76. 42 Lhited Sates refuah.idf.il SQ Injection - Select From 96
41.185.31. 40 147.237.77. 233 South Arica atal.idf.il QA Injection - Select Fom 6
91. 90. 15. 148 147.237.77. 216 krai ne dover.idf.il Xenu Link S euth User Agent 4
195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
113. 23. 52. 232 147. 237. 77. 216 M et nam dover.idf.il Xenu Link Seuth User Agent 2
66. 249. 78. 104 147.237.77. 170 Lhited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 2
114. 215. 208. 56 147. 237.0. 35 Chi na akaws. i df .i | ET SCAN Potential SSH Scan 1
104.171. 122. 176 147.237.0. 16 Lhited Sates ny- kosher - kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
89.216. 119. 94 147.237.77. 212 e. dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
195. 216. 176. 244 147. 237.72. 217 Latvia eidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 103. 252. 12 147.237.77. 212 Russi an Federation e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
173. 65. 154. 27 147. 237.77. 227 Lhited Sates e. hanaz. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
114. 215. 208. 56 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
108. 61. 171. 144 147.237.76.34 Ger many yohal an.idf .il ET SCAN NVAP -sS w ndow 1024 1
104. 171. 122. 176 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 16. 156. 125 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
173. 65. 154. 27 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 51
S ream ng Engi ne: TCP i issi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 51
Inval i d Retransnission Packet dropped.
109. 253. 225. 1761 srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
197.133. 127. 34 |Egypt 147.237. 77. 216 |dover.i df . i1 drop First packet isn't SWN drop 28
69. 178. 9. 219 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
188. 139.230. 51 |Syrian Arab Republic|147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 19
188. 139. 230. 51 |Syrian Arab Republic|147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |19
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
143.176. 129. 11 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
S reaning Engi ne: TCP i i ssi
141.8.132. 112 |Russian Federation |147.237.72.166 |aka.idf.il mng thgine. Invalid segnent retransmssion. | ., 12
Invalid Retransnission Packet dr opped.
198.58.103.91 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
67.45.112. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
84.109.28.249 |lsrael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |10
197.133. 127. 34 |Egypt 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 9
192.243.55.135 [Lnited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber nonitor |8
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
188. 139. 230. 51 |Syrian Arab Republic|147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
: o SYNWACK retransnmt with .
192.243.55. 136 |Uited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence di fferent vi ndow scal @ monitor |6
192.243.55. 134 |United Sates 147.237.77.74 [lawidt.il Bad TCP sequence SINWACK retransmt with monitor |6
di fferent w ndow scal e
: o SYNWACK retransnmt with .
192.243.55. 135 |Uited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence di fferent vi ndow scal @ monitor |6
207. 46. 13. 29 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
5.156.74.144  [Saudi Arabia 147.237.77. 226 V‘;":"“hamz' aka.1d" 1pad TCP sequence Inval i d ACK nunber aert 5
84.109.28.249 [lIsrael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber aert 5
5.156.74.144  [Sadi Aabia 147.237.77. 226 [} chanatz. aka. 1df 1pad TCP sequence Inval i d ACK number moni tor ~ [5
192. 243.55. 134 |Uited Sates 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
207.46.13.175 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
5.156.74. 144  |Saudi Arabia 147.237.77. 226 V‘:"IW chamatz. aka. 1df |gay TP sequence Invalid sequence nunber monitor |5
5.102.242.255 |[lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber monitor |5
5.156.74. 144  |Saudi Arabia 147. 237.77. 226 "LI"‘IW chamat z. aka. 1l \oyN At t ack SYN -> SYN-ACK -> Timeout |reject 5
84.109.28.249 |lIsrael 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 5
5.22.134. 212 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 85. 193 I srael 147.237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
108. 175. 157. 102|lhited Sates 147.237.77. 74 |lawidf.il drop SMAMrul e drop 4
Sreamng Engi ne: TCP Invalid segnent retransnission
79.177.28.216 |l srael 147. 237. 77. 176 |nat pash. i df . i | ) . " |dro 4
pas Inval i d Retransm ssion Packet dr opped. P
192. 243.55. 137 [lnited Sates 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni tor |4
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber alert 4
96. 47.2.10 Lited Sates 147.237.77.233|atal .idf.il drop SAMrule drop 4
82. 145. 219. 188 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
149. 78. 215. 253 |l srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192.243.55.137 |Wited Sates 147.237.77.74 |lawidi. il Bad TCP sequence SINFACK retransmt W th moni tor |4
di fferent w ndow scal e
192. 243.55. 135 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
37.75. 215. 101 g";'cisgi'géa” Tertitoy 47 237.77. 216 |dover. i . i1 drop First packet isn't SWN dr op 4
83.251.141.5 Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 134. 185|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 92
80.246.137.23 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 13
85. 255. 232. 227 LK!iﬂr:gegom 147.237.77. 216 |dover.i df . i | Dstributed Lhaut hori zed URL Access on v idf.il/error.htm B ock 5
84.94.41.85 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
79.177.86.185 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
149. 50. 119. 162 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
207.46.13.175 |hited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed UR. Access on www idf.il/error.htm B ock 2
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp Bl ock 2
46. 19. 86. 30 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
2.53.158. 176 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/tenpl ates/general /nobile |B ock 1
109. 67.57. 185 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to vwwu navy. i df.il/tenpl at es/ general / nobi | e Bl ock 1
74.12.37.30 Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/nai n/ sachar/fag. aspx B ock 1
66.249.64.131 |lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi ni yonman/ yoman. asp B ock 1
Uhaut hori zed URL Access to
192.243.55. 138 |Lhited Sates [147.237.77.74 [lawidf.il wan | aw i df.il/tenpl at es/tenpl at econt rol s/ news/ si p_storage/ fil es/ 6/ 1446. |B ock 1
pdf /
82.166.121.217 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ general . aspx  |B ock
208.115.111. 73 [Lhited Sates |147.237.77.216 |dover.idf.il mult (:'forl ilifinpﬁ gﬁiﬁl O oriralsl qeneri o Bl ock 1
5.102.206. 155 [l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
79.176.158. 74  |lsrael 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to ww navy. i df.il/tenpl ates/ contactus/ nobile |B ock 1
66.249. 64. 233 |l srael 147.237.77. 216 |dover . i df . i | Distributed Wauthorized URL Access on waw i df . il/anan Bl ock 1
199.30.24.110 |wited Sates [147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on wwidf.il/error.htm Bl ock 1
66.249.78.240 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ hone/ pni ot . aspx B ock 1
40.77.167. 42 Lhited Sates |147.237.72.166|aka.idf.il O stributed Unaut hori zed LR Access on aka.idf.il/main/info. aspx Bl ock 1
109. 253. 207. 220]1 srael 147.237.72. 166 [aka. i df . i | I1l1egal Byte (de Character in Header Val ue Bl ock 1
207.46.13.31 Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed UR. Access on v idf.il/error.htm Bl ock 1
68. 180.229. 241 |Lhited States [147.237.77.176|mat pash.idf.il [Parameter Type Miolation PageNumin wan cogat.idf.il/901-he/ cogat. aspx B ock 1
141.212.122. 161|Wited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
80.246.136.12 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 1
66.249. 64. 237 [Israel 147.237.77.216|dover.i df .i | Uhaut hori zed LRL Access to waw idf.il/appl e-app-site-association Bl ock 1
207. 46. 13. 56 Lhited Sates |147.237.77.176|mat pash.idf.il |Uhauthorized LR Access to wmn cogat.idf.il/arabic/ pages/default.aspx |Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
68.180.231. 43 |[Wnited Sates [147.237.77.216|dover.idf.il Dstributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
66. 249. 64. 41 I srael 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66.249. 64. 41 Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 [aka. i df . i | Uhknown Paranet er anp; catld in ww aka. i df.il/| ondi md pni ot/ None 1
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