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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12428
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3772
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 3301
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
134.147. 203. 115 Cer many 147.237.76. 38 eengitav.idf.il |Bock Np Al Net drop 2
174.27.31. 101 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
37.26. 146. 133 | srael 147.237.76. 31 nakchal .idf.il TCP handshake vi ol ation, first packet not syn |drop 2
62.138. 2.213 Ger nany 147. 237. 76. 202 e halag.idf.il B ock Wdp Al Nets drop 1
62.138. 2.213 Ger nany 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All Nets drop 1
62.138. 2. 213 Cer many 147.237. 76. 200 eitan. aka.idf.il Bl ock Wp Al Nets drop 1
62.138. 2. 213 Ger nany 147.237.76. 201 e atal.idf.il Bl ock_UWp Al _Nets drop 1
62.138. 2. 213 Ger nany 147.237. 76. 147 chinuch. aka.idf.il |B ock Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

62.210. 225. 135 France 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

62.210. 225. 135 |147.237.77.74 |France lawidf.il S Injection - Select From 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66. 249. 64. 26 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
173. 65. 154. 27  |147.237.77.235|lhited Sates [sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
112.196. 49. 101 |147.237.8.24 |India elifestyleidf.il ET SCAN NVAP -sS w ndow 2048 1
109. 235. 254. 181|147. 237.0. 19  [Turkey madi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
106. 38. 241. 106 |147.237. 72. 166 |Chi na aka.idf.il SER\/ER APAO_E. Apache nod_ss| non-SS. connection to SS. port 1

deni al of service attenpt

220.231. 195. 122(147. 237.0.15 |Chi na kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 2048 1
213. 8. 204. 66 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 86 147. 237. 77. 226 |Li t huani a wav chanat z. aka. i df .i | [ET SCAN Potential SSH Scan 1
112.196. 49. 101 |147.237.8.24 |India elifestyleidf.il ET SCAN NVAP -sS w ndow 3072 1
112.196. 49. 101 |147.237.8.24 |india elifestyle.idf.il ET SCAN NVAP -f -sS 1
109. 235. 254. 181|147. 237.0. 19  [Turkey nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 1
220.231.195. 122(147.237.0.15 |China kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 3072 1
220.231. 195. 122|147.237.0.15 |China kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi

66.249. 78. 146 |lhited Sates 147.237. 72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 60
Ret r ansni ssi on Packet dr opped.

66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 50

66. 87. 31. 164 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 48

66.102. 6. 191 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 48

66. 102. 6. 131 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 42

198.0.153.179 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 37

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 35
Sreanming Engine: TCP Invalid i i ssi

176.13.5.242  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dr opped.

86.177.7.188 Uni ted Ki ngdom 147.237.77. 176 |mat pash.i of .i | |dr op First packet isn't SN drop 15

46. 19. 85. 113 | srael 147.237.77. 176 [matpash. i df . i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaning Engine: TGP Invalid i i sSi

141.8.132.112 |Russian Federation  |147.237.72. 166 |aka. idf.il 9 =9 Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dropped.

198.58.102. 156 |Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12

2.53.43.63 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

69. 127. 100. 226 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8

93. 43.249. 11 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8

208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7

72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

8.37.227.69 Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state nonitor |6

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6

8.37.227.68 Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state moni t or 5

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5

46.19.85.113  |Israel 147.237.77. 176 |nat pash. i f .1 |Bad TOP sequence SINWACK retransmt with monitor |5

different w ndow scal e

68. 228. 83. 63 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4

92.114. 44, 51 ga:lcis;i':éa” Territory. 1147, 237. 77. 216 |dover.idf.il  |drop First packet isn't SN drop 4

37.46.39. 49 I srael 147.237.77. 176 |matpash.idf .i1 |Bad TCP sequence Invalid AGK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi

131.253.25.240 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.

91.200.12. 143 |Uraine 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 4

192.0.113.146 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4

2.55.143. 37 I srael 147.237.72. 156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi

65.55.210.94  |United Sates 147. 237. 77. 243 |nobil e.i df .i | g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

176.13.14.178  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

141.8.142. 1 Russian Federation  |147.237.76.200 [eitan. aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

23.101.61.176 |lreland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3

reaming BEngine: TCP Invali i i sSi

2.53. 15. 250 I srael 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Jinvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.

207. 46. 13. 14 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi

178. 154. 189. 202|Russi an Federation  |147.237. 72. 166 |aka.idf il 9 =9 Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

66.249.64.98  |Uited Sates 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

79.181.48.165 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

130.193.50. 14 |Russian Federation  |147.237.77. 243 |mobile.idf il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

80. 246.136.82 |l srael 147.237.72. 156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi

109. 64.94.45  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi

66. 249. 93. 249  |Eur ope 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

80. 246. 136. 236 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi

2.55.44. 237 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

46.19.86.185  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.

66. 204. 53. 12 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
Sreaning BEngine: TCP Invalid i i SSi

157.565.39.174 |Wited Sates 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dr opped.

41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop

66. 249. 93. 21 Eur ope 147.237.76.42 |refuah.idf.il |Orectory Traversal directory traversal overflow noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
91. 200. 12. 85 Wkrai ne 147.237.77.216|dover. i df . i | PHP Attenpt B ock 6
91. 200. 12. 85 Wrai ne 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 91.200. 12. 85 B ock 5
80.246.137.23 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 5
109. 253. 224. 240|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
89. 238. 188. 119 Eiqir:gegom 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from 89.238. 188. 119 B ock 3
80. 246. 136. 203 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 253. 139. 46 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 224. 251 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
109. 253. 224. 2501 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
109. 253. 224. 219l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53.139. 21 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f  |B ock 1
104.162.132. 84 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
80. 82. 65. 82 Net her | ands 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
185.88.24.151 |iraqg 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
66.87.31.164  |United Sates |147.237.77.216 |dover.idf.il Parane o YR e on C;ngmm ent P acetbl der 13t xt Last Nane in Bl ock 1
109. 253. 224. 236|| sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf .i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm Bl ock 1
208.115.113.82 |Wited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/main/giyus/general . aspx B ock 1
141.212.122. 161 |thited Sates |147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
Unhknown Paraneter catld in
2.55. 1. 180 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast er / f avi con. g [None 1
if

106. 38. 241. 106 |chi na 147.237.72.166 |aka. i df . i | %ﬁg‘iﬁfﬁfﬁ:ﬁg - Protocol violation None 1
199. 30. 24,248 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwwvidf.il/error.htm B ock 1
66. 249. 64. 41 I srael 147.237.77. 216 |dover.i df .| Uhaut hori zed URL Access to waw i df . il/nakha B ock 1
66.249. 64. 233 |lIsrael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew text.asp B ock 1
157. 55. 12. 90 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
40.77.167.19 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm Bl ock 1
66. 249. 64. 58 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/news/ news. asp B ock 1
207.46.13.160 |[Lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwn i df.il/atal 1/izkor/ vi ew i ng. asp B ock 1
109. 253. 224. 241 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 1
66.249. 93. 21 | srael 147.237.76.42 |refuah.idf.il Dstributed UR. is Above Root Directory B ock 1
182.191. 179. 62 |Paki stan 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wawidf.il/aman B ock 1
46.121.137. 150 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
109. 253. 224. 217|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
80. 246. 138. 148 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il /| ondi niforuni Bl ock 1
207.46.13.162 |hited Sates |147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to aka.idf.il/nain/info.aspx B ock 1
91. 200. 12. 85 Wrai ne 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
68.180.230.45 |lLhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
185.3.144.30 [l srael 147. 237.72. 156 |anan. i df . i | mu;x: izzf' :ﬂ‘cgﬁgsf:/ ::gre/ doc. g undef i ned Bl ock 1
54.210.18.124 |Whited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock
82.81.71.217 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/Toy B ock 1
66.249. 64.230  |Israel 147.237.77. 216 |dover . i df . i | D R o e el dover aspx B ock 1
208.115.113.82 [Wited Sates [147.237.0.34 |[tikshuv.idf.il |Paraneter Type Molation catld in tikshuv.idf.il/site/general .aspx Bl ock 1
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