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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 131
212.29.192. 143 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
2.53.5. 27 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

198. 20. 69. 98 Lhited Sates 147.237.76. 176 test.ncore.idf.il{Bl ock Udp All _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.76. 202 e halag.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

193. 200. 80. 26 Uni ted Ki ngdom 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

A tacker

Signature

‘ Target Address

Gountry

193. 200. 80. 26 |147.237.77.74 |United K ngdom|lawidf.il QA Injection - Select From 12
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
o ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos
80. 246. 130. 127 |147. 237. 77. 233 | srael atal .idf.il 3
attack
66. 249. 64. 124 [147.237.76.86 |Lhited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
183.60.48.25  |147.237.0.200 |China mu.idf il ET SCAN Potential WNC Scan 5900- 5920 1
183.60.48.25 |147.237.0.15 |[China kosher-kravi .idf.i |ET SCAN Potential VNC Scan 5900- 5920 1
110. 143. 44. 114 |147.237.0.200 |Australia mu.idf il ET SCAN NMAP -sS wi ndow 1024 1
58.218.211.11 |147.237.76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25  |147.237.76.42 |China refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183.60.48.25 [147.237.0.19 |China madimatal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
110. 143. 44. 114 (147. 237. 76. 148 |Australia gacenter. aka.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238. 10 |147.237.0.33 |Wited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.45.137.76  |147.237.76. 196 |Turkey esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66. 249. 78. 146 Lhited Sates 147.237.72. 166 |aka.idf.il Ret r ansni ssi on Packet dr opped. drop 39
139. 162. 216. 112|Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 36
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 36
105. 192. 37. 207 |Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 25
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df . i [dr op SAMrul e drop 21
136.243.5.203  |Ger many 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 20
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 19
130.193.177.16 |lrag 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 17
157.55.39.230 |lWhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 15
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 14
198.58.102. 155 |lLhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 12
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 10
68.180.231. 43 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 10
109. 253. 147. 191 | srael 147237, 72. 166 |aka i ot 11 [ A NG Engine: TCP Invalid invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.
159. 53.174. 142 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 7
208.115.113.89 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 7
37.26.149.209 |[Israel 147.237.72. 166 |aka idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
207. 46.13. 14 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 6
37.26.149.209 |[Israel 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 6
37. 26. 149. 209 | srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence I'nval i d sequence nuniber noni t or 6
157.55. 39. 91 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 6
37. 26. 149. 209 | srael 147.237.72. 166 |aka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37. 26. 149. 209 | srael 147.237.72. 166 |aka.idf .il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
212.143.142.56 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 5
208. 115.111. 73 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 5
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4
72.9.148. 10 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 4
52. 16. 5. 197 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 4
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i |dr op drop 4
79.177.204. 196 |lsrael 147.237.72. 156 [aman.i of .i | [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
52.21.170.167 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 4
83. 244. 51. 203 glcisgii:;a” Territory. 1147, 237. 7. 216 |dover. i df.. i |dr op First packet isn't SWN drop 4
149.88.204.32 |Israel 147.237.77.233|atal .idi.il[Bad TCP sequence mdze\:,rsaé;rit wth different moni tor  [4
66.87.133.3 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 4
79.181. 155. 178 |Israel 147, 237. 72, 166 |aka a1 |27 €3M NG Engine: TCP Invalid —imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.
66.249.64.93  |lhited Sates 147237, 72. 166 |aka i ot 1 [ A NG Engine: TCP Invalid invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
109. 253. 224. 71 |Israel 147, 237. 72, 166 |aka a1 |27 €3M NG Engine: TP Invalid imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.
2.55.22.120 | srael 147.237.77. 216 |dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout alert 3
2.53.13.104 | srael 147.237.72. 166 |aka.idf .il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
2.55.22.120 | srael 147.237.77. 216 |dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
66. 102. 6. 147 Lhited Sates 147.237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 3
109. 253. 134. 77 |Israel 147, 237.72. 166 |aka it 1 [2F €M NG Engine: TCP Invalid  invalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.
2.55.22.120 | srael 147.237.77. 216 |dover.idf .i|Bad TCP sequence Inval i d ACK nunber alert 3
2.55.22.120 I'srael 147.237.77. 216 |dover.i df .i[Bad TCP sequence mﬁf\fsg rea”s”“ wehdifferent |oonitor |3
109. 253. 139. 83 | srael 147237, 72. 166 |aka i o 11 [ A NG Engine: TCP Invalid invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
2.55.22.120 | srael 147.237.77. 216 |dover.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 3
46. 19. 85. 54 | srael 147.237.72. 156 |anan.idf.i1|SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
66.249.93.249  |Europe 147.237.72. 166 |aka a1 [ €AM NG Engine: TCP Invalid — invalid segrent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
157.55.39. 214 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 3




04-22-2016-21:04:07 to 04-22-2016-22:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
212.29.192. 143 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 212.29.192. 143 B ock 2
89. 238. 188. 119 Eiqir:gegom 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 89. 238. 188. 119 Bl ock 2
2.53.20. 228 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
207.46.13.116 |Wited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robots. txt B ock
109. 254. 29. 48  |krai ne 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/wp- 1 ogin. php B ock 1
Unaut hori zed URL Access to
68.180.230.218 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il |ww kosher-kravi.idf.il/tenpl ates/shared/ user control s/ header upper |B ock 1
/
46. 19. 86. 248 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
203.127.96. 213 |9 ngapor e 147.237.77.216|dover.i df . i Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
107.150.32. 61 |Uhited Sates [147.237.76. 147 |chi nuch. aka. i df . il D stributed Unaut hori zed URL Access on waw yun. ph/ B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
12.199. 98. 28 Lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 12.199. 98. 28 B ock 1
130. 185. 155. 10 |Sweden 147.237.77. 170 |maar achot . i df . i | PHP Att enpt B ock 1
74.91.18. 44 Lhited Sates |147.237.77.226 ¥“A:V\Il chamat z. aka. i d Unhaut hori zed URL Access to www yun. ph/ Bl ock 1
66.249.64.13  |Israel 147.237.72.166 |aka. i df . i | ﬂ?f'tzgc;r_'f;dlég‘gxﬁ;sfsotri o asp/ show or um asp Bl ock 1
203. 127. 96. 215 |S ngapore 147.237.77. 216 |dover.i df . il D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 1
107.150.32.62 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to ww yun. ph/ B ock 1
66.249.78.140 |[Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/edi miyoman/enl arge. asp |B ock 1
17.142.149. 167 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to ww i df.il/appl e-app-site-association |B ock 1
212.29.192. 143 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwidf.il/tenpl ates/general /mobile  |B ock 1
130. 185. 155. 10 |Sweden 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/wp-1ogin. php B ock 1
74.91.20. 198 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw yun. ph/ B ock 1
66.249. 64.203 I srael 147.237.77. 243 |nobi | e. i df . i | mgult: ?gflsz’/aﬁ :ca;;s:i tt:associ tion B ock 1
203.127.96. 249 |9 ngapore 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 1
109. 65.26.243  |Israel 147. 237.77. 176 |nat pash. i df . i | ma'f;ge;t Tpe ¥ ‘/"gzt;_ohnelsfgg;?f;tp; A Bl ock 1
Unhaut hori zed URL Access to
66.249.78.204 |lsrael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i 1/ coor di nat i ongaza/ news_gaza/ pages/ ti dr oohi t onaei  |Bl ock 1
m aspx
40.77.167. 31 Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
220. 255. 148. 142 |9 ngapor e 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v i df.il/error. htm Bl ock 1
141. 212.122. 161|lLhited Sates |147.237.77.226 }IW\IMII chanat z. aka. | d Unhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
66.249.75.24  |Israel 147.237.76.42 |refuah.idf.il ﬂ?ﬁ;g;’.”?éefzﬁlpecfsiﬁ et " ayout 2. css Bl ock 1
207. 46. 13. 14 Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
109. 254. 29. 48  |Wkrai ne 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 1
66.249.78.234 I srael 147.237.72. 166 |aka. i df . i | Lf;?u;g‘;r if;i;gfe (ﬁcr;ejsn;g/ enl ar ge. asp Bl ock 1
46.19. 85.17 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
149. 88.204. 32  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock 1
89. 238. 188. 119 Eiqir:gegom 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-adm n/ Bl ock 1
66.249.78.13 |l srael 147.237.0.16 |V kosher-kravi. 1 af. |\ 1ori zed URL Access to w ny- kosher -kravi . i df.il/ B ock 1
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