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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP-M SG Sl owl ori s- DOS- Var 1 dest - r eset 4
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3
94.102. 52. 10 Net her | ands 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 196 e.sviva.idf.il|Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 69. 185 |147.237.76.42 |lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
37.8.54.218 147.237.77.176 Z‘;’Cﬁ;ig;a” Territory, ratpash.ich.il  |ET SCAN NVAP - SA (2) 2
141. 135. 125. 156(147. 237.8.28  |Bel gi um e.nobi | e-ks. i df.il Er SCAN Behavi oral .Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
80. 82. 78. 38 147. 237. 72. 167 |Net her | ands ishurimaka.idf.il |JET SCAN NVAP -sS wi ndow 1024 1
46. 45.137. 76 147. 237. 76. 148 |Turkey gqcenter.akaidf.iIEr SCAN Behavi oral Lhusugl |y fast Termina Server Traffic, 1
Potential Scan or Infection
13.82.25. 17 147.237.76. 197 |Lnited Sates ehimssh.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
109. 67. 49. 88 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
13. 82.25. 17 147.237.76. 197 |Lhited Sates e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature ?;lli Zi
70.150. 204. 34 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1666
Sreamng Engi ne: TCP i i ssi
109. 253. 138. 44 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segnent retransmssion. f 60
Inval id Retransm ssion Packet dropped.
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 58
208.69.40.101 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42
Sreamng Engi ne: TCP i i ssi
66.249.78.146 |Lnited Sates 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 39
Inval i d Retransnission Packet dr opped.
109. 253. 134. 172l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 33
46.213.227. 74 Z;'uglniﬁ(ab 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 31
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
46.213.227. 74 %L‘gﬂf a 147. 237. 7. 216 |dover. i f . Bad TCP sequence Inval i d ACK nunber moni tor |27
Syrian Arab Do . .
46.213. 103. 103 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 27
Syrian Aab C o .
46. 213. 103. 103 Republ i ¢ 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 27
Syrian Arab Do .
46.213. 227. 74 Repub i ¢ 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 26
139. 162. 216. 112|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
197.15.216.31 [Tunisia 147. 237.77. 216 |dover.idf il drop First packet isn't SWN drop 21
: R SYN+tACXK retransmt wth .
192. 243.55. 135 |[lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence g fferent vi ndow scal e monitor |16
52.16.5. 197 Irel and 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
192.243.55.129 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |13
192. 243.55.132 |Uited Sates 147.237.77.74 [lawidf.il Bad TCP sequence SINWAK retransmt with moni tor |12
di fferent w ndow scal e
162. 243. 104. 237|Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
198. 58. 102. 156 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
162. 243. 118. 199|lhited Sates 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 12
198.58.103. 102 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
192.243.56.129 |United Sates 147.237.77.74 [lawidt.il Bad TCP sequence SINFACK retransmt wi th monitor |12
di fferent w ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
: R SYN+tACXK retransnmt wth .
192.243.55.136 |United Sates 147.237.77.74 |lawidf.il Bad TCP sequence different vindow scal & monitor |11
207.46.13.160 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
207.46. 13. 14 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
192.243.55. 131 |United Sates 147.237.77.74 [lawidt.il Bad TCP sequence SINFACK retransmt w th monitor |9
di fferent w ndow scal e
5.108.132.233 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
: R SYN+tACXK retransnmt wth .
192.243.55. 133 |Wnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence different vi ndow scal & monitor |9
192.243.55.129 |lhited Sates 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject
46.117.207.54 [l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
192. 243.55. 135 |Uited Sates 147.237.77.74 |[lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject
209.126. 117. 15 |tnited Sates 147. 237.77. 226 “;A:"“Cha”atz'aka"df drop First packet isn't SWN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
157.55. 39. 91 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Pal esti ni an Do -
37.218.210. 17 Terri tory, Qreupi ed 147. 237.77. 216 |dover.idf .i| drop First packet isn't SWN drop 8
192.243.55.136 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |8
192.243.55.129 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 8
192. 243.55. 131 |Uhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 7
192.243.55.129 |Wnited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 7
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |7
192. 243.55. 134 |United Sates 147.237.77.74 |lawidf il Bad TCP sequence SINFACK retransmt w th monitor |7
di fferent w ndow scal e
157.55.39.230 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
S reaning Engi ne: TCP ' i ssi
2.55131.119  |Israel 147. 237.72. 166 |aka. i of .11 mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
192.243.55.136 |Uhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 6




04-22-2016-20:04:03 to 04-22-2016-21:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site dgnature Action ‘Count
109. 253. 195. 59 |l srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
109. 253. 201. 124/l sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46.19. 86. 107 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
79.178.226. 150 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 2
207. 46.13. 14 Lhited Sates |147. 237.77. 216 |dover . i df . il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 2
207.46.13.160 |lhited Sates [147.237.77. 216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp Bl ock 1
107.150.32.62 |Wnited Sates [147. 237. 0. 17 irr:jfn.yi-lkosher- kravi Uhaut hori zed URL Access to wwn yun. ph/ B ock 1
Uhaut hori zed URL Access to
66.249.78.190 |[lIsrael 147.237.77. 176 |mat pash. i df . i | waw cogat . i df . i |/ useful i nf or mat i on/ speaker of mat pash/ pages/ al enby080 |Bl ock 1
22010. aspx
31.154.39.187 [Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for v aka. i df .i |/ mai n/ gi yus Bl ock 1
Unhaut hori zed URL Access to
192.243.55.131 |Wited Sates [147.237.77.74 |lawidf.il ‘é";wgr:;‘:’z; fb'mi)\l ; ;ﬁ\'}‘g'yit;:{)\%trf;)'(je: SS;L';; Sigﬁé\'ﬂf:m:;%igﬂx ‘éﬁ? Bock |1
eritenstrue
74.91. 20. 194 Lhited Sates |147.237.0.19 |nadimatal .idf.il D stributed Wnauthorized URL Access on ww yun. ph/ Bl ock 1
66. 249. 64. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
208.115.113.82 |lhited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/ giyus/ general . aspx Bl ock 1
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yoman. asp |B ock 1
38. 81. 65. 42 Lhited Sates [147. 237. 77. 216 |dover. i df . i | D stributed Unaut horized URL Access on 147.237.77. 216/ robot s. t xt B ock 1
195. 154. 52. 186 |France 147.237.77.216|dover.idf.il Suspi ci ous Response Code Bl ock 1
77.237.138. 202 g&%ric 147.237. 77. 176 |nat pash. i df . i | Unaut hori zed LRL Access to / Bock |1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ml yonan/ enl ar ge. asp |B ock 1
66.249.78.246 I srael 147.237. 72. 166 |aka. i df . i | ot e Lt hor 'nfiinﬁ/ ﬁieasnf o Bock |1
38.103.14.230 |lhited Sates [147.237.77. 216|dover.idf .il Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
197. 253. 6. 97 Ngeria 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None
66.249. 64.230 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock
157.55.39.86  |United Sates |147. 237. 7. 216 |dover. i df . i | D e bl i adover . aspx Bock |1
68.180.229.215 [lhited Sates [147.237.76.31 |nakchal .idf.il Par anet er Type M ol ati on PageNumin nakhal .idf . i|/1072- he/ nakhal . aspx [Bl ock 1
87. 69. 34. 115 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
12.199. 98. 28 Uhited Sates [147.237.77. 216|dover.idf .il Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e Bl ock 1
180. 76. 15. 6 Chi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1073- he/ nakhal . aspx B ock 1
69.85.217.249 |Wnited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to vww i df . il/894-en/ i df gdover. aspx Bl ock 1
54.212.150.198 |lhited Sates [147.237.77. 216|dover.idf .il Uhaut hori zed URL Access to waw i df . il/newsitel engli sh/ nain. asp Bl ock 1
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