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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 430
31.154. 49. 16 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7

168. 243. 25.9 H Sal vador 147.237.0. 200 mdu. i df i | L4 Source or Dest Port Zero drop 3

134. 147. 203. 115 Ger many 147. 237. 76. 200 eitan. aka. idf.i|B ock Np Al Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
94.102. 52. 10 Net her | ands 147.237.76. 202 e halag.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 233 [147.237.77. 216 |Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
80. 82.78. 38 147.237.76. 39 [Netherl ands nobi | e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
173. 65. 154. 27 |147.237.76.44 |Uited Sates |erefuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151.11.201.3 |147.237.0.15 [italy kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
93.174.88.102 |147.237.0.19 [Netherlands madi matal .idf.il ET SCAN Behavi gral Uusual Ty fast Terminal Server Traffic, Potentiall
Scan or Infection
80. 82. 78. 38 147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.8.28 |Netherl ands e.mobi | e-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
41.89.94.12 147.237.0.15 |Kenya kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
13.94.233. 163 [147.237.77.19 |UWited Sates |lanforumidf.il [ET SCAN NVAP -sS wi ndow 1024 1
182.191.70. 10 1147 237 0.33  |Paki stan il ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
122, 54. 215. 145 |147. 237.76. 30 |Fhi i ppi nes b s i i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.201. 236. 155 |147.237.8.28 |lkraine e.mobi | e-ks.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Addr ess ‘S te ‘Signature Action ‘Count
213.87.130, 220 |USSian 147. 237.77. 216 |dover. i f .11 |drop First packet ism't SWN drop 97
Feder ati on
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 62
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 51
66.249.78.146 |Uited Sates 147,237, 72, 166 |aka icr.i1 | €@ NG Engine: TP Invalid - invalid segnent retransnission drop 36
Ret ransni ssi on Packet dr opped.
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 23
51.254.121.188 |FRance 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
50.177.133. 7 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
176.9.131. 69 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
207.46.13.160 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
141. 8.132. 112 gs::;”i on 147. 237.72. 166 |aka i of . i | ;; ?Z:STT? si?gcl):e: TeP Invalid 'Pg‘éakjeitd dsreggggg_ retransmssi on. drop 12
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
176.13.5.208 | srael 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
79.172.193.32 |Hungary 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
157.55.39.230 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
85. 75.79. 141 G eece 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 9
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
77.163. 8. 164 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
192.243.55.130 |Whited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁﬁsg Lans”“ wehdifferent | onitor |7
70.169. 16. 74 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
79.181. 206. 129 |israel 147. 237.76. 200 [ei tan aka. i of | | €2M NG ENgine: TCP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
207. 46. 13. 14 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
40.77.167.31 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
192.243.55.131 |Whited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁ?\,(sg Lansm't wehdifferent | onitor |5
192.243.55.133 |Wited Sates  [147.237.77.74 |lawicf.il  |[Bad TCP sequence Sweae e reansm wehdifferent | nitor |5
192.243.55.130 [hited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
192.243.55. 130 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192.243.55.134 |Whited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁ?\,(sg Lansm't wehdifferent | onitor |5
86. 142.221. 226 |United Kingdom|147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
2.55.42. 233 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 4
66.249. 64.233 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
192.243.55.129 |Whited Sates  [147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁﬁsg reans”“ wehdifterent | onitor |4
157.55. 39. 91 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
192.243.55.131 |lhited Sates 147.237.77.74 |(lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
173.70.42. 16 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
176. 126. 252. 12 |Romani a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3
46.19.86.131  |Israel 147. 237.76. 200 [ei tan aka. i o | | €2M NG ENgine: TCP Invalid —Jinvalid segrent retransmission drop 3
Ret r ansn ssi on Packet dr opped.
79.180. 9. 243 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249. 64. 233 |l srael 147.237.77. 216 |dover. i df . il Mil tipl e Unaut hori zed URL Access from 66.249. 64. 233 Bl ock 6
- . Unhaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | Wi cogat i o i |/si p storagelfi | es/ O/ si 2e220x0/ 3410.  pg. Src Bl ock 3
185. 81. 141. 139 |Lebanon 147.237.77. 216 |dover.i df.i |l Lhaut hori zed URL Access to v idf.il/tenpl ates/article/ nobile Bl ock
77.46. 185. 84 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wan i df.il/xmirpc. php B ock
40.77.167.31 Lhited Sates [147.237.77.216|dover.idf.i | D stributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
_ nobi le.neitav.idf.i| _
107.150.46.34 |lhited Sates |147.237.76. 39 | D stributed Whaut horized URL Access on waww yun. ph/ B ock 1
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 1
163.172.13. 21 LK*i"rfgegom 147.237. 77. 176 |nat pash. i df . i | O stributed Uhauthorized URL Access on 147.237.77.176/ B ock 1
77.75.78.172 Czech Republic |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df. i/ pagel 34/ B ock 1
207.241.237. 226|lnited Sates  |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwv i df.il/banmahane B ock
109. 67. 30. 166 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to wawn nag.idf.il/tenplates/general / nobil e |Bl ock
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 241 |lhited Sates |147.237.77.176 [mat pash. i df . i | v cogat . i df i 1/ 901- ar/ cogat . aspx Bl ock 1
Paraneter Type Mol ation
165. 234. 100. 89 |Uhited Sates |147.237.77.216|dover.idf.il ct1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont rol $t xt Search in Bl ock 1
wan i df . i 1/1393- en/ dover . aspx
Russi an . .
94. 180. 21. 153 eration 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwwvidf.il/atal 1/izkor/viewingtop.asp |[B ock 1
109. 167. 200. 251 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwe aka. i df .il/1044-he/ i shuri maspx B ock 1
68.180.231.43 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin ww i df . il/1399-en/ dover. aspx |B ock 1
Unhaut hori zed URL Access to
180. 76. 15. 151  |Chi na 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query. equal hei ght |Bl ock 1
S.js
94.180. 21. 153 RJF Sﬁ::ﬂ on 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to waw refua. atal .idf.il/wp-1ogin. php B ock 1
66.249.78.104 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
128. 0. 208. 2 G eece 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
77.46.185. 84 147.237.77.216|dover . i df . i PHP At tenpt B ock 1
40.77.167. 12 Lhited Sates |147.237.77.176 |nat pash. i df .| Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
185. 81. 141. 139 |Lebanon 147.237.77.216|dover.idf .il Ml ti pl e Unhaut hori zed LRL Access from 185. 81. 141. 139 B ock 1
107.150.32.61 |lnited Sates |147.237.76.200|ei tan. aka.idf.il Unaut hori zed URL Access to wwv yun. ph/ B ock 1
. - Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147 237.72. 1661 e tan/ prat i ni pi rt eychayal / Bl ock 1
141.212.122. 161|hited Sates [147.237.77.216|dover.i df .il D stributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
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