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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 6466
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 3138
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 4

168. 235. 207. 154 Lhited Sates 147.237.77. 216 dover.idf.il |Frk Under Attack Con Htp drop 2
217.172.189. 11 Cer many 147.237.76. 177 ncore.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry Target Address Site ‘S gnature Devi ce Action ‘Count

198. 20. 70. 114 Lhited Sates 147. 237.76. 38 e.eneitav.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

port denial of service attenpt

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
174. 30. 119. 216 |147. 237. 77. 176 |Lnited Sates nat pash. i df . i | Tehila - Perl LWP with fake user agent 2
113 89, 243 11 |147. 237. 77. 216 |ni na dover i df il 5 WNDOMS M crosoft Forefront UAG javascript handler in UR 5
XSS att enpt
66.249. 69. 9 147.237.76.42 |Wited Sates  |refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 153 [147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
198.20.69. 98 [147.237.76.198|lhited Sates e yohal an.idf.il ET DRCP Dshiel d B ock Listed Source 1
193. 201. 227. 11 |147. 237.0.35 |kraine akavs. i df il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237. 77. 226 |Net her | ands v chanat z. aka. i df . il |ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavioral lhusual |y fast Terminal Server Traffic,
185.40.4.182  |147.237.0.17 :Zz:z"ion miny-koster-kravi i i1 | D0 S T T ony 1
124. 105, 65. 223 |147. 237. 76. 34 |Phi i ppi nes yohal an. i o i1 ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.117.208. 243 |147. 237. 72. 156 anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 78.158 [147.237.72.166 |Lhited Sates  |aka.idf.il SERVER APAGHE /pache mod_ss non- SSL. connection to SS 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S te ‘Signature Action ‘Count
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 75
66.249.78.146 |United Sates 147.237. 72, 166 |aka iar.i1 || SMNg Engine: TP Invalid Jinvalid segnent retransmission. | 51
Ret r ansm ssi on Packet dr opped.
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
168. 235. 207. 154|lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 49
142. 113. 132. 138|Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 42
185.120. 126. 26 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 26
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 25
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 22
80.246.133.29 I srael 147.237.77.233|atal .idf.i1  |Bad TCP sequence mdﬁrsﬁnlt vith different moni tor |21
80.246.133.29 |israel 147.237.77. 234 |nal ag.idf.il |Bad TCP sequence md:)’fltvrsa::]”lt With different monitor |17
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
198.58.102.96 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
198.58.102. 117 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12
198.58.103. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
46. 133. 116. 144 |lkrai ne 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
79.181.10.221 |Israel 147.237.72. 166 |akaicr. i1 |2 €M NG Engine: TCP Invalid Jinvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dr opped.
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
79.183. 189. 238 |l srael 147.237.77.216|dover.idf.il (Bad TCP sequence Inval id ACK nunber noni t or 8
82.145. 219. 185 |Eur ope 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
188. 161. 56. 127 (F;ajcis;iigjja” Territory: 1147, 237. 77. 216 |dover.if.i1 |dr op First packet isn't SN drop 8
79.183.189. 238 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
185. 120. 125. 114 |l srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
87.70.62. 47 | srael 147.237.72. 166 |aka. i df.i | drop First packet isn't SN drop 7
157.55. 39. 91 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
79.183. 189. 238 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
82. 145. 219. 185 |Europe 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
79.183. 189. 238 || srael 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence S re Lansmt wehdifferent | pnitor |7
207.46.13.156 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
189. 201. 137. 253|Mexi co 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
176.13.17.98  |israel 147.237. 72, 166 |aka i1 || S NG Engine: TP Invalid Jinvalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dr opped.
46.19.86.217  |israel 147.237.77. 243 ot e, i o 1 |2 €AM NG Engi ne: TCP Invalid finvalid segnent retransnission. | 6
Ret r ansni ssi on Packet dr opped.
84.228.243.87 |[Israel 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d AGK nunber aert 6
79.177.128. 240 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 6
84. 228. 243. 87 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.146. 147 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
87.70.69.105  |Israel 147.237. 72, 166 |aka i1 || S NG Engine: TP Invalid Jinvalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dr opped.
109. 64. 145.59 | srael 147.237.72. 166 |akaicr. i1 |2 €M NG Engine: TCP Invalid Jinvalid segnent retransissi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 159 I srael 147.237.77. 176 |natpash.idf .i1|Bad TCP sequence I'nval i d AGK nunber noni t or 5
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
157.55.39.230 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
46. 19. 85. 159 I srael 147.237.77. 176 |natpash.idf .i1|Bad TCP sequence I'nval i d AGK nunber aert 5
79.177. 128. 240 |israel 147.237.76.86 |nawy.idf.il |Bad TCP sequence mﬁsg ;ansmt wthdifferent | o itor |5
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
176.13.15. 248 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 48
. . . Paraneter Type Mol ation Bail in
149. 88. 216. 168 |l srael 147.237.77.243|mobi l e. i df . i | mobil .1 f .11/ sachar/ cr eat eaccount B ock 19
207. 46.13. 14 Lhited Sates 147.237.77.216|dover . i df . il D stributed Wauthorized UR. Access on wawidf.il/error.htm |B ock 4
113.89.243.11 |China 147.237.77.216|dover. i df .i |l Mil tipl e Uhauthorized URL Access from 113.89.243. 11 B ock 3
113. 20. 117. 2 M et nam 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 3
171.7.168.160 [Thai l and 147.237.77. 170 |maar achot . i df . i | PHP At t enpt B ock 3
171.7.168.160 |Thail and 147.237.77. 170 |maar achot . i df . i | Mil tipl e Uhauthorized URL Access from 171. 7. 168. 160 B ock 2
113. 20. 117. 2 M et nam 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 113.20.117.2 B ock 2
31. 154. 190. 254 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Par anet er _VI EVBTATEENCRYPTED i n None 1
wawn aka. i df . i |/ mai n/ sachar / nai | box. aspx
. . . Unaut hori zed Met hod HEAD for
113.89.243.11 |China 147.237.72. 166 |aka. i df . i | vw aka i ot i 1/ mai i/ mi | ui i about . aspx B ock 1
82.132.245.55 |Wnited Ki ngdom 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to waw i df.il/navy/ B ock
207.46.13.160 |lLhited Sates 147.237.77.216|dover.idf . il D stributed Lhauthori zed UR. Access on v idf.il/error.htm |B ock
Paraneter Type Mol ation
46.120.7.121 I srael 147.237.76.39 [nobile. neitav.idf.il |ctl0oo$ntent Pl aceHol der 1$t xt Password in B ock 1
nobi | e.nei tav.idf.il/tenpl ates/| ogin. aspx
157. 55. 39. 80 Lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
109. 64.10. 231 i srael 147.237.77. 216 |dover. i df . i | thauthori zed URL Access to . B ock 1
waw i df . i |/ tenpl at es/ honepage/ nobi | e
ny- kosher - kravi . i df _ L
66. 249. 78. 27 | srael 147.237.0. 16 i| Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/ Bl ock 1
40. 76. 83. 120 Lhited Sates 147.237.77.216|dover.i df . il D stributed Unaut hori zed URL Access on 147.237. 77. 216/ Bl ock 1
: . . D stributed Whaut hori zed URL Access on
204. 236. 235. 245|Lhited Sates 147.237.77.233|atal .idf.il 147 237 77 233/  obot 5. £ xt B ock 1
. . D stributed Uhaut hori zed URL Access on
84.111. 227. 100 |lsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
207.46.13.162 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/info.aspx B ock
51. 255. 65. 72 France 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list3. htm B ock
. . S3. Lhtraceabl e nnection - Protocol violation
66.249.78.158 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL_OONN QLI ENT FELLO) None 1
40.77. 167. 59 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 40.77. 167. 59 B ock
206. 253.226. 22 |lLnited Sates 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to 147.237.77.216/robots. t xt B ock
113.89.243.11 |China 147.237.77. 216 |dover. i df . i | Unhaut hor i zed LRL Access to B ock 1

wa i df . i |/ shar ed/ user cont r ol s/ header upper/
. . Uhaut hori zed URL Access to
84.111.227. 100 |lsrael 147.237.77.234|hal ag. i df . i | vwy | ogi st cs. atal i df i /tenpl at es/ general / nobi | e Bl ock 1

Unaut hori zed URL Access to

66. 249. 64. 3 I srael 147.237.76.86 |[navy.idf.il navy. i o . i 1/ edi nd yorr enl ar ge. asp Bl ock 1
74.91. 20. 194 Lhited Sates 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to waw yun. ph/ B ock 1
40. 77. 167. 59 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/misrot.aspx |B ock 1
] . . D stributed Uhaut hori zed URL Access on
206. 253.226.22 [lLited Sates 147.237.77.233|atal .idf.il 147 237 77 233/ r obot s £ xt Bl ock 1
107.150.32.61 |Uhited Sates 147.237.77. 176 |nat pash. i df . i | Distributed Uaut hori zed URL Access on waw yun. ph/ B ock 1
. . Unaut hori zed URL Access to
66.249.75.24  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8948- he/ r ef uah. aspx Bl ock 1
171.7.168.160 |Thail and 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php B ock
113.20.117.2 M et nam 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock
80.246.133.29 I srael 147.237.77.234|hal ag. i df . i | thaut hori zed LRL Access to Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
Unaut hori zed URL Access to

Pal estinian Territory,

46.43.113. 167 Qccupi ed 147. 237.77. 176 @t pash. i df . i | Wy cogat . i df . il/tenpl at es/ general / nobi | e Bl ock !

151.80.31.183 |France 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1

107. 150. 46. 38 |Uhited Sates 147.237.72. 166 [aka. i df . i | Distributed Waut hori zed URL Access on waw yun. ph/ B ock 1
- kosher - kr avi . i df i

66.249.78.13  |Israel 147.237.0.16 | thaut hori zed URL Access to B ock 1

il vy ny- kosher -kravi . i df.il/robots. txt
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