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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7254
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1073
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2

40. 76. 83. 120 Lhited Sates 147.237.8. 14 e.orchot.idf.il JLM Purple Gon Linit_Tcp drop 1
94.102. 52. 10 Net her | ands 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 38 e.eneitav.idf.il ock Wp Al _Nets drop 1

40. 76. 83. 120 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |JLMPurple Gon Limt_Tcp dr op 1
186. 234. 253. 18 Brazil 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1

40. 76. 83. 120 Lhited Sates 147.237.77. 235 sviva.idf.il Frk Purple Gn Limt Htp drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
94.102. 49. 116 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
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Attacker Address
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Gountry

Signature
ET DO5 Large anount of TCP Zer oWndow - Possible Niller2

80. 246.130. 24  |147.237.77. 233 |l srael atal.idf.il Doos at t ack 9
195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
87.70.116. 2 147.237.76.42 |Israel refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 163  |147.237.76.86 |Wited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
83.28.135.116 |147.237.77. 216 |Pol and dover.idf.il Xenu Link S euth User Agent 2
66.249.81.198 |147.237.76.86 |Europe navy. i df.il ET SCAN NVAP -sA (2) 2
188. 214. 249. 151|147. 237. 77. 216 |Ronani a dover.idf.il Xenu Link Seuth User Agent 2
182. 54. 199. 245 |147.237.0.16 [Milaysia ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
93.174.93.50 147. 237. 76. 196 |Net her | ands e.svivaidf.il ET SO Behavi oral Lhusual Iy fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
182. 54.199. 245 |147.237.0.200 |Miaysia ndu. i of . i | ET SCAN Potential SSH Scan 1
182. 54. 199. 245 |147.237.0.33 [Milaysia idf.il ET SCAN Potential SSH Scan 1
182.54.199. 245 [147.237.0.17 |Mlaysia mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147.237.77.205 |thited Sates |prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106.23 |147.237.76.86 |[Turkey navy. i df . il ET SCAN NVAP -sS w ndow 1024 1
182.54.199. 245 [147.237.0.34 |Mlaysia tikshuv.idf.il ET SCAN Potential SSH Scan 1
182.54.199. 245 [147.237.0.19 |Mlaysia nadi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
80.246.130.24 I srael 147.237.77. 233 |atal i df.il Bad TCP sequence SNretransmt with different monitor 471
w ndow scal e

83.7.107. 148 Pol and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 276
Sreaning Engine: TCP Invalid i i ssi

46.19.86.189  |Israel 147.237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 72
Ret ransmi ssi on Packet dropped.

154. 77. 90. 69 Kenya 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 69
Sreaning Engine: TGP Invalid i i ssi

2.53. 23,138 I srael 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segment retransmission. drop 63
Ret ransmi ssi on Packet dropped.

141.0. 14. 218 Eur ope 147.237.77. 233 |atal .idf il drop First packet isn't SWN drop 48

176.13.5.91 I srael 147.237.0.19 |nadimatal .idf.il{Bad TCP sequence Invalid ACK nunber noni t or 46
Sreaning Engine: TCP Invalid i i ssi

66.249.78.146 |Wnited Sates |147.237.72.166 |aka.idf.il g =g nvalid segnent retransmssion. drop 42
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

81. 218. 148. 149 I srael 147.237.0.34  |tikshuv.idf.il g =g Invalid segnent retransnission drop 42
Ret r ansmi ssi on Packet dropped.

208. 115.113.89 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 34

51. 36. 64. 217 E?';gegom 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SWN drop 34

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26

176.13.5.91 I srael 147.237.0.19 |[medimatal .idf.il{Bad TCP sequence Inval i d ACK nunber alert 23

189. 201. 137. 253|Mexi co 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20

93. 185. 238. 152 |Lebanon 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 11

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
Sreamng Engine: TCP Invalid i i ssi

84.95.211. 153 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

84.228.236. 190 |Israel 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8

207. 46.13. 14 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 7

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

50. 87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi

46.19.86.199  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.

193. 183. 105. 68 |Sweden 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

192.243.55.137 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi

185.32.179. 181 |Israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

193. 227. 170. 194 |Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

102.243.55.131 |Wnited Sates [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different G0 e

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

2.53.51. 118 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

196. 121. 104. 190|Mor occo 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or

208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop

] . . SYN+AXK retransmit with different .

192. 243.55. 138 [Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence i ndow scal & noni t or 6
Sreaning Engine: TQP Invalid i i ssi

37.26.146.183 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

] . . SYN+AXK retransmit with different .

192.243.55. 133 [hited Sates |147.237.77.74 [lawidf.il Bad TCP sequence i ndow scal & noni t or 5

80.246.130. 24 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

79.177.52.217 |israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

189. 122. 130. 131|Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

37.26.146.236 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

192.243.55. 132 [Wnited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

206.226.72.82 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 5

109. 64. 115.36 |l srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

75.33.126.176 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4

95. 86. 104. 64 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4

192.243.55.133 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4

189. 201. 137. 253 |Mexi co 147.237.72. 167 |i shurimaka.i df .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

192. 243.55. 137 |Wnited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TQP Invalid i i ssi

207.46.13.162 |Wnited Sates |147.237.76.200eitan aka idf.il g =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.

192.243.55. 133 [lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

192. 243.55.138 [Wnited Sates |147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4

157.55.39.167 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
176.13.5.91 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 136
80. 246. 140.53  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
46. 19. 86. 189 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from 46. 19. 86. 189 B ock 7
80. 246. 139. 140 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
80.246.139.87 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df .l Ml tiple Unauthorized URL Access from 66.249. 64. 233 B ock 5
80. 246. 139. 109 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
46. 19. 86. 139 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 189 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 46. 19. 86. 189 B ock 3
80. 246. 139. 181 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
149.78.185.79 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.228.236.190 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
197.113.248.40 |Ageria 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
109. 64. 139. 77 |l srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 106 cooki es B ock 1
69.197.185.21 |lhited Sates |147.237.72. 167 |i shuri maka. i df . i|Uhaut hori zed URL Access to waw yun. ph/ B ock 1
Parameter Type Mol ation
178.150. 15. 43  |Wkrai ne 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P acetbl der 1$ucArti ¢l eLobbyCont r ol $dat epi cker in B ock 1
ww i df . i | /1283- en/ dover . aspx
84.228.236.190 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
80.246.139.30 |[Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka.idf.il/mluim/tenpl ates/ nai n. asp Bl ock 1
207.46.13.1 Lhited Sates |147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/mail/kapats B ock 1
141.212.122. 161|hited Sates |147.237.77.19 [l awforumidf.il |Uhauthorized URL Access to 147.237.77. 19/ B ock 1
80. 246. 139. 251 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
74.91.18. 45 Uhited Sates |147.237.77. 170 [maar achot . i df . i | |Dstributed Waut horized URL Access on waw yun. ph/ B ock 1
Unhaut hori zed URL Access to
178.150. 15. 43  |krai ne 147.237.77. 216 |dover. i df .i | ww i df.il/tenpl ates/article/article.in. aspx/ tenpl at es/ sendtof ri end/ sendtof ri (Bl ock 1
end. aspx
46. 19. 86. 189 | srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ nobi | e B ock 1
13. 76. 253. 27 S ngapor e 147.237.77.74 |lawidf.il Paraneter Type Mol ation pos in v |awidf.il/163-6958-en/ patzar.aspx  |B ock 1
107.150.32.60 |Uited Sates |147.237.77.74 |lawidf.il D stributed Unaut hori zed URL Access on waw yun. ph/ B ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docl in waw aka.idf.il/chinuch/fag/ defaul t.asp None 1
207. 46.13. 14 Lhited Sates [147.237. 77. 216 [dover.i df .i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
46.19. 86. 189 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/tenpl at es/ honepage/ nobile  |Bl ock 1
77.75. 76. 161 (Fz;;%ri . 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i1/ page/ 29/ B ock 1
46.121. 208. 187 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
185. 32.179. 250 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 1
38. 81. 65. 42 Lhited Sates |147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
107. 150. 46. 34 |Uited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to ww yun. ph/ B ock 1
66.249.78.146 I srael 147.237.72. 166 |aka. i df . i | mnzrg ipc?fr'amtle; nd?ﬁ?':;fﬂ; ZSp/ShO o um asp None |1
208.115.111. 73 |hited Sates |147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df . i |/ hebrew or gani zati on/ gol ani / B ock 1
156. 197. 114. 205|Egypt 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on wanidf.il/arr/ B ock 1
46. 19. 86. 189 | srael 147.237.76.200|ei tan. aka. i df .i| |Miltiple Unauthorized URL Access from 46. 19. 86. 189 B ock 1
81.218. 148. 149 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
79.195.129.80 |Ger many 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on wanidf.il/arr/ B ock 1
Unhaut hori zed URL Access to
102.243.55.135 |Uhited Sates [147.237.77.74 |l awidf.il ‘['J";wz\‘flcal‘)’\‘m:,g;hivl S’;f;fggﬁfs;\fg\t/; Igilygﬁ:\;/i(ilisnl;x:f m' 'Sazzr;e::g]g:]fzilor'n"‘é ;’?’fgcn(ﬁh Bock |1
rue
46.19. 86. 2 I srael 147.237.72. 166 |aka. i df . i | \;P;rwa':;;elr de.e??/?ali{v\ga(():lhiri/?Tegiisr:r ot onwi v e st . aspx None |1
107.150. 46. 37 |lhited Sates |147.237.77.19 |lawforumidf.il |Wauthorized URL Access to www yun. ph/ B ock 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ?4? rzg;“tfzd 1%3”;‘;0;; ;e;u;%exfzf_sa‘;gx Bock |1
46.19.86.189 | srael 147.237.76.200 |ei t an. aka. i df . i | m”;hto;zlzaii‘%.ffff:pr; s/ opmi ssi ngper son/ nub | ¢ Bock |1
80. 246. 130. 24  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ atal . aspx B ock 1
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