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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2551
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1687
31.168.176. 104 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3

199. 115. 117. 88 Lhited Sates 147. 237. 0. 200 ndu.idf il JLMPurple Gon_Linit Htps drop 1

94.102. 52. 10 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-22-2016-16:04:04 to 04-22-2016-17:04:04

|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
213.192.3.1 147. 237.76. 202 |Czech Republic |e.halag.idf.il ET SCAN Potential SSH Scan 2
213.192.3.1 147.237.77. 61 |Czech Republic |e.cogat.idf.il ET SCAN Potential SSH Scan 1
89. 248. 162. 175 |147. 237. 77. 235 |Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
213.192.3.1 147. 237.76. 200 |Czech Republic |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
89. 139. 156. 248 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.192.3.1 147. 237. 76. 148 |Czech Republ i c |gacenter.aka.idf.il ET SCAN Potential SSH Scan 1
79.177.120.4  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.192.3.1 147.237.76. 31 |Czech Republic |nakchal .idf.il ET SCAN Potential SSH Scan 1
213.192.3.1 147. 237. 72. 156 |Czech Republ i c |anan.idf.il ET SCAN Potential SSH Scan 1
213.192.3.1 147. 237. 77. 235 |Czech Republic |sviva.idf.il ET SCAN Potential SSH Scan 1
146.0.79.211 |147.237.76.30 |Netherlands hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
213.192.3.1 147. 237. 77. 227 |Czech Republi ¢ |e. hanaz. i df . i ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147. 237. 77. 179 |Wkr ai ne e.mazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
213.192.3.1 147. 237.77. 212 |Czech Republic |e.dover.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147. 237. 77. 179 |Wkr ai ne e.nazi.idf.il ET SCAN NVAP -f -sS 1
89. 248. 162. 175 [147. 237. 76. 34 |Nether| ands yohal an. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
213.192.3.1 147. 237.76. 196 |Czech Republic |e.sviva.idf.il ET SCAN Potential SSH Scan 1
84.200. 15. 174 |147.237. 77. 170 |Ger many naar achot . i df . i | ET SCAN NMAP -sS wi ndow 4096 1
213.192.3.1 147.237.76.34 |Czech Republic |yohal an.idf.il ET SCAN Potential SSH Scan 1
23.125.172.41 |147.237.0.16 [lhited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
213.192.3.1 147. 237. 72. 166 |Czech Republic |aka.idf.il ET SCAN Potential SSH Scan 1
195. 154. 54. 169 [147.237.0.15 |France kosher -kravi . i df.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 252. 84 |147. 237. 77. 226 |Chi na vy chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
213.192.3.1 147. 237. 77. 234 |Czech Republic |hal ag.idf.il ET SCAN Potential SSH Scan 1
111 65.174.3  |147 237 8 0 [OrEd Republic| . o ET SON\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
213.192.3.1 147. 237. 77. 226 |Czech Republ i ¢ |waw chanat z. aka. i df.i1 |[ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147. 237. 77. 179 |kr ai ne e.mazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
70.213.4.221  |Uited Sares [147. 237, 77. 206 oover iar.i1 |2 €M NG Engine: TGP Invalid Jinvalid segnent retransnission. Packet | 138
Ret r ansni ssi on dr opped.
197. 231. 221. 211|Liberia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 63
66.249.78.146 |United Sates |147. 237. 72. 166 |aka. i df .| Streaming Engi ne: TP Invalid Jinvalid segnent retransnission. Packet drop 57
Ret r ansni ssi on dr opped.
205.203.135.1 |lhited Sates |147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 51
66. 87. 31. 164 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 41
79.181.187. 151 |Israel 147.237. 72. 156 |anan.i df . il dr op Frst packet isn't SN drop 33
95. 86. 104. 64 | srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 31
91.121.221.15 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
139. 162. 216. 112|lhited Sates |147. 237. 77. 216 |dover. i df.il drop First packet isn't SWN drop 24
68.180.231.43 |lhited Sates |147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
79.183. 212. 245 |Israel 147.237.77.234|nalag.idf.il  [Bad TCP sequence ig;e”a”s”“ with different wndow oo oo
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i f .i | drop SAMrul e drop 22
79.183.212. 245 |Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence iz;e”a”sm't wth different wndow | oo |21
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
213.57.48.147 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
138. 207. 151. 67 |lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
79.178. 136. 100 |israel 147.237.77. 243\t e.i o i1 |2 €M NG Engine: TCP Invalid invalid segnent retransmission. Packet | 15
Ret r ansni ssi on dr opped.
69. 139. 45. 52 Lhited Sates [147. 237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 15
207.46.13. 14 Lhited Sates [147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
208.69.40.101 |lhited Sates|147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
72.9.148. 10 Lhited Sates [147. 237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 14
192.243.55.132 |Whited States |147. 237.77.74 [lawidf.il Bad TCP sequence mﬁ;:f”m‘ with different moni tor  [13
162.243.71.33 |Lhited Sates |147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 12
198.58.102.49 |ULhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 12
192.243.55.135 |Wited Sates [147.237.77.74 |lawidf il Bad TCP sequence mﬁ?\fsg;&mm with different moni tor |12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
157. 55. 39. 23 Lhited Sates [147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.102. 156 |Lhited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 11
157.55.39.230 |ULhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 11
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
189. 122. 130. 131|Brazil 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
192.243.55.132 [lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
192. 243.55. 135 |Uhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
61.216.2. 15 Tai wan 147. 237. 77. 170 |n@arachot . i of . | fit:rie?mE:]?orE:grlrenri TP Segrent :S:ugﬁgge”;dci‘; megzgé,wm altoved 4 o 9
213.57.48. 147 |lsrael 147.237.77. 234 |hal ag.idf.il drop Frst packet isn't SYN drop 9
176.13.12.129  [israel 147.237.77. 243 |mti e i i1 [ SAM NG Engine: TP Inval id finvalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
45. 35. 64. 142 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
192. 243.55. 129 |Uhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
212.179. 217. 139|l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 8
192.243.55.132 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SWN drop 8
192, 243.55. 132 |Uhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
192.243.55. 135 |lLhited Sates |147.237.77.74 [lawidf.il drop Frst packet isn't SN drop 7
50.87.144.145 |Wnited Sates [147.237. 77. 216 |dover.idf.il drop First packet isn't SWN drop 7
99. 233.129. 107 |Canada 147.237.77. 176 |matpash.idf.il |[SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
192.243.55.131 |Whited States |147. 237.77.74 [lawidf.il Bad TCP sequence mﬁﬁs:::;am”“ with different moni tor |7
192.243.55.129 |Wited Sates [147.237.77.74 |lawidf il Bad TCP sequence mﬁ?\fsg;&mm with different moni tor |7
192. 243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 7
105. 203. 254. 2 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.5.91 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 20
176.13.12. 41 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
72.18.194. 32 Lhited Sates |147.237.72.166|aka.idf.il Ml tiple Unauthorized URL Access from 72.18.194. 32 B ock 5
79.178.136. 100 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
105. 203.254.9  |Egypt 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 3
105. 203. 254. 10 |Egypt 147.237.77. 216 |dover.idf . il Ostributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 2
31.168.176. 104 [Israel 147.237.77. 216 |dover. i df . i | Unaut hori zed HTTP Met hod B ock 2
’ - - Unhaut hori zed URL Access to
157. 55. 39. 230 Lhited Sates 147.237.77.216|dover . i df . i | i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
. . . S Untraceabl e Gonnection - Protocol violation
61.216.2. 15 Tai van 147.237.77.234|hal ag. i df . il (SSL CONN LI ENT FELLO) None 1
Unhaut hori zed URL Access to
31.13.112.118 |[ireland 147.237.77. 216 |dover.idf.il www i df . i | /1133-8329- he/ dover . aspx&ed=0ahukewi xzj yar gl nahvj 1 |B ock 1
ywkhapwbgaqf ggznaa&usg=af gj cnenol Ocyyga208npxv8ngui f | - sOq
80.230.218.85 |[Israel 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
68.180. 229. 241 [Lhited Sates  |147.237.77. 176 |mat pash. i df . i | Paraneter Type Mol at | on PageNimi n Bock |1
waw cogat . i df . i|/1038- he/ cogat . aspx
186. 45. 28. 38 %'b”;gid and 1147, 237.72. 166 |aka. i of . i | Ostributed PHP Attenpt B ock 1
61.216.2.15 Tai wan 147.237.77. 216 |dover.idf . il Mitiple Illegal Bte Gode Character in Mthod from6l. 216. 2. 15 Bl ock 1
; . . Uhaut hori zed URL Access to
109. 253. 150. 136! srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 1
105. 203. 254. 7 |Egypt 147.237.77.216|dover.idf . il Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 1
61.216.2.15 Tai wan 147.237.77.235|sviva. i df . il Illegal Byte Qode Character in Mt hod Bl ock 1
105. 203. 254. 11 |Egypt 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
85. 65. 109. 18 I srael 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
186. 45. 28. 38 ?olt?z;gzd and 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/wp-1ogin. php B ock 1
. . . SS. Lhtraceabl e Gonnection - Protocol violation
61.216.2.15 Tai wan 147.237.77. 216 |dover. i df . i | (SSL CONN LI ENT FELLO) None 1
131.253.25.169 |[Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Wnaut hori zed URL Access from 131.253. 25. 169 Bl ock 1
105. 203. 254.8  |Egypt 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
79.183.212. 245 |lIsrael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
66.87.31. 164  |lWited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation ctl 005Cont ent A acetbl deriStxtLasthane in g (0 |y
waw i df . i |/1038-en/ dover . aspx
. . D stributed Lhaut hori zed URL Access on
46. 19. 85. 213 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
105. 203. 254. 13 |Egypt 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . . URL is Above Root Drectory
85. 248. 227. 163 [Jovakia 147.237.77. 216 |dover. i df . i | wwi o i1/ ./ shared/cl i entscri pts/j query/j query-1.4.2.nin. | s B ock 1
72.18.194. 32 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
Russi an - . Unhaut hori zed URL Access to
193. 34. 208. 10 e ot i on 147.237.76.86 |navy.idf.il v navy. i df i | /tenpl at es/ general / nobi | @ B ock 1
131.253.25.169 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwvidf.il/tenpl ates/articl e/ watch Bl ock 1
wwn, chamat z. aka. i
61. 216. 2. 15 Tai wan 147.237.77. 226 df il Illegal Byte ode Character in Mthod B ock 1
105. 203. 254.8  |Egypt 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawidf.il/error.htm B ock
80.230.218.83 |[lIsrael 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
. ny- kosher - kravi . i df .
184. 105. 247. 195|Lhited Sates 147.237.0. 16 i| Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
61.216.2.15 Tai wan 147.237.77. 170 |maar achot . i df . i | Mitiple Illegal Byte Gode Character in Mthod from6l. 216. 2. 15 B ock 1
105. 203. 254. 15 |Egypt 147.237.77. 216 |dover.idf .il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
87.69. 81. 189 I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Uhaut hori zed URL Access to
74.216.182.82 |Canada 147.237.77. 176 |mat pash. i df . i | v cogat i df i 1/si p. st oragel i | es/ 9/ 4629, pg Bl ock 1
207.46.13.162 |lnited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter tmin ww aka. i df.il/nain/gi yus/ None 1
141.212.122. 161|lhited Sates |147.237.76.147|chi nuch. aka. i df .i| |Wauthorized URL Access to 147.237.76. 147/ B ock 1
61.216.2. 15 Tai wan 147.237.77.233|atal .idf.il Illegal Byte Qde Character in Mthod B ock 1
5.29. 179. 244 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
80.230.218.84 |[lIsrael 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. - Unhaut hori zed URL Access to
185.3.144.33  [Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |l srael 147.237.72.166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
61.216.2. 15 Tai wan 147.237.77. 176 |mat pash. i df . i | Illegal Byte Qde Character in Mthod B ock
107.150. 32. 62 |Uhited Sates |147.237.0.15 |kosher-kravi.idf.il [Unhauthorized URL Access to waw yun. ph/ B ock
105. 203. 254. 4 |Egypt 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on www i df.il/error.htm Bl ock 1
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