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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16955
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 613
46. 121. 152. 86 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 203
85. 64. 79. 176 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
94. 102. 49. 116 Net her | ands 147.237. 76. 86 navy.idf.il B ock Np Al Net drop 1
94.102. 49. 116 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an.idf.il B ock_Wp Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 38 e.eneitav.idf.il B ock Np All _Net drop 1
185.94.111.1 Russi an Federati on 147.237. 76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1

85. 250. 169. 120 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
94.102. 52. 10 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1

31. 148. 219. 86 Net her | ands 147.237. 76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 102. 6. 131 147.237.77.216|Whited Sates [dover.idf.il ET SCAN NVAP -sA (2) 2
109. 64. 35. 136  |147.237.76.42 |Israel refuah.idf.il ET SCAN NVAP -sA (2) 2
109. 236. 94. 216 |147.237.8.50 |Netherl ands etikshuv.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
188. 14.242. 67 |147.237.76.202[Italy e haag.idf.il ET SCAN NVAP -f -sS 1
93.174.88.102 1147 237 0.19  |Net her! ands v matal idf il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti 1
Scan or Infection
185. 130. 5. 99 147. 237. 77. 233 |Li t huani a atal.idf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147. 237.77. 178 |Ger many e.matpash.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76. 44 |Lithuania erefuah.idf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147. 237. 76. 148 |Ger nmany gocenter. aka.idf.il [ET SCAN Potenti al SSH Scan 1
185. 130. 5. 99 147.237.76. 39 |Li thuani a nobi | e. nei tav. i df.i |[ET SCAN Potential SSH Scan 1
85.131. 208. 140 |147.237.76.34 |Ger many yohal an.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 72. 167 Li t huani a ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 72. 156 |Li t huani a anan. i df.il ET SCAN Potential SSH Scan 1
64.20.48. 41 147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
195. 216. 176. 244|147. 237. 77. 212 |Latvia e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
149.78.154.69  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
64. 20. 48. 41 147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN NVAP -f -sS 1
109. 236. 94. 216 |147. 237. 72. 156 |Net her | ands anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
188. 14.242. 67 |147.237.76.202[Italy e haag.idf.il ET SCAN NVAP -sS w ndow 2048 1
185. 130. 5. 99 147. 237. 77. 235 |Li t huani a svivaidf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147.237. 77. 235 |Ger many sviva idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.77. 178 |Li thuani a e.matpash.idf.il ET SCAN Potential SSH Scan 1
85.131. 208. 140 |147.237.77.61 |Ger many e.cogat.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76. 42 |Li thuani a refuah.idf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147. 237. 76. 44 |Ger many e.refuah.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.72. 217 |Lithuani a eidf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147.237.8.46 |Ger many e.chinuch.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 72. 166 |Li t huani a aka.idf.il ET SCAN Potential SSH Scan 1
65. 55. 210. 58 147.237.77. 216 |Wited Sates  [dover.idf.il portscan: TCP DO stri buted Portscan 1
185. 130. 5. 99 147.237.0.15 |Lithuania kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
64. 20. 48. 41 147.237.76.86 |[Lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 154. 54. 169 |147.237.76. 44 |France e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 236. 94. 216 |147. 237. 77. 176 |Net her | ands mat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
188. 14.242. 67 |147.237.76.202[Italy e haag.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

At acker

Devi ce

ountry ‘Target Address [Ste Signature Action ‘Count
66. 249. 78. 146 |Wnited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid nvalid segnent retransmssi on. drop 39
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
185.3.144.103 |Israel 147, 237 76. 200 e tan. aka i of i1 || €M NG Engi ne: TCP Inval i d nvalid segnent retransmssi on. drop 21
Ret ransni ssi on Packet dr opped.
136.0.99. 15 Lhited Sates |[147.237.77.74 |lawidf.il drop First packet isn't SN drop 16
69.175.127.10 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 16
66. 102. 6. 131 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
153.31.112. 24 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 14
162. 243. 126. 57 |Lhited Sates |[147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
72.9.148. 10 Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
79.182.26.104 |Israel 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Invalid nvalid segnent retransmssion. drop 10
Ret ransni ssi on Packet dropped.
109.64.41.84 |israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid  ivalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
46.121.193.94 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 8
208.115.113. 89 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 8
192. 243.55. 130 |Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
92.241.37.230 [Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
157.55.39.241 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
84. 228. 220. 167 |I srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 4.11. 215 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
95.86.104. 64 |Israel 147.237. 72. 156 |anan. i o .i | SYN At tack SYN -> SYN-ACK -> Ti neout alert 6
5.29.246.216 |Israel 147237, 77, 243 |mobi e ior i1 | €M NG Engine: TCP Inval i d Ivalid segnent retransnssion. drop 6
Ret ransni ssi on Packet dropped.
66.249.78.252 |United Sates |147.237.0.19 |macimaralicr. (' S2MNG Engine: TGP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
95.86.104. 64 |Israel 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
192. 243.55. 130 |Lhited Sates [147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
47.53.143.214 [italy 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansm wehdifferent fnitor |5
37.46.39.111 |Israel 147. 237. 72. 156 [anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
2.53.27.232 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
66.102. 7. 233 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
192. 243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
5.29.190.239 [Israel 147237, 77. 243 |mwbi e ior 11 | €AM NG Engine: TCP Inval i d nvalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dr opped.
192. 243.55. 135 |Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence noni t or 4
82. 6. 49. 138 E?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
192.243.55.135 |Uited Sates [147.237.77.74 [lawidf.il Bad TCP sequence mﬁsrc:?nsm wehdifferent fonitor |4
2.53.170. 223 | srael 147.237. 77. 243 |nobi | e.i df . i | drop First packet isn't SYN drop 4
91.200.12. 141 |Wkrai ne 147.237.77. 216 |dover.idf il drop SMrule drop 4
37.26.149. 130 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.46.41.201 |lsrael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243.55. 130 |Wnited Qates [147.237.77.74 |lawidi.il Bad TCP sequence mﬁsgﬁmm wehdifferent fonitor |4
85.130. 225. 96 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
176. 31. 224. 223 |France 147.237.76.202|e.ha ag.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 4
192.243.55. 135 [Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 4
50. 87. 144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
157.55.39. 129 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
149. 78. 179. 201 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
192, 243.55. 130 |Lhited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
185. 120. 125. 88 |l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Acti on ‘Count
2.53.145. 22 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 217
176. 13. 3. 149 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 36
46.19. 86. 166 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 21
46. 19. 85. 118 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
80. 246. 136. 115 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 3
37.26.147.193 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.235.28. 4 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 212. 235, 28. 4 B ock 3
101. 255. 56. 138 |l ndonesi a 147.237.0.34 |tikshuv.idf.il Dstributed PHP At tenpt B ock 2
37.26.146.230 |[Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover.i df .i | Ostributed Lhaut hori zed URL Access on wawidf.il/error.htm  |B ock 2
46.19. 86. 68 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
66. 102. 7. 240 Lhited Sates 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm  |B ock 2
2.55.15. 41 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx |Bl ock 2
151.80.31. 176 |France 147.237.76.31 |nakchal .idf.il Whaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
5. 29. 246. 216 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 1
- - Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1283- 19206- en/ dover . aspx Bl ock 1
208.115.113.82 |[hited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/site/story. aspx |Bl ock 1
109. 254.29. 48 |lkraine 147.237.77.74 |law i df.il PHP Attenpt B ock 1
46.121.81.174 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
213. 8. 204. 44 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
-kosher -kravi . i df.
157.55.39.200 |lhited Sates 147.237.0. 16 Inly Lhaut hori zed URL Access to www ny-kosher-kravi.idf.il/ Bl ock 1
101. 255. 56. 138 |l ndonesi a 147.237.0.34 |tikshuv.idf.il Ml ti pl e Unaut horized URL Access from 101. 255, 56. 138 B ock 1
. . O stributed Uhaut hori zed URL Access on
46. 19. 85. 171 I srael 147.237.77.234|hal ag. i df . il 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
212.44.9.122 Uhi ted Kingdom |[147.237.72.156|anan.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
109. 254. 29. 48  |krai ne 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to ww nag. i df.il/wp-1ogin. php B ock 1
Russi an . .
81.177. 254. 105 er ati on 147.237.77. 216 |dover . i df .i | PHP At t enpt B ock 1
160. 178. 154. 166 [Mbr occo 147.237.76.86 |navy.idf.il Ml ti pl e Unhaut hori zed URL Access from 160. 178. 154. 166 B ock 1
101. 255. 56. 138 |l ndonesi a 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/wp-Iogin. php Bl ock 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/vi ew i ny. asp |B ock 1
. . . SS_ Lhtraceabl e Gonnection - Protocol viol ation
212.44.9.122 Uhi ted Kingdom [147.237.72.156|anan.idf.il (SSL CONN LI ENT FELLO) None 1
141.212. 122. 161|lhited Sates 147.237.0.15 |kosher-kravi.idf.il [Wauthorized URL Access to 147.237.0. 15/ Bl ock 1
81. 177. 254. 105 RJSf;:I”i on 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
160. 178. 154. 166 |Mor occo 147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
Li byan Arab . . . i
41.254.2.129 Janahi riya 147.237.77.216|dover. i df . i | Adnin B ocki ng B ock 1
Unaut hori zed Met hod CPTI ONS for
109. 64. 250. 227 |l srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut hus |Bl ock 1
er
waw. chamat z. aka. i d |uhaut hori zed UR. Access to
66. 249. 66. 17 | srael 147.237.77. 226 foil waw chamat z. aka. i df . i 1/t enpl at es/ general / gener al . aspx Bl ock !
149.88.177.19 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
95. 86. 68. 6 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/h B ock
66.249.64.198 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
41.254. 2. 129 'J" by""i”rip;:b 147.237.77. 216 |dover. i df . i | Unaut hori zed LR Access to wmw i df.il/adnin B ock 1
Russi an . . . Paraneter Type Molation catld in
109. 111. 26. 23 er ati on 147.237.0.34 |tikshuv.idf.il vy ti kshuv. i f i 1/si tef general . aspx Bl ock 1
. . Unaut hori zed URL Access to
79.178.22.224  |Israel 147.237.72. 166 [aka. i df . i | v aka i o i 1/ nai 1V scri pt s/ css3pi e ht Bl ock 1
46.116. 73. 98 I srael 147.237.77. 243 |nobi l e.i df . i | Uhaut hori zed LR. Access to nobile.idf.il/mlluinindex B ock 1
- - Unaut hori zed URL Access to
212.235.28. 4 I srael 147.237.77.216|dover.i df .i | W i o i1/ nawy/ si tel t enpl at es/ cont rol | er. asp B ock 1
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