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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10992
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Bock Np All _Net drop 2

204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |[Bock Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237.76. 197 e hinush.idf.il |Block Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237. 76. 201 eatal.idf.il |Block Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147.237. 76. 198 e.yohalan.idf.il |Bock Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il [Block Np Al Net drop 2

192. 165. 214. 161 Asi al Paci fic Region 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1

204. 42. 253. 2 Lhited Sates 147.237. 76. 196 e.sviva.idf.il |Bock Np Al Net drop 1

192. 165. 214. 162 Asi al Paci fic Regi on 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

192. 165. 214. 164 Asi a/ Paci fi ¢ Regi on 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
185.94.111. 1 Russi an Federation 147.237.76. 38 eeneitav.idf.ilB ock Wdp All Nets drop 1

192. 165. 214. 165 Asi al Paci fic Region 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1




04-22-2016-13:04:04 to 04-22-2016-14:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
80, 246. 133, 251 |147. 237 77 233 |1 51 ael atal idh il ET DO5 Large anount of TCP Zer oWndow - Possible Niller2 5
DDos attack
195. 16. 127. 148 |147. 237. 0. 16 ':Zg:t“ion ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
58.107. 14. 180 [147.237.77.216|Austrdia dover.idf.il portscan: TCP O stributed Portscan 1
185.106.92. 47 |147.237.72.167 ?éﬁ;::t”ion ishwrimakaidf.il  |ET WEB_SERVER Mii ebl ackcat scanner 1
13.94.233.163 [147.237.0.16 |lnited Sates ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
183.60. 48.25  |147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
13.92.178. 142 [147.237.0.16 |lnited Sates ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 3072 1
183.60.48.25 [147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
183.60.48.25 [147.237.0.16 |China ny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
109. 236. 94. 216 |147.237.0.19  |Netherl ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.193. 180,24 |147.237.76.30 |Bel gi um himsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 246. 130. 108 |147. 237 77. 2331 5r 2l atal il ET DC5 Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
77.125.129. 75 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 16. 127. 148 |147. 237. 0. 15 RF;:::I'}O” kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
13.94.233.163 [147.237.0.16 |lLhited Sates ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
183.60.48.25 [147.237.76.202|Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
13.94.233.163 [147.237.0.16 |lLhited Sates ny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
183.60.48.25 [147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
13.92.178.142 |147.237.0.16 |lhited Sates  |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
183.60.48.25 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
109. 236. 94. 216 [147. 237. 76. 34 |Nether| ands yohal an. i df . i ET SCAN NVAP -sS w ndow 1024 1
89. 248. 162. 175 |147. 237.76. 30 |Net her| ands hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
195. 81. 248. 101 [147. 237. 76. 31 |Uni ted Ki ngdom |nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
80.82.78.38 147.237.8.24 |Netherl ands elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address ‘Ste ‘Signature Action ‘Count
205.203.135.1 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 51
66.249.65.65  |uited Sates |147. 237,72 166|akaicr. il | SAMNg Engine: TGP Invalid nval i d segnent retransmssi on. drop 51
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
208.115.113.89 |Lhited States |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 15
46. 19. 85. 95 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
109. 253. 147. 1541 sr ael 147.237.72. 166 |akaicr. i1 | SaMNg Engine: TP Invalid Inval i d segrent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
109.66.68.79  |israel 147, 237. 76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
87.70.52.243  |israel 147.237.72. 166 |akaicr. i1 | €aMNg Engine: TP Invalid Inval i d segrent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
109. 66. 12. 143 |Israel 147.237.72. 166 |aka i or 11 | €M NG Engi ne: TP Invalid Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
46.19. 85. 68 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
192.243.55.137 |Wited Sates |147.237.77.74 |lawidf.il  [Bad TCP sequence mﬁzg?ﬂsm wehdifferent Jopnitor |8
192.243.55.138 |lWhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsgfnsm wthdifferent | onitor s
192. 243.55. 137 |Wnited Sates |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
85.130.175.91 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.136 |lhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁ;:;ansm wthdifferent | onitor |7
192. 243.55.137 |[lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop
192.243.55. 133 |Uited Sates |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
185. 32. 179. 228 |Israel 147. 237, 77. 243 |t 1 e o1 | €M NG Engi ne: TP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
192. 243.55. 137 |Wnited Sates [|147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
68.180.231.43 |Lhited States |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 6
46. 19. 85. 54 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 6
46. 19. 85. 54 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.86.246  |lsrael 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
46. 19. 86. 13 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
207.46.13.190 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SWN drop 6
157.55.39.130 [thited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 6
46.19.85.161  |Israel 147.237.72. 166 |aka ich 11 || S NG Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
192.243.55.135 |Wnited Sates |147.237.77.74 |lawidf.il  [Bad TCP sequence SIACK reransmt wehdifferent Jopnitor |5
45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 5
37.46.41.2 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
192. 243.55.136 |Whited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 54 I 'srael 147.237.77. 176 [natpash.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or 5
78.50. 215. 47 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
79.179.175.199 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
192.243.55.138 |lLhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 217 | srael 147.237.76.42 |refuah.idf.il |dr op Frst packet isn't SN drop 5
192.243.55.133 |Wited Sates [147.237.77.74 |lawidf.il  [Bad TCP sequence mﬁ;c:;ansm wehdifferent Jopnitor |5
192. 243.55. 138 |Wnited Sates |147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 5
207.46.13.172 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 5
192, 243.55. 136 |Uited Sates |147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 54 | srael 147.237.77. 176 [matpash.idf .i| |Bad TCP sequence Inval id ACK nunber alert 5
192.243.55.130 |Wnited Sates |147.237.77.74 |lawidf.il  [Bad TOP sequence mﬁzg?ﬂsm wehdifferent Jopnitor |4
192.243.55.138 |lLhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
46.121. 128. 107 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 105
2.53.52.74 I srael 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code B ock 13
208.115. 113. 88 |Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forumasp/ showforumasp [B ock 7
46.19.86.173 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
79.178. 197. 200 [I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method CPTIONS for aka.idf.il/ B ock 5
109. 253. 129. 61 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79. 178. 197. 200 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 4/ B ock 2
66. 249. 78. 147 |l srael 147.237.0.34 |tikshuv.idf.il |Uauthorized UR. Access to tikshuv.idf.il/main/drushimmnsrot.aspx B ock 1
8.37.70.37 Uited States |147.237.77. 216 (dover . i df . i | muf g?r I| f?‘;glf;‘e%%?isr .t:spx&usgzal kj r hgc4f owpopt 1nwi cf _v- vt pj ng2j w Bl ock !
80. 246. 136. 224 |I srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mbde None
66. 249. 64. 233 |l srael 147.237.77. 216 |dover. i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
207.46.13.130 |Whited Sates |147.237.76.42 [refuah.idf.il fgf‘j:;’;'l Zlegf LﬁL/ t?ﬂ:ﬂeztse;/‘;har e user contr o s/ headr upper B ock 1
68.180.231. 43 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1283-en/ dover. aspx B ock 1
8.37.71.26 Uited Sates |147.237.77. 216 (dover . i df . i | muit gl?r: Iz;aggﬁefgg\?zrs. ;gpx&xsgzal kj r hj t g5r 2t evouf t yu53wnr bgy! ki ug Bl ock !
89. 138. 117. 174 |l srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. idf.il/https:/ww aman.idf.il/ B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp B ock 1
74.82.47.2 Lhited Sates |147.237.72.166(aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
89. 138. 117. 174 |I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ Bl ock 1
66. 249. 65. 217 |l srael 147.237.72.166 |aka. i df . i | ?4? rzgt;‘ftg 1%"’/‘“;;;05; ;ie;u%exfzs_sa‘;’;x Bl ock 1
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 994- 8974- he/ ref uah. aspx  |B ock 1
65.95.86.201 |Canada 147. 237.77. 216 |dover . i df . i | mult (;}?rillzlf(jenﬁe;t :f:ﬁ;etdc/’ Sser cont 1ol </ nevrend i i i B ock 1
180.76.15.25 |China 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock 1
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