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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 11314
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2909
82.102. 252. 192 Pal estinian Territory, Qecupi eq147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1603
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 544
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 5
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG § owl ori s- DC5- Var 1 dest - reset 5

204. 42. 253. 2 Lhited Sates 147.237.76.176 test.ncore.idf.i|Bock Np Al _Net drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 2
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

104. 148. 71. 133 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il]JJLMPurple Gon Linmt Tcp drop 1

61. 182. 170. 38 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt_Tcp drop 1
185.94. 111. 1 Russi an Federati on 147.237.76. 31 nakchal .idf.il |B ock Wdp Al Nets drop 1
79.181. 221. 158 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1
185.94.111. 1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il|B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

port denial of service attenpt

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 65. 65 147.237.72. 166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
213.133. 131. 194|147. 237. 77. 216 E?ir:;gom dover.idf.il ET SCAN NVAP -sA (2) 2
196. 203. 149. 99 |147.237.76.39 [Tunisia nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
190. 124. 35. 115 |147.237.77. 74 |N caragua lawidf.il ET SCAN NVAP -sS w ndow 3072 1
190. 124. 35. 115 |147.237.77. 74 [N caragua lawidf.il ET SCAN NVAP -f -sS 1
146. 0. 79. 211 147.237.76.34 |Netherlands  |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112.198.15.36  |147.237.0.17 |Philippi nes mny-kosher-kravi .idf.il ET m Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
76.181.249.213 |147.237.77.170|Wited Sates [naarachot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
206. 210. 120. 253|147. 237. 76. 147 |Canada chi nuch. aka. i df .il ET WBB SERVER Poi son Nul | Byte 1
37.142.68. 24 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
196. 203. 149. 99 |147.237.76.39 [Tunisia nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.92.246. 145 [147.237.77.212|thited Sates |e. dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
190. 124. 35. 115 |147.237.77. 74 [N caragua lawidf.il ET SCAN NVAP -sS w ndow 2048 1
183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il ET SCAN Behavi or Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
115.29. 138. 97  |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.77. 216 |Netherl ands ~ |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
76.181.249. 213 |147.237.77.170|lhited Sates |mmarachot.idf.il ET SCAN NMAP -sS wi ndow 3072 1
61.182.170.38 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
196. 203. 149. 99 |147.237.76.39 |Tunisia nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 2048 1
23.253.111. 228 |147.237.77.233|lhited Sates |atal.idf.il SERVER APACFE Apache mod_ssl non- S8 connection to SS. 1
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|Top Attackers In FW |

‘Attacker Country Target Address ‘Ste ‘Signature
208.115.111. 73 |Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 73
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
66.249.65.65 |lnited Sates 147.237.72. 166 |aka i i1 | €aMNg Engine: TCP Invalid invalid segnent retransmssi on drop 39
Ret r ansni ssi on Packet dr opped.
83.137.242.17 |FRance 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 27
46.121. 74. 252 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 20
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
85. 64. 202. 190 |l srael 147. 237. 77. 176 |nat pash. i of . i | Streamng Engi ne: TCP Ivalid invalid segnent retransnission drop 16
Ret r ansni ssi on Packet dr opped.
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop drop 15
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
54.72.0. 55 Ireland 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12
85.75.79.141 |Geece 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
79.177.220.93 |Israel 147. 237, 76. 200 |6 tan. aka. i of . | SAM NG Engi ne: TCP Invalid invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
2.53.185. 203 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
192. 243.55. 136 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 11
192. 243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
192. 243.55. 135 |Wiited Sates 147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsrc‘;“;ansm wthdifferent | onitor o
192. 243.55. 132 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
192. 243.55. 136 Wi ted Sates 147.237.77.74 |lawidf.il  |Bad TOP sequence mﬁfv(;;t;ansm wthdifferent | onitor o
192. 243.55. 134 |Wiited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁsgf‘smt wthditterent | onitor o
192. 243.55. 136 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
46.32.126. 61 Jordan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
128.242.249. 11 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
192. 243.55. 132 |Lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 8
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
208. 69. 40. 101 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192. 243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243.55. 136 |Lhited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 7
192. 243. 55. 129 |Lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
213. 6. 46. 38 zlcis;ii;‘;an Territory. |147. 237. 77. 216 [dover.idf.i1  |drop Frst packet isn't SN drop 6
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
192. 243.55. 136 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
192. 243.55. 132 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19.86.94  |Israel 147.237. 72, 166 |aka ior. i1 |1 €M ng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
77.126. 40. 238 |Israel 147. 237, 76. 200 |ei tan. ok i of .| | €2M NG ENgine: TGP Inval id - invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55, 129 |Lhited Sates 147.237.77.74 |lawnidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243.55. 132 |Wited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁsgf‘smt wthditterent | onitor |6
192. 243. 55, 129 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
31.19.16.253 |Ger many 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
2.53.43.33 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 6
192. 243.55. 132 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 5
157.55.39. 138 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
192. 243.55. 129 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243,55, 135 |Lhited Sates 147.237.77.74 |lawnidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
208. 115. 113. 89 |Lhited S ates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
192. 243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address [Site Sgnature Action ‘Count
79.183.28.230 |lsrael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unhaut horized URL Access from 79. 183. 28. 230 B ock 22
176.13.15.205 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
46.19. 86. 94 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
79.179.211. 213 |Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Days in nobile.idf.il/mlluim B ock 7
5.22.135. 187 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 5. 22, 135, 187 B ock 5
79.179. 211. 213 |Israel 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to nobile.idf.il/mlluindindex B ock 3
176.13. 18. 13 | srael 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to atal .idf.il/tenpl ates/fag nobile B ock 2
46. 19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
108. 4. 143. 45 Lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ sachar / def aul t . aspx B ock 1
79.179. 162. 208 |l srael 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi B ock 1
206. 210. 120. 253|Canada 147.237. 76. 147 |chi nuch. aka. i df . i [\[LL#S]]%T#?;?]?[[;S] ]Fff‘[d;;] ]ff{?#ita]][[#o” Bock |1
Unknown Par anet er
80.178.157. 108 |[lIsrael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $Squest i onUpdat e$hi ddenUpdat eQue [None 1
stion in ww aka. idf.il/nain/giyus/faqg. aspx
207.46.13.171 |lited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
206. 210. 120. 253|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i|ll1egal Byte Qde Character in LR [[#20]], B ock 1
131.253.25.192 |lhited Sates [147. 237. 77. 216 |dover. i df .i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
79.179.173.43  |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/hinuch Bl ock 1
NULL Character in Method
206. 210. 120. 253|Canada 147.237. 76. 147 |chi nuch. aka. i df . i|[[#22]1[[#3]1[[#U1[[#01]+[[#1[[#01][[#O]1{[[#3]]1[[#3]]1Q I <&Q!pa @1 B ock 1
hebt?=7{« \[[#19]]..O[[#0]][[#0]][[#28] 1 AN A+AOA A [#19]]A
5.22.135. 187 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ gi yus/ general . aspx B ock 1
Unaut hori zed URL Access to
192. 243.55.137 |Uited Sates |147.237.77.74 |lawidf.il www, | aw i df . i |/ 163- 5176- he/ pat zar . aspxbor n- vagabond- wher e- have- you- |Bl ock 1
been-al | - nyl - of -t hese- hi t dr eansarti cl e& =2& npl =bl og
82.166.244. 86 I srael 147.237.77. 234 |hal ag. i df . i | iét ;gt;u;‘;dzgﬁjﬁzggziaﬁlﬁﬁz f;i . Bock |1
46.121.107.53 |Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.il/navy/ B ock 1
207.46.13.186 |lLhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to v nakhal . i df.il/default.asp B ock
206. 210. 120. 253|Canada 147.237. 76. 147 |chi nuch. aka. i df . i|l11ega HITP \ersion B ock
144.76.27.118  |Ger many 147.237.0.19 |madimatal .idf.il z:jibrlne m?fii?_c??/i I”ggi'n_r;asrpi';ftete; nuriln Lt et aul 1. aspx Bock |1
206. 210. 120. 253|Canada 147. 237. 76. 147 [chi nuch. aka. i df . i|Uhaut hori zed URL Access to 147.237.76. 147/ Bl ock 1
23.253.111.228 |lnited Sates |147.237.77.233|atal .idf.il SSL Lhtraceabl e Gonnection - Protocol violation (SSL_GONN QI ENT_HALLQ [None 1
206. 210. 120. 253|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i|Abnormal 1y Long Request et hod B ock 1
85. 250. 254. 162 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwidf.il/tenpl ates/tenpl atecontrol s/ generic/ |B ock 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to v i df.il/atal 1/izkor/ vi ew i ny. asp B ock 1
207. 241. 229, 225|Uni ted Sates [147.237.0.34  [ti kshuv.idf.i| mutt.hfsrrlljve? dﬁlf‘t’cei;fa:gsl s/ news. | . a5 Bock |1
2.53.43.33 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None
206. 210. 120. 253|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i|Mal forned HTTP Header Line 1 B ock
151. 80. 31. 153  |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8920- he/ r ef uah. aspx B ock
Unknown HTTP Request Met hod
206. 210. 120. 253|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i Liﬁz?]ﬂ]?[{[f?\]g{Lﬁ]]]][.%?[][];tg][T[l][]#[c}]ﬁ][]gg%%ﬁg%ﬂﬁ]ljér?ixg_é‘ ?\m B ock 1
[[#20]].
45.32.239.214 |Netherlands |147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/] pgl i nage. j pg B ock 1
206. 210. 120. 253|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i '['[Lf]gﬁ[z]t]e[ [%;e] g[h[ioe]‘?[‘?;s'ﬁ'[ﬁg?ﬁ[#'\;"ﬁ[#l]][[#O]][[#O]][[#O]][[#O]][[#O] Bock |1
105. 107. 197. 67 |Ageria 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wweidf.il/arr/ B ock 1
66.249.65.12  |israel 147.237.72. 166 |aka. i df . i | i,;t. r2i3t7“.“7ez‘_j 1%2"’/‘”;;0[:; ;e;u;%eﬁgfszazgx Bock |1
220. 181. 108. 139|chi na 147.237.76.86 |navy.idf.il mu;;u”:‘;\fyr_'izd‘:(_jiﬁi /;‘jgtezrsa;;fi oo/ 951 263380/ 1613, | pg Bock |1
206. 210. 120. 253|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i|Mi forned LR [[#20]], B ock 1
2.55.159.139  |Israel 147.237.72. 166 |aka. i df . i | m"ﬂi gf_ri"’l";en;?;/ gi—y\ﬂs'/i}’f;/ﬁ 'Zf’\)f(RYPTED n None 1
207. 46. 13. 56 Lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/main/giyus/ general . aspx Bl ock 1
Illegal Byte ode Character in Mthod
206. 210. 120. 253|Canada 147.237. 76. 147 |chi nuch. aka. i df . i|[[#221[[#3]1[[#U1[[#01]+[[#1[[#01][[#]1{[[#3]]1[[#3]1Q I <&Q!pa @1 B ock 1
hebt?=7{« \[[#19]].O[[#0] ] [[#0] ][ [#28] 1 N A+AOA A [#19]]A
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