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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 13837
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7291
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 4426
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 24
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 5
79.178. 229. 60 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3

204. 42. 253. 2 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al _Net drop 2
5.102. 195. 129 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1

209. 133. 214. 215 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

162. 252. 86. 87 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1

204. 42. 253. 2 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |B ock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 34 yohal an.idf.il B ock Np Al _Net drop 1

104. 156. 63. 21 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Count |
93. 90. 147. 81 Sweden 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 8
195. 234.228.90  |Ger nany 147. 237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variable Declaration Evasion B ock 8
213. 8. 145.99 | srael 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 8
193. 200. 80. 26 United Kingdom |147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 8
195. 234.228.90  |Ger nany 147. 237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SELECT) B ock 4
158. 85. 253. 245  |Lhited Sates 147.237.0. 34 ti kshuv.idf.il|5670: HITP. SQ Injection (SELECT) B ock 4
209.15.196.171 [Canada 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
193. 200. 80. 26 United Kingdom  |147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
64. 87. 23.55 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
93. 90. 147. 81 Sweden 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4




04-22-2016-10:04:08 to 04-22-2016-11:04:08

|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature

193. 200. 80. 26 |147.237. 77. 74 LKJ?ir:;gom lawidf.il SQ Injection - Select From 30

93.90.147.81  [147.237.77. 233 |Sweden atal.idf.il SQ Injection - Select From 20

213.8.145.99  (147.237.77.74 |Israel lawidf.il SQ Injection - Select From 6

209. 15. 196. 171 |147. 237. 77. 233 [Canada atal.idf.il SQ Injection - Select Fom 6

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2

187 245, 10. 131 |147. 237, 77. 234 |vexi co bl ag. i df i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

91. 201. 236. 155 [147. 237. 76. 201 |Lkr ai ne e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1

82.117. 208. 243 [147. 237. 8. 24 elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 1024 1

66.249. 65. 167 [147.237.72.166|Uhited Sates |[aka idf.il SER\/ER APAO_E_ Apache med_ss| non-SS. connection to SSL port 1
deni al of service attenpt

58.218.211.11 (147.237.0.15 [China kosher-kravi.idf.i |ET SCAN Potential SSH Scan 1

187 245.10. 131 |147. 237. 77. 74 |Mexi co L awdidf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

91. 201. 236. 155 [147. 237. 76. 201 |Lkrai ne e.aal.idf.il ET SCAN NVAP -sS w ndow 3072 1

91. 201. 236. 155 [147. 237. 76. 201 |Ukr ai ne e.atal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1

80.82.78. 38 147.237.77.61 |Netherl ands e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1

58.218.211.11 |[147.237.76. 147 [Chi na chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
66.249.65.65  |Uited Sates 147,237 72, 166 |aka i of 11 | €M NG Engine: TQP Invalid finvalid segnent retransnission drop 69
Ret r ansm ssi on Packet dr opped.
173.236.241.87 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 36
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
85.75.79. 141 G eece 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
76.174.87.209 |Wited Sates 147. 237, 77. 216 |dover. i .11 | €M ng Er?gl ne: TCP Invalid finvalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
89. 163. 148.58  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
212. 14, 243. 74 ga:lcisgii:;a” Territory.ly 47 237, 77. 216 |dover. idf. i1 |dr op First packet isn't SN drop 22
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 22
80.40. 134. 104 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
72.9.148. 10 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.102. 117 |Whited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
207.46.13.179 |Wited Sates 147, 237. 76. 200 e tan. aka i of . || M NG Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
82.234.177.180 |Fance 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
162.243.97.21 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
109. 67. 251. 142 |l srael 147.237.72. 156 |anan.idf . il dr op First packet isn't SYN drop 12
89. 187.219. 146 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
2.53.179. 162 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
198.58.102.96 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
128.242.249. 13 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
125. 238. 132. 185|New Zeal and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
40.77.167.9 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
85.130. 174. 100 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
109. 253. 156. 2171 sr ael 147. 237, 77. 243 |t e i1 |/ S2M NG Engine: TP Invalid invalid segnent retransmssion |, o 6
Ret r ansm ssi on Packet dr opped.
109. 253. 192. 16 | srael 147.237. 72, 166 |aka icr.in |2 SAMNg Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
46.19. 85. 89 I'srael 147.237.72. 166 |aka i i1 | €AMNg Engine: TCP Invalid fimvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet  dr opped.
79.176.27.196 | srael 147, 237.77. 243 |rvit e i o1 | SAM NG Engine: TCP Inval i invalid segnent retransmssion. | o 6
Ret r ansn ssi on Packet dr opped.
31.154.164.20 |israel 147.237.72. 166 |aka i i1 | €AMNg Engine: TCP Invalid fimvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
87.70.52.243  |israel 147.237.72. 166 |aka icr. i | SAM NG Engine: TCP Invalid imvalid segnent retransmssion. | o 6
Ret r ansn ssi on Packet dr opped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
82.102.169. 113 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
105. 44. 109. 234 |Egypt 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
85. 130. 174. 100 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
213.57.202. 178 |Israel 147.237.77.243|mobil e.idf.il [Bad TCP sequence noni t or 5
37.26. 148. 232 | srael 147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
80. 40. 134. 103  |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
85.130. 174. 100 |l srael 147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
192.243.55.136 |Lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
37.46. 39. 186 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
157.55.39.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
192. 243.55.129 |Whited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence ﬂ;‘gﬁtrmz‘;@;&?th monitor |4
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
80.246.139.14 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 58
80. 246. 136. 243 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 12
185. 32. 179. 196 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 7
89. 139. 253. 217 |[lIsrael 147.237.77.243|nobi l e. i df . i | Ml tipl e Unhaut horized URL Access from 89. 139. 253, 217 B ock 6
185. 32. 179. 165 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 4
65. 55. 213. 26 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawn idf.il/error.htm |B ock 4
46.119.127.129 |kraine 147. 237. 76. 147 [chi nuch. aka. i df . i|Mil tipl e Waut horized URL Access from 46.119. 127. 129 B ock 3
2.55.12.52 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
89. 139. 253, 217 |israel 147.237.77. 243|nobi | e. i df . i | m;ﬂtgﬁrc:le??/ tgegpgrcytezm O e/l st chi | ddocurent &/ 1431 B ock 2
178.137.90. 202 |lkraine 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wan i df.il/1556-en/ B ock 2
85. 65. 246. 212 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 156. 217|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 199. 175]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
79.176.27.196 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
40.77.167.7 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
157. 55. 39. 95 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on wawn idf.il/error.htm |B ock 1
66.249. 64. 108 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
188. 161. 236. 63 g‘ijcis;ii:;a” Territory, 1147 237.77.176 |nat pash. i df . i |Uhauthori zed URL Access to wiw cogat. i df.i1/894-ar B ock 1
79.178.111. 47 |israel 147.237.72. 166 |aka. i df . i | m;;)p' e Untraceabl e S Sessions from79.178. 11147 (Qen |\, 1
197. 231. 221. 211 |Li beria 147.237. 77. 216 |dover . i df .i | LR 18 Fbove Foor Brectory s/ queryl] cuery-1 4.2 ninjs [P oK 1
79.178.111. 47 |[israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - CQpen Mde None 1
46.119.127. 129 [Wkrai ne 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP At t enpt B ock 1
185.13.47.166 |Russian Federation 147.237.72. 166 |aka. i df . i | Too Many Qookies in a Request - 221 cooki es B ock 1
87.71.48.246  |Israel 147.237.76.31 |nakchal .idf.il ﬂ?“;g;’”?gegﬂ?pfgfsrs:gé/‘?I | o5/ 8] 1668. doc B ock 1
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Lhknown Paranet er newsltemin ww aka. i df . i/ patzar/ news/ None 1
199.30.25.180 |thited Sates 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw idf.il/error. htm B ock 1
79.180.104.74 [ srael 147.237.76.86 |navy.idf.il m“;:\f’;iifﬁ‘.ji ﬁeﬁ;f:ts;/tg‘;ner ol /robil & Bl ock 1
46.119.127.129 |kraine 147. 237. 76. 147 [chi nuch. aka. i df . i|Unhaut hori zed URL Access to www chi nuch. aka. i df . il /xmrpc. php |B ock 1
87.169.99.116 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for v aka. i df.il/main/smalini |B ock 1
66. 249. 65. 167 | srael 147. 237.72. 166 |aka. i df . i | %ﬁﬁ%ﬁﬂfﬁ:f& Protocol violation None 1
37.142. 64. 64 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
216.218. 206. 66 |Lnited Sates 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
131.253.25.200 |[Uited Sates 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on wan idf.il/error.htm |B ock 1
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